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Abstract. Performance of secure computation is still often an obstacle
to its practical adaption. There are different protocols for secure compu-
tation that compete for the best performance. In this paper we propose
automatic protocol selection which selects a protocol for each operation
resulting in a mix with the best performance so far. Based on an elabo-
rate performance model, we propose an optimization algorithm and an
efficient heuristic for this selection problem. We show that our mixed
protocols achieve the best performance on a set of use cases. Further-
more, our results underpin that the selection problem is so complicated
and large in size, that a programmer is unlikely to manually make the op-
timal selection. Our proposed algorithms nevertheless can be integrated
into a compiler in order to yield the best (or near-optimal) performance.

Keywords: Secure Two-Party Computation, Performance, Optimiza-
tion, Protocol Selection.

1 Introduction

Secure two-party computation allows two parties to compute a function f over
their joint, private inputs x and y, respectively without revealing their private
inputs or relying on a trusted third party. Afterwards, no party can infer anything
about the other party’s input except what can be inferred from her own input
and the output f(x,y). Secure computation has many applications, e.g., in the
financial sector, and has been successfully deployed in commercial and industrial
settings [6,25,5].

Performance is still often an obstacle to practical adoption of secure computa-
tion, even in the widely used semi-honest security model. A number of protocols
compete for the best performance in this model. Recently, the garbled circuit
implementation FastGC [20] has been used in several privacy-preserving applica-
tions, including [19,18], but still garbled circuits have some inherent limitations,
e.g., due to the large circuit size of some functionalities such as multiplication.
In this paper we propose a different approach. Instead of relying on a single
protocol we mix protocols. Then, based on an extended performance model we
automatically select the best protocol for a sub-operation. In all prior works this
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selection was done manually, e.g., [17,21,3]. We present two algorithms for the
protocol selection — an optimization based on integer programming and a heuris-
tic. We apply these to three use cases from the literature: secure joint economic
lot-size, biometric identification, and data mining. We use the evaluation of their
implementation in the intermediate language of [43] to test three hypotheses:

— Our mixed protocols are faster than a pure garbled circuit implementation.

— The results of our heuristic and the optimum found by integer programming
are close.

— The protocol selection problem is too complicated to be solved manually by
the programmer.

Our heuristic can then be used in a compiler to automatically select the fastest
sub-protocols in secure computations.

Our Contributions and Outline. In summary, this paper contributes

— an extended performance model for mixed protocol secure computation,

— two selection algorithms to automatically select mixed protocols with (near-)
optimal performance based on this model,

— an evaluation based on three use cases from the literature.

Our paper is structured as follows: In §2 we review related work. In §3 we de-
scribe our mixed protocols for secure computation. §4 explains the corresponding
cost model including conversion costs. We present our selection algorithms in §5
and our evaluation results in §6. Our conclusions are summarized in §7.

2 Related Work

Our results are based on the performance model framework of [43] for forecast-
ing runtimes of secure two-party computations based on garbled circuits and
homomorphic encryption. In §4.1 we provide a summary of this framework and
extend it in §4.2 to cover conversion between the protocols. For completeness,
we note that there are also other techniques for secure two-party computation
beyond the ones we cover in this work, e.g., the GMW protocol [16] implemented
in [8]. However, as this protocol also favors Boolean circuits, but differently from
garbled circuits has a non-constant number of rounds, we chose garbled circuits
in our work. Furthermore, this and other protocols can be integrated into our
main approach by extending the performance model of [43] accordingly.

[24] describes automatic optimizations of secure computation protocols that
automatically infer which operations can be performed locally by each party.
This approach is orthogonal to ours that automatically selects the most efficient
sub-protocol; combining both approaches yields even more efficient protocols.

There are several implementation frameworks for secure computation. Frame-
works for secure two-party computation are either based on garbled circuits (e.g.,
Fairplay [33], FastGC [20], VMCrypt [32], and CBMC-GC [18]) or homomorphic
encryption (e.g., VIFF [9]). The L1 framework [44] allows to describe secure
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computation protocols that employ both techniques, garbled circuits and homo-
morphic encryption. The TASTY framework [17] provides additional support for
conversions between these two approaches. Both, L1 and TASTY require to spec-
ify which part of the protocol should be run with which technique. We provide
the first method to automatically partition a functionality into sub-techniques.

The Sharemind framework [4] implements secure multi-party computation
for three players using an additive secret sharing scheme over the ring Zos:.
The compiler of [31] implements secure two-party computations expressed using
operations in the field Z, of integers modulo a prime ¢ and in the multiplicative
subgroup of order ¢ in Z;, for q|lp—1 with generator g. Our protocols use additive
secret sharing over Zy among the two players for intermediate values (cf. §3.2).

Several protocols benefit from the combination of homomorphic encryption
and garbled circuits, including [17,21,3]. In these protocols, the partitioning into
sub-protocols was defined manually, whereas our methods allow to automatically
find a good partition.

The authors of [35] describe a technique to compile functionalities described
in Fairplay’s Secure Function Definition Language (SFDL) [33] into Boolean
circuits in a memory-efficient way. For this, they first compile the SFDL program
into an intermediate language that represents operations as three-operand code.
As we use a similar three-operand code language to describe the functionality
that needs to be computed securely (cf. §4.1), the compiler of [35] could be easily
extended to compile SFDL programs into our input language.

3 Secure Computation Protocols

We integrate two protocols for performing secure two-party computations — gar-
bled circuits and homomorphic encryption. Both protocols are generic, i.e., they
can securely implement any ideal functionality. Nevertheless they have different
performance characteristics as shown by the performance evaluations in [17,43].
Throughout the paper we name the two parties Alice A and Bob B.

Next we explain the two basic protocols in §3.1 and §3.2, give the conversions
that allow to combine and automatically select between both protocols in §3.3,
and give background on the underlying semi-honest security model in §3.4.

3.1 Garbled Circuits

Garbled circuits, introduced by Yao [45], were the first generic protocol for secure
two-party computation. An excellent introduction can be found in [33] which also
presents the first implementation of this protocol. For the purposes of this paper
a high-level overview without the technical details of encryption suffices.

Yao’s garbled circuits protocol allows secure computation of an arbitrary ideal
functionality that is represented as a Boolean circuit C'. The basic idea is that
C is evaluated on symmetric keys where one key corresponds to the plain value
0 and another to the plain value 1. Alice creates for each gate of C' an encrypted
table such that given the gate’s input keys only the corresponding output key
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can be decrypted. Then, Alice sends to Bob the keys for the input wires of C'
in an oblivious manner: For each of Bob’s inputs, both parties run a 1-out-of-
2 oblivious transfer (OT) protocol. The OT protocol ensures that Bob obtains
only the key corresponding to his input whereas Alice does not learn Bob’s input.
Now, Bob can use the encrypted tables to evaluate C' under encryption. Finally,
Bob sends the keys that correspond to Alice’s outputs back to Alice. For his
outputs, he is given a mapping that allows him to decrypt the output keys into
plain output values.

For Yao’s garbled circuits protocol we use the following optimizations and
instantiations that are implemented in FastGC [20] (which is used in many recent
works such as [19,18]) and VMCrypt [32]: For OT we use OT extensions of [22]
with the OT protocol of [36] for the base OTs. For garbled circuits we use free
XOR gates [28], garbled row reduction [37,41], and pipelining [20]. All these
protocols and constructions are proven secure against semi-honest adversaries
based on the random oracle and the computational Diffie-Hellman assumptions.

3.2 Homomorphic Encryption

Secure computation can also be implemented based on additively homomorphic
encryption. On the one hand, opposed to fully homomorphic encryption [12],
additively homomorphic encryption only implements addition (modulo a key-
dependent constant) as the homomorphic operation. On the other hand, addi-
tively homomorphic encryption is almost as fast as standard public-key cryptog-
raphy, whereas the practicality of fully homomorphic encryption schemes is still
subject to research, e.g., [13].

Let Ex(x) denote the encryption of plaintext = encrypted under X’s (Alice’s
or Bob’s) public key and Dx(c) the corresponding decryption of ciphertext c.
Then the additive homomorphism can be expressed as Dx(Ex(z) - Ex(y)) =
x+y. Multiplication with a constant ¢ can easily be derived as Dx (Ex (z)¢) = cz.

Secure computation of an arbitrary functionality represented as arithmetic
circuit can be built from homomorphic encryption as follows. Each variable is
secretly shared between Alice and Bob. Let x be a variable of bit length [. Then
Alice has share z4 and Bob has share =g, such that = 4 + x5 mod 2.

In order to securely implement the ideal functionality it suffices to securely
implement addition and multiplication of shares. Addition of z = z4 + xp and
y = ya + yp (of the same bit-length [) can be implemented locally by addition
of each party’s shares. Multiplication z = x - y needs to be implemented as
a protocol. Let o be the statistical security parameter in the share conversion
protocol of [10] and r be a uniformly random number of bit length 27 4+ o + 1.
We use the following protocol for secure multiplication of shares:

A— B: EA(xA),EA(yA)

B— A:Ea(c) = Ea(za)Y2FEA(ya)*8EA(r) = Ea(xzays + yazs +71)

A: c=Da(Ea(c)), za = xaya + cmod 2!
B: zp = xpyp — r mod 2!,

It is easy to verify that z4 + 25 = (4 + 25)(ya + y5) mod 2'. Also other

operations can be implemented using homomorphic encryption (cf. §4.1).
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In our implementation we use Paillier’s cryptosystem [39] which is secure
against chosen plaintext attacks (IND-CPA) under the decisional composite
residuosity assumption.

3.3 Conversion

In the following, we describe how secure computations based on garbled cir-
cuits and homomorphic encryption can be combined by converting from one
representation of intermediate values to the other. Our methods used for these
conversions are similar to those of previous works [17,27], but more efficient as we
directly compute on [-bit shares instead of computing on ciphertexts with longer
masks: In previous approaches, one party held an [-bit value that is additively
homomorphically encrypted under the public key of the other party. To convert
such a value into an input of a garbled circuit required to add a (o +1)-bit mask
to the encrypted value, send this ciphertext back, and after decryption take off
the (o + 1)-bit mask in the garbled circuit. Conversion in the opposite direction
is similar. In these previous approaches the mask had to be ¢ bits longer than
[ in order to statistically hide the [-bit value. In our approach described below
we directly combine the shares modulo 2! and hence do not require expensive
masking, decryption, and transfer of the ciphertext.

Homomorphic Encryption to Garbled Circuits. Assume that we want
to compute a sub-functionality f using garbled circuits where one of the [-bit
inputs x was computed using homomorphic encryption, i.e., x is represented as
shares x4, xp with 2 = 24 +x5 mod 2'. To use z as input for the garbled circuit,
we extend the inputs of the garbled circuit computing f with an [-bit addition
circuit to which A provides input x4 and B provides input =g, i.e., the slightly
larger garbled circuit computes f(...,r4 +x5 mod 2!,...). Note that reduction
modulo 2! is easily obtained by dropping the most significant carry bit.

Garbled Circuits to Homomorphic Encryption. Similarly, we can convert
the output z of a sub-functionality that has been computed using garbled circuits
into secret shares z 4, zp that can later on be used for secure computations using
homomorphic encryption. For this, we extend the output of the garbled circuit
with an [-bit subtraction circuit whose subtrahend is a randomly chosen [-bit
share z4 provided by A. We modify the garbled circuit protocol such that only B
obtains the output zp = z — 24 mod 2!, i.e., he does not send the output keys
back to A. Again, reduction modulo 2! is easily obtained by dropping the most
significant carry bit.

Optimization. Note that we only need to convert the inputs and outputs of
operations that are securely computed with a different protocol type. Further-
more, each variable needs to be converted at most once and then can be used as
input to all sub-functionalities.
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3.4 Security

All protocols described in this section—garbled circuits, homomorphic encryp-
tion, and mixed protocols—are secure in the semi-honest model. In this model
participants follow the protocol as prescribed, but keep a record of the messages
received and try to infer as much information as possible about the other party’s
input [15]. Protocols secure in the semi-honest model ensure that an adversary
cannot infer any information beyond what he can infer from its input and out-
put of the protocol. This model covers many real-life threats such as attacks by
honest but curious insiders.

For garbled circuits a proof of security can be found in [30]. Proofs for the
protocols using homomorphic encryption can be found in [1,14,23]. For security
of the mixed protocol we refer to Goldreich’s composition theorem [15].

4 Cost Model

In order to choose which operation to implement using which protocol we need
to compare their costs. By cost we mean the (wall clock) run-time of the protocol
and its communication. Since the protocol can be composed from sub-protocols
of both protocol types — garbled circuits and homomorphic encryption — we need
to be able to assess their performance while taking care of additional conversion
costs. We base our cost model on the model of [43] which can (reasonably)
reliably forecast the protocol run-time and communication for both types of
protocols. The accuracy of the forecast mainly determines the effectiveness of
our approach. We summarize the layers of the cost model in §4.1 and give the
costs for conversions in §4.2.

4.1 Layers

The cost model of [43] is divided into four layers. The top three layers are pa-
rameterized by the implemented algorithm and security parameters. The lowest
layer is parameterized by the performance of the actual systems on which the
protocols are deployed. This performance is measured for some basic operations
once. Then, different protocols can be compiled. Alternatively, pre-configured
costs for representative environments can be chosen by the programmer.

The first layer captures the number of input and output variables of every
player, as well as the bit-length of these variables. The second layer captures the
algorithm as a sequential list O of operations. An operation o = {l,0,7} € O
consists of an assigned variable, a left-operand, an operator and a right-operand
(3-operand code). All assignments are single static assignments. We adopt the
intermediate language of [43] for our selection algorithms.

The intermediate language currently supports the following operations for
which secure protocols are given in [1,14,23,27]. Some of these operations lever-
age the specific advantages of the respective protocol type, i.e., direct access to
single bits and shift operations for garbled circuits or arithmetic operations for
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homomorphic encryption: addition @, subtraction ©, dot product ®,, multipli-
cation by a constant ®., division by a constant @., left shift by a constant <,
right shift by a constant >, less-or-equal <. All operands are scalars with the
exception of dot product which concurrently multiplies vectors of e elements.

The third layer captures the protocol type and their security parameters, i.e.,
the lengths of keys in garbled circuits, homomorphic encryption, and oblivi-
ous transfer. The fourth layer captures the performance of the systems and the
network, i.e., the times for performing local operations (e.g., a homomorphic
encryption or a hash-function), and network bandwidth and latency.

Given these parameters, a run-time forecast (cost) of the protocol is computed
in the respective model. We implement the cost computation using the arithmetic
formulas from [43]. Using an empirical evaluation, the authors of [43] show that
these formulas estimate the run-time reasonably precisely: for n forecasts f; and

) . 1 nofil _
measurements e; the average error is only ‘1 D it o= 3.6%.

4.2 Conversion Costs

The model of [43] actually distinguishes the two protocol types. We now need
to additionally estimate the conversion costs between the two protocols.

Recall that all operations in the intermediate language are represented in 3-
operand code (cf. §4.1). Let a = b- ¢ be such a 3-operand operation. As each vari-
able is assigned exactly once (single static assignment), we can use the assigned
variable a as a short notation for the operation. There are two cases when we
need to consider conversion costs according to the conversions described in §3.3:
If @ is implemented using homomorphic encryption, but b (or ¢) is implemented
using garbled circuits, then we need to convert b (or ¢) from their garbled circuit
representation into secret shares by adding an input for Bob’s random share zp
and extending the garbled circuit with a subtraction circuit. If a is implemented
using garbled circuits, but b (or ¢) is implemented using homomorphic encryp-
tion, then we need to convert b (or ¢) from their representation as secret shares
into inputs for the garbled circuit by adding an addition circuit and inputs for
the shares. Again, we emphasize that each operand needs to be converted at
most once in the entire mixed protocol.

We can then compute the cost of the mixed protocol as the sum of its parts. For
the costs of each part implemented as either protocol type we use the formulas
of [43] for homomorphic encryption, the improved formula described in the full
version [26] for garbled circuits, and the conversion costs described above.

5 Optimal Partitioning

Given the cost model described in §4 we can define the problem of an optimal
partitioning of the operations into the protocol types. Consider a compiler that
translates a programming language into the intermediate language described
in §4.1. In order to construct a cost-optimal (i.e., the fastest) protocol it needs
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to assign each operation of the intermediate language a protocol type, also con-
sidering the conversion costs.

We setup the problem formulation as follows. Let the elements x; correspond
to the left hand-side variable assigned in an operation. We denote with X the
set of these elements (variables). The operator mapping function op maps x;
to the right hand-side operators of that operation. The cost function a(z;) cor-
responds to the costs for computing z; using garbled circuits and b(z;) to the
costs using homomorphic encryption, respectively. The cost functions ¢(x;) and
d(x;) correspond to the costs for converting x; from homomorphic encryption
to garbled circuits and vice-versa, respectively. The set Y C X of instructions
will be implemented using garbled circuits; the set X\ Y using homomorphic
encryption. We formally define the problem as follows:

Definition 1 (Problem Definition). Let X be a set of elements 1, ..., zy;
op(x;) be a function mapping z; to a set F; C X; and a(z;), b(z;), c(z;), d(z;)
be four cost functions. Find the subset Y C X that optimizes the following cost
function
2 alzevy AUT) + X ippex\vy b(@)+
{z|zeX\Y,Jy.yeY,z€0p(y)} clz)+
{z|z€Y,3y.y€X\Y,z€op(y)}d ).

There are some restrictions on the function op that are not captured in this
problem definition. First, the set F; is restricted to a size of at most 2 (three
operand code). Second, the set X is ordered and op(x;) may only include ele-
ments z; that have been computed already, i.e., i’ < i. Nevertheless, if we solve
the general problem we also solve the restricted problem.

A further complication is that the cost functions in the cost model of [43]
do not only depend on the individual operation, but also on its neighbors. As
such this already complex problem can only be seen as an approximation of the
performance model. We address this in §5.1.

Partitioning problems, e.g., graph partitioning, are typically NP-hard, but
unfortunately we cannot provide a hardness proof for our specific instance. First,
our specific parameters for the maximum sizes of the partitions (almost the
entire set) have not yet been proven NP-hard. Second, our restrictions on the
function op(x) complicates the reduction. Nevertheless, we conjecture that the
problem is NP-hard.

5.1 Integer Programming (IP)

We search for the best solution to the partitioning problem defined above using
an optimization algorithm. However, due to the size of the problem (our largest
example considered in §6 has 383 operations) an exhaustive search is prohibitive,
such that a more efficient approach for optimization is needed. 0, 1-integer pro-
gramming is a suitable candidate, but we have to consider some non-linear costs.

In 0,1 integer programming there are variables z for which an assignment
is sought which minimizes a linear objective function c(z) 7z subject to certain
constraints. In its standard form it is represented as
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mineTz

Az <b
zG{O,lF.

For each element x; in the set of variables X we add the following three
variables to the integer program:

— 2z} € {0,1} indicates whether the operation assigning x; will be executed
using homomorphic encryption (0) or garbled circuits (1).

— 2z € {0,1} indicates whether the variable z; needs to be converted from
homomorphic encryption to garbled circuits (1) or not (0).

— 2" € {0,1} indicates whether the variable z; needs to be converted from
garbled circuits to homomorphic encryption (1) or not (0).

An element x; is either implemented as garbled circuits or homomorphic en-
cryption. So one variable suffices, but for conversion we need two variables. An
element might not be converted at all, but is never converted in both directions.
The objective function to be minimized follows directly from this construction:

min (Z a(z:)z; — Z b(zi)z; + Z c(zi)zl + Z d(mi)Zéu) '

7 7

One complication of this objective function is the non-linearity of garbled
circuit execution time. As described in [43], side effects on OS and hardware
level (like JIT compilation, CPU caching, etc.) lead to non-linear costs per gate
if the number of gates is below a certain threshold. These effects have an influence
on the cost objective of the integer program. Sums of costs for single garbled
circuits of adjacent operations of the SSA algorithm are likely (due to their
small size) to be higher than costs of a garbled circuit of combined operations
(exceeding the threshold).

Our method to incorporate a correction in the objective function is to add
different (decreasing) costs for a respective operation x;, depending on whether
the previous operations i < ¢ have been computed using garbled circuits (z; =
1). In order to limit the number of additional variables in the integer program, we
consider at most k = 20 previous operations. Let a;(z;) (ao(z:) > -+ > ax(z;))
be the cost of an operation z; if it and the previous j (0 < j < k) consecutive
operations are executed as garbled circuits. We then introduce new variables z; ;
and replace each term a(z;)z] of operation ¢ in the objective function by

ao(xi)zi g +a1(wi)z; g + -+ ag(2i)z] 5

We add a constraint to allow only one new variable zz’ ; ber operation to be set
to 1 such that only its cost is added

! ! !
zi’0+~~~+zi’kfzi:0.
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We then add constraints for previous operations that are executed as garbled
circuits in order to select the correct (minimal) j’th cost a;(z;)

/! /!
Zij = %0 =0

z;j — zgfj <0.

The following constraints implement the conditions for the conversions based
on the operator mapping function op. For each operation (element) z; € X and
each of its operands x; € op(z;) we add the following constraint that deter-
mines whether x; needs to be converted from garbled circuits to homomorphic
encryption

/ !/ "
zi—z;—z2; <0,

ie., if 2] is set (z; is to be computed using garbled circuits), but 27 is not set (x;
was computed using homomorphic encryption), then z; must be set (z; must
be converted).

Similarly, for each operation z; € X and each of its operands z; € op(z;) we
add the following constraint that determines whether x; needs to be converted
from homomorphic encryption to garbled circuits

/ / "
—z;+z;—z; <0,

i.e., if 2] is not set (; is to be computed using homomorphic encryption) and 2
is set (z; was computed using garbled circuits), then 27" must be set (z; must
be converted).

Let n = |X]| be the number of operations. Then, our integer program has

k(k—1)n
2

kn + 4n variables and at most + 5n constraints.

5.2 Heuristic

Integer programming is NP-complete and can become very slow for large in-
stances. We therefore also implement a heuristic using a greedy algorithm. We
start with all operations executed as garbled circuits. Then we consecutively scan
each operation in a loop. If the overall cost decreases when converting this oper-
ation to homomorphic encryption we do so. We repeat until no more operations
are converted.

The heuristic algorithm is shown in Algorithm 1. We use the same variables z]
as above in §5.1 for each operation representing its assignment to either protocol
type. We infer the variables 2/’ and 2} using a helper routine and implement the
remainder of the cost function in COST also as described above in §5.1. Initially
we set all z; to 1 for garbled circuits (line 1). The algorithm has worst-case
complexity O(n?), since the inner loop (lines 6 - 17) is executed at most n times
(at least one operation must be converted per iteration of the outer loop).
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Algorithm 1. Cost-Driven Heuristic

Require: Cost function COST(-)
Ensure: Partitioning 2’ of the operations into protocols

1: 2/ +1

2: cost < cosT(z")

3: flag + 1

4: while flag =1 do

5 flag + 0

6 for 0 <i<ndo

7 if 2z, = 1 then
8: 2i+ 0

9: ¢ + cosT(2')
10: if ¢ < cost then
11: flag + 1
12: cost < ¢
13: else
14: zi 1
15: end if
16: end if

17: end for
18: end while

6 Use Cases

In order to validate the complexity of manual partitioning and the cost advantage
of our algorithmic approach, we consider three use cases for secure computation
from the literature: joint economic-lot-size (§6.1), biometric identification (§6.2),
and data mining (§6.3). Afterwards, we evaluate their performance in §6.4.

6.1 Secure Joint Economic Lot-Size

The secure joint economic lot-size problem describes a two-party scenario be-
tween a vendor and a buyer of a product. Both try to align the process of produc-
tion, shipping, and warehousing according to an overall buyer’s demand. Specif-
ically, they try to agree on a joint lot-size ¢ for production and shipping. We call
the demand known to both parties d, vendor’s setup cost f4, vendor’s capacity c,
supplier’s ordering cost fg, vendor’s holding cost h 4, and supplier’s holding cost

hp. Using the formula of [2] we can compute q as ¢* = Z'LZf,j‘A++2'}ld'fB . The inputs to
A g

this calculation are sensitive (such as costs and capacities), since they disclose in-
formation about the cost calculation and influence future price negotiations if re-
vealed. As described in [40] and can be seen above, the confidentiality-preserving
computation of ¢ can be reduced to secure division, see e.g. [1,7]. Secure division
is also relevant for many other real world secure computations, e.g., k-means
clustering [7]. As our use case we consider two division algorithms: the Newton-
Raphson algorithm described in [1,43] and the long division algorithm described
in [40]. That is, we compute for 32 bit inputs  and y held as shares z4,y4 and
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zp,yn by the respective parties (cf. §3.2) f(za,ya,z5,yB) = Hzi‘;gJ . The

Newton-Raphson algorithm has 302 operations in the intermediate language and
the long division algorithms has 383 operations.

6.2 Biometric Identification

Comparing and matching biometric data is a highly privacy-sensitive task in
systems that are widely used in law enforcement, including fingerprint-, iris-, and
face-recognition systems, e.g., [11,21,3]. The identification is based on comparing
the submitted biometric information to values in a database, determining the
closest match with respect to some metric (e.g., Euclidean distance). As use case
we consider an algorithm for biometric identification, computing the distances
using Euclidean distance as metric which is commonly used for fingerprints and

faces. We compute min (Zfﬁl(su —Cy)?, -, Z?L(SN,Z‘ - CZ-)Q) for N =5
vectors of M = 4 elements S;; in the server database and a client vector Cj
of M elements, for elements of 32 bit. The algorithm has 80 operations in the
intermediate language.

6.3 Data Mining

Data mining aims to extract knowledge from databases, connecting the worlds
of databases, artificial intelligence, and statistics. Various data mining algorithm
for different purposes have been proposed in the literature. One particular pur-
pose is that of structuring data sets in order to provide decision mechanisms that
can be used for classification. A well known algorithm for decision tree learning
is the ID3 algorithm described in [42]. A privacy-preserving classification variant
of ID3, described in [29] as one of the first privacy-preserving data mining algo-
rithms, enables new applications where multiple private databases can be used
to act as training set (e.g., medical databases). The authors of [29] use entropy
to compute the best attributes, with the privacy-preserving computation of the
natural logarithm as the basis operation. As our use case we consider an algo-
rithm to compute the natural logarithm. To the best of our knowledge, this is the
first implementation of this privacy-preserving data mining algorithm. That is,
we compute the natural logarithm of a 32 bit input & = 2™ (1 +¢) held as shares
z4 and xp by the respective parties where 2" is the power of 2 which is closest
to z and —1/2 < e < 1/2. The natural logarithm is approximated with a Taylor
series with k& = 10 iterations: In(z) = In(2"(1+¢€)) =nln2+4¢— E; +oee 5,:. The
algorithm has 270 operations in the intermediate language.

6.4 Evaluation

In the following we evaluate our partitioning algorithms of §5 on the three use
cases introduced in §6.1, §6.2, and §6.3. Using these results we compare the
performance of mixed protocols to garbled circuit protocols, the optimization
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Table 1. Runtime forecasts in [seconds] for long division (LD), Newton-Raphson (NR),
Euclidean distance (ED), and natural logarithm (LOG) on 32 bit inputs

Security Partitioning LD NR ED LOG
LAN WAN LAN WAN LAN WAN LAN WAN
short- HE-only 81.6 1047 93.6 1195 14.8 184 726 95.7

term GC-only 20 56 123 822 61 166 1.6 4.0
Heuristic 20 55 123 595 6.0 114 1.5 33
P 20 55 123 595 6.0 114 14 3.1

mid- HE-only  588.6 611.7 675.0 700.9 106.8 110.4 523.3 546.4
term GC-only 21 78 121 1150 59 231 1.6 54
Heuristic 20 77 121 1150 58 228 14 46
P 20 76 121 1150 58 227 14 44

long- HE-only  1,974.2 1,997.3 2,264.9 2,290.9 359.5 363.1 1,749.2 1,772.4
term GC-only 2.1 88 121 1314 59 263 1.6 6.2
Heuristic 20 88 121 1314 58 259 14 52
P 2.0 86 121 1314 58 259 14 49

of the heuristic to that of integer programming, and the automatic optimal
partitioning to the manual partitioning approach.

As execution environment of the secure computation protocols we consider
a LAN environment (bandwidth b = 100 Mbit/s, latency tpar = 1 ps) and
a WAN environment (bandwidth b = 1 Mbit/s, latency tar = 100 ms). The
performance of local operations has been measured on servers with four AMD
Opteron 885 dual-core 64-bit CPUs and 16 GB RAM using a single-threaded
implementation (cf. the full version [26] for details). We use Java Version 6 and
instantiate security parameters according to NIST recommendations [38] (cf. the
full version [26] for details).

In a brief experimental study we confirmed the accuracy of the performance
model described in §4. We executed all four use cases in the LAN/WAN setting
with short-term security (80 bit) using the mixed partitioning. Our forecasts
were always within the same error bound as reported in [43].

Tab. 1 summarizes the runtime forecasts. The table consists of the respective
results in seconds for partitions that are computed entirely using homomorphic
encryption (HE-only) or garbled circuits (GC-only), and for mixed partitions
that were found by our heuristic and by integer programming (IP).

Mixed versus Non-mixed Protocols. The results in Tab. 1 show that for our
use cases, mixed protocols can reduce runtimes below those of single protocols.
For pure homomorphic encryption and garbled circuits we draw two conclusions.

First, in all use cases and settings the HE-based encryption protocols result
in highest runtimes. In particular for growing key lengths of mid- and long-term
security settings, HE is slower than GC by orders of magnitudes.

Second, GC-based protocols are sometimes competitive, but may be improved
by mixed protocols. In 16 out of 24 experimental settings, garbled circuits have
runtimes close to the best results (not more than 5% deviation). In four cases
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Table 2. Communication forecasts in [kb] for long division (LD), Newton-Raphson
(NR), Euclidean distance (ED), and natural logarithm (LOG) on 32 bit inputs

Security Partitioning LD NR ED LOG
short- HE-only 776 852 96 892
term GC-only 5,057 76,668 15,147 3,384

Heuristic 5,012 76,668 14,877 3,361

1P 4,938 76,668 14,945 2,648

mid- HE-only 1,552 1,704 192 1,784
term GC-only 7,080 107,336 21,192 4,737
Heuristic 7,017 107,336 20,814 4,706

1P 6,914 107,336 20,908 3,692

long- HE-only 2,328 2,556 288 2,676
term GC-only 8,092 122,669 24,214 5,414
Heuristic 8,020 122,669 23,782 5,378

1P 7,901 122,669 23,890 4,214

the GC protocol results in the best performance. In all experimental settings,
both partitioning mechanisms for computing optimal mixed protocols result in
the best performance, including the previously mentioned four pure garbled cir-
cuit cases. In 8 of 24 settings, the mixed protocols result in an average of 20%
less runtime. The largest improvement is 31% lower runtime compared to the
protocol entirely implemented as garbled circuit (Euclidean distance, short-term
security, WAN).

We infer that network conditions are essential in the context of performance
measurements. For LAN settings, mixed protocols obtain on average an improve-
ment over the garbled circuit protocol of 4%. For WAN settings, however, the
improvement is significantly higher, namely 11%.

Tab. 2 depicts the communication complexities of the protocols in kilobytes.
Clearly, non-mixed protocols yield either most (GC-only) or least (HE-only)
communication traffic. From the perspective of communication and related costs
(e.g., fees charged in mobile networks), HE-only as well as mixed protocols clearly
have an advantage over GC-only protocols. The reason are the corresponding op-
erators and sub-protocols of HE sub-protocols that, compared to GC-only pro-
tocols, have to transmit only a low amount of data. Additional communication
savings can be obtained by packing these data. A good example is the use-case of
calculating the Euclidean distance. Considering the amount of data to transmit,
in Tab. 2 we see a difference of magnitudes between GC-only and HE-only and
a reasonable difference to the mixed protocol. Regarding the example, a joint
view on Tab. 1 and Tab. 2 shows how a mixed protocol (by both, Heuristic and
IP) can significantly reduce runtime as well as network traffic.

Heuristic versus Integer Programming. Both optimization approaches re-
sult in mixed protocols that perform, in almost half of all experimental settings,
noticeably better than pure protocols. As seen from the results in Tab. 1, the
heuristic based partitioning results are close to those of integer programming
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Fig. 1. Partitioning of algorithms for 32 bit inputs. Operations computed using GC
are depicted in dark-gray, those computed using HE in gray. The upper and lower bar
depict the partitioning found by the heuristic and integer program, respectively.

(deviating not more than 2.7% on average, at maximum 7.6%). While the heuris-
tic only requires seconds to compute the partitioning per use case and setting,
the integer program requires several hours using the LP solver SoPlex! on the
aforementioned server hardware. While the performance of the mixed protocols
found by the two partitioning algorithms is similar, the resulting partitionings
differ in several aspects (see the full version [26] for details). The heuristic, in
comparison to the integer program, tends to reduce the number of blocks. A
block is a sequence of consecutive operations with the same protocol type. For
long division and natural logarithm, over all settings, the ratio between number
of blocks and number of operations is less than 0.025, while it is more than
0.279 (i.e., larger by a factor of 10) for the integer program. On the contrary, re-
sults for Netwton-Raphson and Euclidean distance show that both partitioning
algorithms may result in similarly high (0.5) or low (0.003) ratios.

Manual versus Automated Partitioning. Using an analysis of the partitions
found by our algorithms — independent of heuristic or integer program — we argue
that it is complicated to find the same partition manually. Fig. 1 shows how
the optimization approaches partitioned the use cases in the various settings.
Operations computed using garbled circuits are depicted in dark-gray, those
computed using homomorphic encryption in gray.

! Version 1.6.0, available at http://soplex.zib.de/
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Fig. 1 shows that the mixed protocols are heavily fragmented in order to
achieve the optimal performance (cf. the full version [26] for details). We obtain
a wide spectrum of fragmentations. For Euclidean distance we have 40 blocks (of
at most two operations per block) within only 80 operations in total. Similarly,
for Newton-Raphson we obtain 113 blocks (of 1 to 26 operations per block)
within 302 operations. Regarding partitions with at least two blocks, we obtain
the largest block for natural logarithm (of 221 operations) within 270 operations.

Although there seem to be patterns in some areas of the diagrams, it is difficult
to infer a general conclusion that can be used to manually derive a partitioning
with similar performance. Fig. 1 shows that for some sub-sequences partitions
are constant (within the same network setting but for changing security levels,
e.g., long division). Others change within the same network setting for changing
security levels (e.g., Euclidean distance and Newton-Raphson). In only 3 out of
12 cases there is no change in the partitioning across different network settings.
We provide more details in the full version [26].

7 Conclusions

In this paper we have presented algorithms to automatically select a protocol —
garbled circuits or homomorphic encryption — in secure two-party computation.
Based on a performance model our algorithms minimize the costs of a mixed
protocol. We present an evaluation based on three use cases from the literature:
secure joint economic lot-size, biometric identification, and data mining.

Our results support that mixed protocols perform better than pure garbled
circuit implementations. In 8 out of 24 experiments we achieve a performance
gain of 20% on average. We conclude that the option to mix protocols improves
performance of secure two-party computation.

Our results also support that our heuristic is close to the optimization algo-
rithm based on integer programming. In all experiments our heuristic achieved a
performance within 2.7% of the optimum on average. Nevertheless, the heuristic
runs within seconds whereas the integer program requires hours. We conclude
that it is practically feasible to automatically do the (near-optimal) selection.

Furthermore, our detailed analysis of the experiments also revealed that there
is no discernible pattern of the selection. A programmer cannot rely on simple
hints in order to perform the selection manually. We therefore conclude that
the protocol selection problem is too complicated to be solved manually by the
programmer and needs to be solved automatically, e.g., by a compiler.
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