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Abstract

Private Machine Learning (PPML) allows to privately evaluate or
even train machine learning models on sensitive data while simul-
taneously protecting the data and the model. In this keynote, I will
start with some historic works (which are often ignored) in today’s
rapidly growing field of PPML up to very recent results. Among the
several available techniques enabling PPML such as Homomorphic
Encryption (HE), Trusted Execution Environments (TEEs), Differ-
ential Privacy (DP), and Multi-Party Computation (MPC), I will put
most emphasis on MPC. The main message and running theme of
this keynote will be that PPML is much more than just evaluating or
training neural networks under encryption. I will give an overview
of a large variety of research works with special focus on those by
the ENCRYPTO Group at TU Darmstadt, and will conclude with
an outlook on future directions in the area of PPML.

In more detail, this keynote surveys our research towards en-
gineering practical PPML protocols that protect data and models.
First of all, there is no need to design PPML protocols for too simple
models such as Support Vector Machines (SVMs) or Support Vector
Regression Machines (SVRs), because they can be stolen easily [26].
Complex models can be protected and evaluated using Trusted Ex-
ecution Environments (TEEs), which we demonstrated for speech
recognition using Intel SGX [8] and for keyword recognition using
ARM TrustZone [4]. Our goal is to build tools for non-experts in
cryptography to automatically generate highly optimized mixed
PPML protocols from a high-level specification in a ML framework
like TensorFlow. Towards this, we have built tools to automati-
cally generate optimized mixed protocols that combine HE and
different MPC protocols [9-13, 18, 25]. There is a large body of
works on private inference of neural networks using MPC, starting
with the now 20 years old work by Barni, Orlandi and Piva [3]
and several other earlier works that date back to long before the
current hype on PPML started [2, 6, 27, 28]. But there are many
more classifiers that can be evaluated securely, including decision
trees [1, 2, 20, 21, 29], sum product networks [31], and even trans-
former models [16, 24]. For private training, there is a large body
of works on private clustering [7, 17, 19], and private federated
learning [5, 15, 22, 23, 30]. Finally, we have shown how to privately
attest properties of ML training data to ensure fairness and non-
discrimination [14]. The keynote concludes with open challenges
in PPML: scalability, performance, energy efficiency, and usability.
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