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Abstract. Medical research and treatments rely increasingly on genomic data. Queries on so-called variants are of high importance in, e.g.,
biomarker identification and general disease association studies. However, the human genome is a very sensitive piece of information that is
worth protecting. By observing queries and responses to classical genomic
databases, medical conditions can be inferred. The Beacon project is an
example of a public genomic querying service, which undermines the
privacy of the querier as well as individuals in the database.
By secure outsourcing via secure multi-party computation (SMPC), we
enable privacy-preserving genomic database queries that protect sensitive
data contained in the queries and their respective responses. At the
same time, we allow for multiple genomic databases to combine their
datasets to achieve a much larger search space, without revealing the
actual databases’ contents to third parties. SMPC is generic and allows
to apply further processing like aggregation to query results.
We measure the performance of our approach for realistic parameters and
achieve convincingly fast runtimes that render our protocol applicable to
real-world medical data integration settings. Our prototype implementation can process a private query with 5 genetic variant conditions against
a person’s exome with 100,000 genomic variants in less than 180 ms online
runtime, including additional range and equality checks for auxiliary data.
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Introduction

Genomic data holds the key to the understanding of many diseases and medical
conditions. Some genomic variations in individuals in particular might be crucial
in the diagnosis of a disease or a treatment regime. As a first step, a doctor or
researcher might want to query the world’s pool of sequenced genomes for such
a variation in order to identify if it has been encountered and studied before.
For this purpose, the Beacon project was established by the Global Alliance for
Genomics & Health1 to evaluate the eagerness of institutions around the globe
to engage in a distributed variant query service. Participating institutions can be
queried for a variation and confirm or deny its existence in their database.
However, this open form of collaboration quickly raises privacy concerns
about, e.g., re-identification risk [34]. Thus, it would be highly desirable to secure
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participants of such a variant querying service, as well as individuals in their
genome databases. Furthermore, it can be assumed that many small institutions
will not be comfortable in joining the Beacon scheme in its current form, since
re-identification risk impacts small databases even more severely.
We address these (genomic) privacy demands by developing a secured form
of a federated variant query service – eventually an extension of the Beacon
project – in which the count of matches is learned, while hiding which institution
contributed to what extent. Our solution can optionally apply a threshold t on
the count of matches so as to only release data if there are more than t matches.
This can mitigates re-identification risk when querying for rare mutations.
Here, secure multi-party computation (SMPC) gives us the powerful ability to
run arbitrary computations on sensitive data, while protecting the privacy of this
data. In this work, we use two parties, called proxies, to achieve high efficiency.
We rely on SMPC for secure outsourcing of genomic data from arbitrarily many
sources to two proxies that enable clients to run private queries on the data.
The proxies are assumed to not collude and therefore learn nothing about the
outsourced data or the client’s query and its response. We focus on the use-case
of privately querying a large, aggregated genome database.
1.1

Our Contributions

In this paper, we provide the following contributions:
– We allow private queries to multi-center genome databases. We hide the
query, which elements it accesses, and what elements match the query.
– Our protocol allows to privately aggregate data from multiple data sources.
Usually this is prohibited by patient privacy laws, which aim at protecting
sensitive medical data. We retain privacy, while at the same time providing a
larger search space that leads to more expressive query results.
– Due to the generic nature of our protocol we can perform additional multiproperty queries that add only negligible overhead to the database lookup.
– We develop a custom format (Variant Query Format – VQF) for the lossy
storage of genomic variants that also allows similar variants to match. The
widely used Variant Call Format (VCF) can easily be compressed to VQF,
providing a bridge to existing genomic variant databases.
– We present a prototypical implementation of our protocol in C++ using the
ABY framework [9] and achieve practical runtimes for real-world inputs.
1.2

Deployment Setting

We depict our setting in Figure 1. An arbitrary number of genomic database
providers DBi privately outsource their data to two non-colluding proxies D0
and D00 , who simply aggregate the received data as one large dataset. Privacy is
achieved by using XOR-based secret sharing, as described in more detail in §4.
DBi can extend the database by simply sending new entries Di0 and Di00 to the
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proxies at any time. Updates of existing entries require sending only the difference
as bitwise XOR to one of the proxies.
A client C who wants to query entries from the aggregated databases sends
an XOR-secret-shared query to both proxies. Privacy-preserving computation is
made possible by the protocol of Goldreich, Micali and Wigderson [15], which
enables efficient computation on secret-shared data. Optionally, we allow results
to be t-threshold released, i.e., the client receives a query response only if more
than t database entries overall match the query criteria.
As a special case, our setting can also be used by a client that runs private
queries on a single genomic database held by a server without involving additional
parties. For this, the client runs C and D0 , and the server runs DB1 and D00 .
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Fig. 1. Deployment setting overview. The plus sign denotes the federation of genomic
databases and the lock symbol marks secret-shared data. The client only interacts with
the SMPC proxies, which hold XOR secret-shared copies of the genetic variant data.

1.3

Related Work in Genomic Privacy

There exists a long line of work in genomic privacy, starting with [19]. In the
subsequent section we provide an overview of recent work related to our solution.
We compare the key aspects of related work with our proposal in Table 1.
In [20], count queries on fixed-indexed single-nucleotide polymorphisms (SNPs)
databases are performed. They convert the database into an index tree structure
and perform an encrypted tree traversal using Paillier’s additively homomorphic
encryption scheme [32] and Yao’s garbled circuits [38] for comparison. The queried
SNP indices are leaked and the index tree needs to be built by a single and
trusted certified institution that must know all the data in plaintext (coming
from possibly multiple data sources as in our setup).
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In the field of privacy-preserving genomic testing many approaches securely
calculate the edit distance (ED) with protected genetic databases. ED is a
way of measuring the closeness of two strings by calculating the minimum
number of operations to transform between the two. Most of the time, the
Levensthein distance is meant by ED and it is defined as the minimum amount
of substitutions, insertions and deletions to transmute between the strings. It is
an important measure in genomics to estimate the closeness of two genomes, and
finds applications in similar patient querying (SPQ).
The authors of [1] implemented a form of secure count- and ranked similar
patient queries, running in seconds. However, their setup is quite different from
ours since the query is known in plaintext to each data center, and the output is
learned by a central server (CS). The aggregation/sorting is done on the CS and
only individual contributions are hidden from the CS and querier.
In [23], the authors developed a privacy-preserving ED algorithm leveraging
Yao’s garbled circuits. While their technique calculates the exact edit distance,
it is computationally infeasible on a whole-genome scale. Their implementation
takes several minutes to calculate the ED of just a few hundred-character long
strings. [21] improved those results by up to a factor of 29.
In the whole-genome context it is often more sensible to only approximate
the ED, taking advantage of the fact that the human genome is mostly preserved
(> 99% of genomic positions) and most variations are simple substitutions. Two
important works leveraging these factors are [37] and [2].
The authors of [37] test their distributed query system GenSets over, theoretically, 250 distributed hospitals, each holding 4,000 genome sequences of
around 75 million nucleotides each. It took their system 200 minutes to search
through one million cancer patients.
In [2], the authors partition the sequences into smaller blocks and then
pre-compute the ED within the blocks. Since the human genome shows high
preservation, this greatly reduces the number of distinct blocks. E.g., for a realistic
data set of 10,000 genome snippets of length about 3,500 from a region of high
divergence, after partitioning them into 15-letter blocks, for each group of blocks
they observed at most 40 unique blocks, instead of the theoretic maximum of
10,000. Still, they could determine the t best matching sequences against a query
sequence with high success.
In [25], an attack by Goodrich [16] on genome matching queries was investigated. They developed a detection technique against such inference attacks
employing zero-knowledge proofs to ensure querier honesty.
The authors of [8] developed a novel method for secure genomic testing with
size- and position-hiding private substring matching (SPH-PSM). In their setup,
a testing facility holds a DNA substring (e.g., a marker) and a patient possesses
their full genome sequence. The patient sends their homomorphically encrypted
genome and public key to the facility, which computes an accumulator applying
their substring. The still encrypted accumulator is sent back to the patient, who
decrypts it to learn the binary answer — whether the substring is included in
4

her genome. In the process, the facility doesn’t learn anything and the patient
doesn’t learn the substring or its position in their genome.
The work [40] presents an innovative and efficient approach to outsourced
pattern matching employing a new outsourced discrete Fourier transform protocol
called OFFT. It solves a similar problem to the aforementioned method [8] and
scales logarithmically in the string to be matched.
In [35], a genomic cloud storage and query solution is presented. VCF data
is symmetrically encrypted and sent to cloud storage. Using a custom method
based on private information retrieval (PIR, see also §2.2), the data owner, or an
authorized entity, can query the cloud storage for a specific variant (utilizing a
homomorphically encrypted 0–1–array mask). This solution cannot be generalized
to multiple patients as the querier would need access to all VCFs’ symmetric
keys. A generalization of this work [12] allows computations that are similar to
ours and offers strong security guarantees. However, in this case, the runtime
depends on the size of the response and thus reveals meta information about the
query, which we specifically intend to hide in our work. Padding could solve this
issue, but would increase the runtime drastically.
The protocol [4, § 4.2] uses Authorized Private Set Intersection [6] to allow
for authorized queries of a list of specific SNPs (a SNP profile, e.g., of SNPs
relevant for drug selection and dosage): The querier first submits the SNP profile
to a certified institution, which sends back an authorization. The querier can
then use this authorization to query for his SNP profile in a patient’s genome,
learning the matching SNPs. The query is hidden from the patient/database. The
protocol [33] extends this idea and uses additively homomorphic Elliptic Curve
based El-Gamal [10] to calculate a weighted sum over a set of SNPs, where the
weights are authorized by a certified institution.
In conclusion, several solutions have addressed the problem of secure genome
queries (see Table 1), but most work directly on the sequence instead of called
variants and none grant the easy extensibility that our solution provides and at
the same time deliver whole-genome scale protection for all included parties.

2

Preliminaries

2.1

Secure Multi-Party Computation (SMPC)

Computation on multiple parties’ secret data was first proposed in the 1980’s
with Yao’s seminal garbled circuits protocol [38] and the work of Goldreich,
Micali, and Wigderson (GMW) [15]. More formally, for the case of two parties,
an SMPC protocol can be described as the evaluation of a function f on the two
parties’ respective private inputs x and y. The parties learn nothing but what can
be inferred from the function’s output z = f (x, y). Due to limited computation
power, SMPC protocols were at first seen as merely theoretical results. However,
a long line of research has lead to significant algorithmic improvements that,
2
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optionally differentially private
arbitrary (aggregation) function f
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Table 1. Comparison of features and limitations of related work to our solution.
[20] [1] [23,21] [37,2]
S

S

S

Single trusted party eliminated

7

7

3

3

3

3

3

3

Query protected

7

7

3

3

3

3

3

3

Top similar patient query

7

3

n.a.

3

n.a.

7

7

7

Whole-genome scale

7

3

7

3

3

3

3

3

Easy extensibility

7 (3)

7

7

7

7

7
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matching SNPs /
weighted average over SNPs
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count & sum2
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Output
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S

count & similar patients

Variants (V)/Sequences(S)/Both(*)

count

[8,40]/
Our
[35] [12]
[4]/[33]
work
S
V *
V

combined with an increase in computing power in the last decades, has shown
that SMPC can indeed be used for practical purposes. Most SMPC protocols
rely heavily on oblivious transfer (OT) as a building block. OT extension [22,3]
is one of the key results that enables practical performance for SMPC.
In this work we consider the special case of secure two-party computation
with security against semi-honest (passive) adversaries in the offline/online model.
This means that we divide the protocol into two phases: First, an offline phase
that is independent of the private inputs and requires just some upper bound
of their size. It can be pre-computed and stored before the actual computation
takes place. Second, a very efficient online phase that uses the pre-computed
data to compute the function on the parties’ private inputs.
While Yao’s garbled circuits protocol offers a constant number of communication rounds, it requires the evaluation of symmetric cryptographic operations
in both offline and online phase. The GMW protocol allows the preprocessing
of so called Beaver multiplication triples [5] that can be pre-computed in the
offline phase. The online phase of GMW requires one communication round per
layer of dependent AND gates (circuit depth), but involves only very efficient bit
operations (XOR) and no symmetric cryptographic operations.
Since our circuits can be optimized for low depth, we decided to implement
our protocol using the GMW protocol. There also exist extensions for security
against stronger malicious adversaries that can be applied to our protocol [31].
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2.2

Related Privacy-Preserving Technologies

Aside from SMPC there are many other privacy-preserving technologies that
could potentially achieve similar results as our solution. In this section we briefly
provide an overview and motivate why we chose SMPC.
Private information retrieval (PIR) is a technique that allows private queries
to a public database. This is not applicable in our scenario where the database
consists of sensitive genomic data by multiple providers. Furthermore, PIR
does not allow for more than the private query, i.e., additional operations like
comparisons on the data and threshold checking are not possible.
Homomorphic encryption (HE) is a powerful tool that allows for operations
on encrypted values. While somewhat homomorphic encryption is reasonably
fast, it only supports a limited set of operations. Fully homomorphic encryption
overcomes this limitation. This is an active field of research but implementations
still lack the efficiency to be of practical use [30].
Oblivious RAM (ORAM) is another technique that could be used for our
use case and was indeed shown to be applicable for, e.g., Bayesian statistics [24]
frequently used in bio-informatics [39]. ORAM allows multiple private write
accesses to a database, which we do not require, as we need to securely store the
genome only once. Thus, our approach is simpler and we expect it to perform
better than ORAM-based solutions.
Intel’s Software Guard Extensions (SGX) is a recent instruction set extension
that allows programs to run in a protected private environment and can be
used as an alternative to SMPC [18]. While this is also specifically designed for
cloud computing, additional care must be taken to not reveal memory access
patterns and timing patterns, which especially affects our use case of privately
querying a data set. Observing such access or timing patterns could allow the
cloud provider to learn information about the data or the query itself. Learning
the query, however, might also reveal critical information about patients, e.g., if
a physician queries the database(s) to confirm a particular diagnosis.
Recently the survey [13] categorized the entire field of encrypted or protected
search, which offers several additional alternatives to our work. We can imagine a
combination of the presented techniques with our ideas as possible future work.

3

Genetic Variant Queries on Distributed Databases

We consider a federation of databases storing genomic variants in our custom
Variant Query Format (VQF, see §3.2). They jointly offer a privacy-preserving
Beacon Service: individual privacy is guaranteed in the sense that it is not learned
which dataset from which data-center contributed to which extent to the final
count. Optionally, privacy can be strengthened by enforcing a threshold criterion
on the query: the actual count will only be returned if it is larger than a predefined
threshold parameter t.
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3.1

Beacon network and potential extensions

The term Beacon stems from the Beacon Network Project, which is “a global
search engine for genetic mutations”. It was instantiated by the Global Alliance
for Genomics & Health to “test the willingness of international sites to share
genetic data”. The joint service answers queries of the form “Do you have any
genomes with an ‘A’ at position 100,735 on chromosome 3?” and participants
each give a simple Yes/No answer.
Privacy Concerns It has been shown in [34] that in its original form, Beacon
queries are susceptible to re-identification attacks. The authors showed that
with 5,000 queries, a person can be re-identified from a Beacon holding 1,000
genomes. Our proposed framework lowers this risk twofold: Firstly, the querier
doesn’t learn immediately which database contributes to the count. Only in
a follow-up consultation can the databases and querier reveal a match should
they mutually agree to do so. And secondly, because of an optional t-threshold
check in the final step, it is harder for the querier to craft individual-identifying
queries. While recent changes to the project’s architecture address some privacy
concerns by access-control checks4 , those solutions cannot withstand a malicious
man-in-the-middle or potential exploits of access-control vulnerabilities. That is,
the project doesn’t offer privacy by design since queries are sent in clear to the
beacons and central web-interface, which also learns all beacons’ answers during
aggregation of the results.
3.2

Genomic Variant Representation Format

Variant Call Format (VCF) The most popular format to store genomic
variants is in the Variant Call Format (VCF) [7], as used by the 1,000 Genomes
Project and the Broad institute. It stores the results of a process called variant
calling on aligned reads (usually stored in SAM/BAM files [28] or more recently
in the CRAM format [11]). It describes in precise detail genetic mutations versus
a reference genome.
However, for the application of genetic querying, the VCF is too precise in the
sense that a lot of auxiliary data is stored per variation and exact matches are
unlikely, especially for complex structural variations. We therefore developed a
machine friendly and simplistic format for storing genetic variants in the context
of variant querying that also makes it possible for similar variations to match.
Variant Query Format (VQF) We store a genome’s set of variation against
a common reference genome in the following custom format which we will call
Variant Query Format (VQF). Variations are stored in a fixed-size dictionary
(possibly with multiple entries for the same key), where the key is a variant’s
position in the reference genome and the value encodes the variation. We set the
4
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key size κ to 32 bit, which suffices to address every locus in any human reference
genome, which has about 3.2 billion (haploid) loci5 .
For the dictionary’s value we choose a size ψ of 16 bit. Mapping any genomic
variant information into 16 bit is not straightforward and must incur some
information loss that we can bound from above (see below). Table 2 lists the
proposed mappings from genetic variations to a 16 bit value in our dictionary.
The total number of attainable values is 4 + 4s + 2 · 4sins + 1 = 32,837, which fit
into the 16 bit value space.
Table 2. Details of the variant compression in VQF.
Variant

Stored Information

#Values

SNP/SNV

We store the alternative nucleotide.

Deletion/CNV Store two entries: the up and down rounded logarithm to
the base b = 2 of deletion/CNV6 /inversion length, up to
/Inversion
log-length s. Also store one frameshift bit for deletions.

4
s = 16

Insertion

Save up to sins = 7 inserted nucleotides and a frameshift bit. 2 · 4sins =7

Other

Only flag as other variation. This flag captures all other more
complex variations, like rearrangements with breakends etc.

1

Note that the chosen logarithm base b = 2 for deletion/CNV/inversion events
is just exemplary and could be adjusted differently, even per event, without
changing the number of possible values. The maximum length logarithm s to store
could also be different per event. Storing the up and down rounded logarithms
for those events increases the chances of a match for closely related variations.
E.g., if, at a given locus, one genome has a deletion of length 20 and another
of length 60, those would be mapped to two entries each, {16, 32} and {32, 64},
so a query for 32 would match in both genomes. For insertions and deletions
(InDels) we also store a frameshift bit, i.e., whether its length is divisible by 3.
Substitutions are just stored as combined InDels, if longer than a SNP/SNV.
Also note that for CNVs, we do not store the motif, no matter if a short CNV
(∼ tandem repeat) or long CNV was called, possibly resulting in false positives.
For diploid variations, we create two entries with the same key (same locus) and
each value encoding one of the two variations coming from either parent.
The compression of variant information might seem strong, but the information
loss mainly concerns complex structural variations, where an exact query match
is very unlikely in the overwhelming majority of application scenarios. We deem
it sensible to rather have a small number of “false positives”, but still closely
related matches. When querying for similar patients, it is actually desirable to
5
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log2 (3.2 · 109 ) ≈ 31.6 < 32
For CNVs like tandem repeats, we record the absolute number of repeats, not the
relative change
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match less specific conditions, as is the case for copy number variations. E.g., it
doesn’t matter if a short tandem repeat gained 20 or 30 motifs in length. Only
the magnitude by which it increased or decreased is important when searching
for similar genomes.
Note that a mapping (which could also be described as a compression) from
the very detailed VCF to our VQF encoding scheme is straightforward.
Reference Genome Since variations are indexed by a reference genome, it is
important that all genomes are called against the same reference when querying
several individuals’ variations. This is assumed for all databases in our setup.
Alternative Variant Format Note that a different variant compression scheme
akin to the hashing method found in [35] could be used. For a single VCF row, one
could hash the ID, REF and ALT entry and some important fields from the INFO
column, and project it to the 16 bit (or larger) value space. Ignoring collisions,
this scheme could also serve as a variant compression method with reasonable
low probability of false positives. However, since this method doesn’t incorporate
domain specific knowledge like our VQF, similar variations wouldn’t have a
chance to match.
Typical sizes There are typically two ways to analyze a person’s genetic
variation. The first option is to store the full genetic variation, which leads to
around N = 3 million entries. The second, and more viable, option is to only store
variation from coding regions, i.e., a person’s exome. While a person’s exome
makes up only about 1% of their genome, this region is the most important in the
context of research and disease testing. As such, exome sequencing is a common
quicker and cheaper alternative to full-genome sequencing. A person’s exome has
about N = 100,000 variations. In our database model, a person’s full genetic
variation is mapped to N entries of size κ + ψ = 48 bit.
Auxiliary data Besides information on genetic variation, the databases can
also hold auxiliary data like sex, age, weight and health data like blood pressure
or disease indicators. For those fields, our protocol allows for range or threshold
conditions in the queries, where desired.
3.3

Queries

The queries that we support are of the form
SELECT f(*) FROM Variants
WHERE ((locus1 , var1 ), ..., (locusm , varm )) IN Genome
AND cancertype = X AND ... AND agemin ≤ age ≤ agemax ...
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when expressed in SQL for illustration purposes. Here, m is the number of variant
equalities to check and the remaining auxiliary queries can be more versatile and
include ranges, besides equalities. For most of our benchmarks, we choose m = 5.
The querier specifies the values for the highlighted parts of the query. These
values are secret-shared and remain private, such that the proxies do not learn
them. The structure of f cannot be chosen by the querier and is fixed a priori.
However, since we use the ABY SMPC framework [9], the function f can generally
be an arbitrary (aggregation) function on the bit string of matching genomes,
like the identity (simple output of matches) or the count (Hamming weight).
Technically, any query prompts the two proxies to generate a secret-shared
bit string representing the matching genomes. As can later be seen in §6.1, this
task causes the bulk computation and communication cost. Next, the proxies
apply function f to this bit string and output it to the querier (or any other
predefined party).
Query Scenario For our experiments, we choose a scenario in which the querier
receives the count of matches, together with a random query ID. Each database
with at least one match receives the corresponding sub-bit mask of the genomes
only in their own database together with the same query ID. This way, the
database doesn’t learn the query which matched their genomes but can contact
the querier for a follow-up discussion of the matched patients.
Optionally, we can substitute the simple count by a t-threshold count, which returns the count only if it is larger than t. This would mitigate the re-identification
risk as presented in [34]. However, since Beacon queries are often used to query
for rare mutations, this extension brings its own problems. Our solution can
easily realize both options and due to the generic nature of SMPC it can also be
adapted for additional requirements.

4

Our Protocol for Private Genome Variant Queries

Our protocol ensures the privacy of both, the query to a genomic database and
its response. At the same time, the entire database is hidden from the two proxies.
This matches closely the cloud computing paradigm where computation and
data storage is outsourced to a powerful set of machines that are maintained by
an external party. In Figure 1 on page 3, we depict our setting where multiple
databases DB1 , . . . , DBn outsource their data to two proxies D0 and D00 that
run the SMPC protocol and are assumed to not collude. A client C queries the
combined data from all databases for the counts of entries that a) match the
query criteria and optionally b) fulfill a pre-defined t-threshold level.
We achieve privacy by using XOR-based secret-sharing between the SMPC
parties. More precisely, for every plaintext bit p, we choose a random masking
bit r. We send r to D0 and s = p ⊕ r to D00 . The values r and s are called shares
of the plaintext value p. For bit strings of length ` we apply this technique ` times
in parallel. To further improve communication, we could send to D0 a single seed
for a pseudo-random generator instead of the values r.
11

We use the protocol of Goldreich, Micali and Wigderson (GMW) [15] to
privately evaluate a Boolean circuit that corresponds to our functionality, i.e.,
querying a genome database. GMW operates directly on XOR-secret-shared
values. We use the GMW protocol in the offline/online computation model, i.e.,
an offline phase that is preprocessed at any time before the actual private inputs
are known. The data from the offline phase is then used in the efficient online
phase to compute the function on the private data.
4.1

Protocol Description

In this section, we describe the phases of our overall protocol and depict it
graphically in Fig. 2. Optionally, before the protocol, the database providers
and proxies agree on a privacy threshold t that defines the minimum amount of
matching records that a query response must contain. If a query matches ≤ t
records, the query response will be the empty set ∅, i.e., the same as if no record
matched the query.

Protocol Phase Overview
DBs

SMPC Proxies

Client

0) Pre-compute
Offline Phase
1) DB
2) Query

4a) Bit Mask

3) SMPC
Online Phase

4b) Match Count

Fig. 2. Protocol phases. Note that all communication with the SMPC proxies happens
secret-shared, such that the proxies never gain access to any plaintext.

Phase 0) SMPC Offline Phase. At any point before phase 3, D0 and D00
pre-compute the SMPC offline phase, which is independent of the actual inputs
from other parties.
Phase 1) Database Outsourcing. Each database provider DBi is assumed
to hold their data in the VQF format (see §3.2). The provider then generates a
random mask of the size of its database and sends the random mask to proxy D0
and the XOR of the mask and its database to D00 . The proxies concatenate the
shares they receive from all database providers and keep track of the mapping of
shares to DB providers. Note that this phase needs to be performed only once.
The secret-shared database can be queried multiple times. Databases need only
send new entries or updates to existing entries if they have changed.
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Phase 2) Client Query. Client C secret-shares its query between D0 and D00
and sends in plain text the type of auxiliary queries it wants to run. Note that
we only reveal the operation of the auxiliary queries and not the values that are
compared with the datasets.
Phase 3) SMPC Online Phase. The proxies D0 and D00 run the SMPC
protocol on the databases and the query they received. Due to memory constraints,
the client query is run on a single patient dataset, consisting of up to 3 million
variants at a time. Multiple patients’ datasets can be evaluated in separate SMPC
instances, which can be run sequentially or in parallel. Given enough hardware,
this step can be ideally parallelized. The individual outcomes (match / no match)
are stored in a bit mask, still secret-shared and thus unknown to the proxies.
In our scenario, after the query was run against all patients’ datasets, the
resulting bit mask is processed by a final circuit that counts the number of
matches, i.e., the Hamming weight, optionally compared to a threshold.
Phase 4) Output reconstruction. Both proxies D0 and D00 hold the output
of the computation in secret-shared form and send their output shares to C, who
computes the XOR and thereby receives the plaintext output. If the optional
threshold t privacy is enforced, C will only receive the count if there are more
than t matches. Each database also receives the two shares of its sub-bit mask of
matches, together with a random query ID for potential follow-up. Reconstruction
will reveal the matching genomes, if any, or an all-zero bit string otherwise.

4.2

Security Considerations

We discuss the security of our scheme and the attacker model in this section.
The goal of our protocol is to ensure the privacy of the queries clients send
to the service, as well as the corresponding responses they receive. At the same
time, our protocol ensures the privacy of the genomic databases that outsource
their data to our service. We achieve these properties by directly relying on the
proven security of the GMW protocol [15], which allows to privately evaluate
any computable function that is represented as a Boolean circuit. GMW uses
XOR-based secret-sharing as underlying primitive, which protects private values.
In its original form secret sharing offers information theoretic security since
plaintexts are masked with randomness of the same length. We use a PRG to
expand a short seed to the length of the plaintext, thus reducing information
theoretic security to computational security of the PRG. In our implementation
we rely on AES as PRG.
We make the assumption that adversaries behave semi-honestly and corrupt
at most one of the two proxies at the same time. The latter corresponds to
a non-collusion assumption between the two proxies. Given the semi-honest
non-collusion assumptions we can proof that our protocol is secure, since the
transcript of every party can be simulated given their respective inputs and
outputs. We consider the following cases of semi-honest corrupt parties, malicious
clients or external adversaries:
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Corrupt semi-honest client/corrupt database: A corrupt client or corrupt
database with input query Q and response R can be simulated by a simulator
playing the role of the two proxies, running the GMW protocol. This implies that
a corrupt client or database learns no additional information from the protocol
execution.

Corrupt semi-honest proxy: For a set of databases and a single client query
each separate proxy’s view consists of a share of the client’s query and a share
of each database. In all cases XOR-secret-sharing is used, which makes the
corresponding strings appear uniformly distributed and leaks no information
about the content. Each proxy’s view also contains the other proxy’s inputs for
the GMW protocol. These are proven not to leak information about private
inputs in [14].

Malicious clients: Since the proxies and the client interactively agree on the
query structure beforehand, a malicious client can only influence values within
the boundaries of the query, i.e., the client can only send an input bit string of
the pre-defined length. Malicious clients can send bogus queries with the correct
length, which will be processed by the proxies. This leads to corrupt outputs that
leak no more information than valid queries. The number of queries a client can
send can be controlled by using rate-limiting.

External adversaries: Data in transit is protected from external adversaries
by using state-of-the-art secure channels, e.g., TLS, to ensure confidentiality,
integrity and authenticity between all communicating parties.

5

Implementation

In this section we describe our implementation decisions and the software design
of our application, as well as its limitations.

5.1

The ABY Framework

We implemented our protocols within the ABY framework for secure two-party
computation [9]. It provides efficient C++ implementations of recent secure twoparty computation protocols and includes many recent optimizations. ABY
offers abstractions of the underlying protocols and building blocks and is thus
a viable option for implementing SMPC applications. More specifically, we rely
on the included implementation of the GMW protocol, which is based on XOR
secret-sharing and thus is well-suited for our outsourcing scenario.
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5.2

Boolean Circuit Design

The GMW protocol operates on Boolean circuits. Our protocol contains two
circuit designs that we optimized for a low multiplicative depth in order to
minimize the number of communication rounds between the proxies. The biggest
circuit is the query circuit that checks if a user query matches the genome of a
patient. It consists of an equality gate that compares every patient variant with
a query variant. On the circuit level, this is done in parallel on a person’s entire
variants and all query variants. From this we get 1 bit per patient variant, which
is fed into an OR tree that returns 1 if at any position the query matched with
a patient’s variant. For all query variants the results from the OR trees are fed
into an AND tree that returns 1 if all query variants are in the patient’s variants.
These gate trees are the reason for the logarithmic circuit depth. The circuit also
checks for auxiliary patient properties, which are implemented as single equality
or comparison gates.
The circuit’s final result is a single bit that indicates if all query variants are
in the person’s variant dataset and if all auxiliary queries matched. The circuit
output for each patient record is stored (still secret-shared). As soon as all patient
queries have been run, the previously stored result shares are fed into a smaller
(threshold-)counting circuit (that optionally checks that the count is larger than
the threshold t). It consists of a Hamming weight circuit that counts the number
of 1-bits, and a comparison gate that controls if a multiplexer gate outputs the
string of matches or an all-zero bitstring. Its output is a bit string with one bit
per patient. Bits are set to one at the indices where the query matched. If it
contains more than t ones, it is output, otherwise an all-zero bit string is output,
in case threshold t counting is applied.
5.3

Limitations of our Approach

While we only ran queries, where all conditions must be met, i.e., all conditions
are connected with AND (∧) expressions, the ABY frameworkwould easily allow
for more complex or nested queries, such as A ∨ (B ∧ C) ∨ D . The performance
impact would be minimal and would only depend on the size of the formula.
Universal circuits [36,27,26,29,17] could be used to also hide the structure of the
formula.
The translation of variants into 16 bit strings (see §3.2) certainly is a limitation
and cannot reflect the full spectrum of possible variations. However, as elaborated
before, we used this compression as a way to match similar variations while only
using strict equality queries.

6

SMPC Benchmarks

In this section we provide benchmark results of our implementation. We performed
runtime benchmarks of our SMPC implementation on two identical desktop
computers with 16 GiB RAM and a 3.6 GHz Intel Core i7-4790 CPU, connected
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via local Gbps network. We ran a 64-bit Debian Jessie with Linux kernel 3.16
and used gcc v4.9.2 to compile our code. For all measurements we instantiate
the parameters to achieve a symmetric security level of 128 bits. All results are
averaged over 25 iterations. The provided communication numbers are the sum
of sent and received data of one SMPC proxy. In the following section we use
the term offline phase to refer to step 0) from Figure 2, while online phase
refers to step 3). We did not measure the time for steps 1), 2), and 4), i.e., the
conversion and transmission of databases and query/response, as these are simple
and efficient plaintext operations and data transmissions that scale linearly with
size and available bandwidth.
6.1

Variant Query Performance

In this section we measure the performance of running a query with a certain
length against a person’s dataset with a given number of variants. As default
parameters we use N = 100,000 variants, query length = 5, and κ + ψ = 48 bit,
which corresponds to a query on a person’s exome. In Figure 3 we show the
runtimes of the offline and the online phase for varying number of patient variants
with queries of length 5. In Figure 4 we fix the number of a patient’s variants to
N = 100,000 entries and show how the runtimes scale for varying query length.
Figure 5 shows how a varying entry bitlen (κ+ψ) influences the protocol runtimes.
We provide the corresponding detailed numbers in Tables 3, 4, and 5.
In all cases the offline and online runtime and circuit size (number of AND
gates) increase linearly with the database size, query length, and entry bitlength.
The circuit depth, i.e., the number of communication rounds between the two
proxies, scales only with the logarithm of the input sizes.
Regarding the auxiliary queries, we fixed five different equality and range
queries, which didn’t have any noticeable performance impact. They are thus
omitted in the following discussions.
For querying a patient’s exome variants (N = 100,000), assuming a query of
length 5 and our proposed entry format with key length κ = 32 bit, and value
length ψ = 16 bit, we achieve an offline runtime of 3.4 s and an online runtime
of 178 ms. In this case we need to transfer 733 MiB in the offline phase and
the online phase requires 28 communication rounds with a total transmission
of 11 MiB. The circuit for these parameters consists of 24 million AND gates.
Using the same parameters to query a patient’s full genome (N = 3,000,000)
requires an offline and online runtime of 99.5 s and 4.6 s, respectively.
Our performance is comparable to the single-variant query in Sousa et al. [35],
which takes 2.4 – 4.3 s online runtime for 5 million variants. However, their query
is not extensible and can only answer whether a single variant is present, without
the option for further privacy-preserving aggregation.
6.2

Count Performance

The circuit (f in §3.3) that determines the total number of matches and compares
this to the privacy threshold t is very small. For processing the results of 100,000
16
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Fig. 3. Offline and online runtime in ms for varying number of variants per patient and
fixed key length κ = 32 bit, value length ψ = 16 bit, and a query with 5 components.
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Fig. 4. Offline and online runtime in ms for varying query length and fixed key length
κ = 32 bit, value length ψ = 16 bit, and variant count of N = 100,000 entries.
Offline Phase Runtime

Online Phase Runtime

10
104
103
102
101
100

Runtime [ms]

Runtime [ms]

5

24 32 48 64 96128
Bit Length κ + ψ

105
104
103
102
101
100

24 32 48 64 96128
Bit Length κ + ψ

Fig. 5. Offline and online runtime in ms for varying total element size κ + ψ at a fixed
variant count of N = 100,000 entries and query length of 5.
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patient records, the t-threshold count circuit consists of 100,040 AND gates and
has a depth of 22. It requires 75 ms (55 ms) runtime and 439 KiB (2,124 KiB)
communication in the online (offline) phase. Communication, runtime, and circuit
size scale linearly with the input size, while circuit depth grows logarithmically.
Since these numbers are negligible for the total runtime, we omit a more detailed
analysis at this point.

Table 3. Benchmark results and circuit properties for varying variant count at fixed
key length κ = 32 bit, value length ψ = 16 bit, and query length 5.
Variants Query κ + ψ
N Length
[bit]
100
1,000
10,000
100,000
1,000,000
3,000,000

5
5
5
5
5
5

48
48
48
48
48
48

#AND Circuit
Gates Depth
2.4 · 104
2.4 · 105
2.4 · 106
2.4 · 107
2.4 · 108
7.2 · 108

18
21
25
28
31
33

Offline Phase
[ms] [MiB]
9
1
38
7
335
73
3,420
733
34,297
7,325
99,507 21,975

Online Phase
[ms] [MiB]
2.4
4.5
20.2
177.9
1,756.2
4,567.7

0
0
1
11
114
343

Table 4. Benchmark results and circuit properties for varying query length at fixed
key length κ = 32 bit, value length ψ = 16 bit, and variant count N = 100,000.
Variants Query κ + ψ
N Length
[bit]
100,000
100,000
100,000
100,000
100,000

1
2
5
25
125

48
48
48
48
48

#AND Circuit
Gates Depth
4.8 · 106
9.6 · 106
2.4 · 107
1.2 · 108
6.0 · 108

27
27
28
29
32

Offline Phase
[ms] [MiB]
669
1,327
3,420
16,629
83,141

146
293
733
3,662
18,312

Online Phase
[ms] [MiB]
83.2
111.5
177.9
687.5
3,096.9

2
5
11
57
286

Table 5. Benchmark results and circuit properties for varying total element size κ+ψ at
fixed query length of 5 and variant count N = 100,000.
Variants Query κ + ψ
N Length
[bit]
100,000
100,000
100,000
100,000
100,000
100,000

5
5
5
5
5
5

24
32
48
64
96
128

#AND Circuit
Gates Depth
1.2 · 107
1.6 · 107
2.4 · 107
3.2 · 107
4.8 · 107
6.4 · 107

27
27
28
28
29
29
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Offline Phase
[ms] [MiB]

Online Phase
[ms] [MiB]

1,662
2,241
3,420
4,409
6,640
8,860

133.2
147.9
177.9
205.6
269.6
321.3

366
488
733
977
1,465
1,953

6
8
11
15
23
31

6.3

Conclusions from the Benchmarks

We consider our solution practical for typical private genome queries. While
the computation of responses for databases with thousands of patients still
do not answer instantaneously, we can run these private queries over night or
increase throughput by running them in parallel on dedicated hardware and
faster networks. As we can see from our performance evaluation, both runtime
and communication complexity scale linearly with the input size. Our circuit
constructions are optimized for use with the GMW protocol and their depth
grows only logarithmically with increasing input size. Network traffic and memory
requirements are well within the limits of modern hardware.
The generation of the bit string representing the matching genomes takes
the bulk computation and communication cost, while the cost for evaluating
the auxiliary conditions, aggregation, and threshold comparison is negligible.
Therefore, possibly complex and versatile post-processing functions can be applied
to the matches thanks to the use of generic SMPC techniques. This ability sets
our system apart from related works in this field.

7

Summary

In this work we have presented a new, privacy-preserving protocol to allow multicenter variant queries on genomic databases. The achieved performance renders
this approach applicable in real-world scenarios with some dozens of centers. Full
genome studies are supported based on the state-of-the-art VCF format. Our
approach leverages the custom Variant Query Format, which can be built from
existing VCF data. Variants have to be called against a pre-defined reference
genome to be agreed upon before setting up the federated data analysis platform.
An interesting and demanding research question immediately arises: how would
one use our (and many previously developed) genomic privacy techniques on
genomic data while facing the problem of different reference genomes? The simple
answer is to regenerate the genomic data against the new reference genome via
the same pipeline. But this approach might not always be feasible or possible, if
the pipeline is not fully automated or recorded. Note that this applies to almost
all previous work where genomic data from different patients is compared, as is
the case in the Beacon project. This “transcription” to other reference genomes
is beyond the scope of the present work but will be addressed in the future.
Another open problem is how to effectively mitigate the re-identification risk
as presented in [34], while still handling queries of rare mutations in a sensible
way. We described two query types which our framework supports: a regular
count, which is susceptible to the aforementioned re-identification risk, even
though to a lesser extent, since the querier doesn’t learn in which databases the
matches occurred, and a threshold-t-count, which only outputs the count if it is
larger than t. While the latter method provides more privacy, it may render the
system unusable for very rare mutations.
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