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ABSTRACT

In this paper, we revisit the problem of secure shuffling in a three-
server setting with an honest majority. We begin with the recent
work of Araki. et al. (CCS’21) and use precomputation to improve
the communication and round complexity of the online phase of
their shuffle protocol. Our simple yet effective shuffling method is
not limited to three parties and can be used in a variety of situations.
Furthermore, the design of our solution allows for fine tuning to
achieve improved efficiency based on the underlying application’s
parameters. Our protocols are initially presented with semi-honest
security and then extended to support malicious corruption.

CCS CONCEPTS
« Security and privacy — Cryptography; Privacy-preserving
protocols.
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1 INTRODUCTION

Shuffling a data set while keeping the contained data private is of
particular interest for a wide range of applications, including highly
scalable message passing graph algorithms (for example, contact
tracing) [2], metadata-hiding communication [6], and computing
database joins [8]. While mixnet-based approaches were used ear-
lier to shuffle private data, there has been a shift in recent years
toward using secure multi-party computation (MPC) techniques
due to practical efficiency. MPC allows multiple parties to compute
a function on their private inputs so that no party learns anything
other than its input and output. Several recent works used MPC
with a small number of parties to achieve practically efficient and
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scalable solutions [1, 4, 10]. Furthermore, most of them relied on
the preprocessing model to offload the expensive tasks to an input-
independent preprocessing phase [4, 7, 9]. This will aid in obtaining
a fast online time and better throughput, both of which are critical
when considering real-world applications. Our work aims to reduce
the online costs of existing shuffling protocols in the three-server
honest majority setting (3PC), where only one server can be corrupt.

The shuffling protocol by Araki et al. [2] forms the state-of-the-
art in the 3PC setting. Their approach makes use of secret share
replication and employs a pair-wise shuffle method in which each
pair of servers performs a joint shuffle of the secret using a permu-
tation unknown to the third server. While this approach results in
the communication of six messages over three online rounds, they
proposed an optimization for the semi-honest case in which the
same could be accomplished in two rounds with four messages. An
easy adaptation of their approach to the preprocessing model is to
replace the underlying 3PC scheme of [1] with ASTRA [4], which
will aid in moving communication of two of the four messages to
the preprocessing. However, the modified protocol still necessitates
two rounds of online interaction.

Clarion [6] recently proposed a shuffle protocol for anonymous
communication in the 3PC setting. However, their configuration
is slightly different, and they use the third server as a helper in the
preprocessing to aid in secure server shuffling between two servers.
In the semi-honest case, we observe that it is easy to modify the
Clarion protocol to obtain a 3PC shuffling scheme. However, the
modification will necessitate an additional two-message commu-
nication, worse than [2] in the preprocessing model. Furthermore,
the solution necessitates two rounds in the online phase.

Our contributions. We propose protocols for shuffling in the
3PC setting with an improved online phase leveraging precompu-
tation. Our contributions are as follows:

— In the semi-honest setting, we propose a 3PC shuffle protocol
that reduces the online costs of [2] by 2Xx. We present two variants
with varying trade-offs in computation and communication. Our
method is of independent interest and can be used to obtain better
constructions in other settings (§2).

— We extend our protocols to handle malicious corruption while
maintaining the goal of a better online phase. Our solution sig-
nificantly improves the online round complexity of the malicious
shuffle in [2] (§2).

- We provide insights on how to apply our methods in the con-
text of secure graph analysis, as proposed in [2]. We observe that
our solutions enjoy further improvements over [2] when used in
scenarios where the same shuffle is used multiple times (§2).
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2 OUR APPROACH TOWARDS SHUFFLING

Consider a table T € {0, 1}™™ with n rows, each containing m-bit
entries, that is secret-shared among three servers Sp, S; and Sy. The
goal is to permute the rows of T by a random permutation 7 that no
single server knows, to obtain shuffled table 7z (T). First, observe that
for every permutation x, there exists a row permutation matrix
My € {0,1}"™" so that shuffling T can be expressed as matrix
multiplication of the form M; ® T = 7 (T). Moreover, the matrix
multiplication can be performed by evaluating nm dot products
with vectors of length n, one for each result entry. We now explain
how to obtain the permutation matrix and securely evaluate the
dot products using the three-party protocol of ASTRA [4]. It is
worth noting that the approach of multiplying with a permutation
matrix is not limited to our three-server scenario. Furthermore,
the approach enables different levels of security to be achieved
by simply employing appropriate MPC schemes to generate the
permutation matrix and perform the dot product protocol.

Semi-Honest Shuffling. Consider the following (insecure) ap-
proach: Server Sy chooses a random permutation 7,, generates the
corresponding row permutation matrix My, and secret-shares it
among all servers. The servers can then simply compute the secret
shares of M;;, ® T in ASTRA using the dot product protocol. Un-
fortunately, this technique is insufficient for shuffling because it
simply uses a permutation known to Sp. To overcome this problem,
we can let S; and Sy apply a second permutation 7, to My, © T that
is not known to Sp. Thus, the result is a shuffled table 7, (M;, © T)
which exactly is 7(T) for 7 := m, o 4. Note that 7 is even random if
only one of the permutations 7, 7, is, and no single server knows
anything about 7. The remaining challenge is to efficiently compute
My, © T so that Sy and Sz can still apply 7, without leaking it to Sp.
We take advantage of the asymmetry of the server roles in ASTRA,
where Sy acts as a helper and S; and Sy act as evaluators, and our
solution incurs no additional communication over the dot product
to incorporate 7. The details of the modified dot product protocol,
in the context of our shuffling approach, are presented next.

So : 7g S1:mp So
Mo . [T [T
[ﬂa(T)]l [ﬂa(T)]Z
apply 7, apply 7,
[7p (ma(T)]1 [7p (7 (T))]2
— v
[=(M]o [=(M]1 [7(M]2

Figure 1: High-level overview of our 3-party shuffle. We denote XOR
shares of x (among S; and S;) by [x], and ASTRA shares by [x].

Figure 1 provides a high-level overview of the resulting protocol.
The protocol is modified to generate an XOR sharing of M;, ©
T = 74(T) between S; and Sy, i.e., S1 holds [74(T)]; and S holds
[7a(T)]2 s.t. [7a(T)]1 ® [74(T)]2 = 74(T). Each of S; and Sz can
then generate the replicated sharing of their shares as per ASTRA’s
sharing semantics. The servers can locally XOR the resulting shares
to obtain the final result. Note that this modification has the same
communication cost as the dot product protocol in ASTRA. Most
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importantly, it enables S and Sy to permute their XOR sharings
by m, prior to generating the ASTRA sharing without involving
So- As a result, they can convert their XOR share of 7,4(T) to that
of 7, (74(T)), resolving the challenge. It remains to show how the
permutation matrix M, of dimensions n X n can be efficiently
shared by Sp. Sharing each entry requires quadratic communication
in n and forms Variant I of our scheme. Since each row of M,
contains a single 1 entry and the rest are zeroes, we can use the
sparsity of the matrix to reduce communication for secret-sharing.

In detail, we improve communication while increasing compu-
tation and use distributed point functions (DPFs) [3] to enable Sy
to generate secret shares of the matrix M, . In concrete terms, Sy
generates DPF keys for each row of My, based on 7, and sends
these keys to S1 and Sz, who can then use them to obtain an XOR
sharing of the matrix M,;, amongst themselves. We also take advan-
tage of the fact that this XOR sharing between S; and Sz, combined
with So’s knowledge of it, enables the servers to obtain an ASTRA
sharing of M, without additional communication. Using the state-
of-the-art DPF approach by Boyle et al. [3] results in keys kJ} .. of
size ~ log,(n/x) - k for computational security parameter k. As a
result, we can improve the communication of sharing M, from
O(n?) to O(n log n), resulting in Variant IT of our scheme. In terms
of computation, this approach requires O(nlogn) PRG operations
(e.g., by utilizing AES) for each row of My, . This could be reduced
to O(n) by increasing the key size by only ~ log log n bits [3]. Since
DPFs are treated as a black box, any future improvements to it could
directly benefit our scheme. Furthermore, since these permutation
matrices are input-independent, all of these operations can be per-
formed beforehand during a precomputation phase, resulting in a
fast online phase, which is the goal of our work.

Table 1: Comparison of semi-honest three-party shuffling schemes.
The costs are reported for shuffling a table of n rows with m bits
each. |k{],.| denotes the DPF key size.

Shuffle Communication Online

Protocol Preprocessing Online Rounds
Araki et al. [2] — 4nm 2
Araki et al. [2]¢ 2nm 2nm 2
Clarion [6]? 2nm 3nm 2
This-I n? + nm 2nm 1
This-II 2n - |kppgl +nm 2nm 1

% adapted to the precomputation model using [4]
b modified to the 3-party setting using [4]

Table 1 summarises our results. We improve upon the online
round complexity of existing solutions. In cases where m > n, our
solutions outperform the state-of-the-art in terms of overall com-
munication as well. Furthermore, Variant II even outperforms the
state-of-the-art’s total communication for the more general case
where m > 2k - log, n. To summarize, we improved existing solu-
tions’ online costs (communication and rounds) while also provid-
ing superior total communication for sufficiently large values of m.

Extension to Malicious Security. We provide insights into
improving the security of our semi-honest scheme to malicious
security in this section. Due to space constraints, we avoid detailed
technical discussions.
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For the malicious case, we use the 3-party protocol of BLAZE [10,
11]. In contrast to ASTRA, the dot product protocol in BLAZE does
not provide a way to include a second permutation (1) for free, as in
§2. Instead, we let S; choose a random permutation 7, and share the
corresponding row permutation matrix M, as previously done for
So and My, . Now, it holds that 7(T) = 75 ((74(T)) = My, OMyz, OT.
Due to the associativity of matrix multiplication, Mz, © Mz, © T
can be computed in two ways. In the first method (Variant III),
My, © My, is computed first, then multiplied by T. In the second
method (Variant IV), we compute M, © T and multiply it by M,
to get the result. Because of the difference in matrix dimensions,
the communication costs of the two approaches differ. While Vari-
ant III can shift most of the computation to preprocessing, Vari-
ant IV requires two sequential matrix multiplications in the online
phase, doubling the online rounds. On the other hand, Variant IV
has better communication in the preprocessing than Variant III
for m < n. Regarding the generation of permutation matrices, we
use verifiable DPFs [5] to ensure that each row of the permutation
matrix is correctly generated. However, this is insufficient for our
case; we must also ensure that each column of the permutation
matrix contains exactly one 1 and the rest are zeroes. For this, once
the secret shares of the permutation matrix are generated, servers
locally perform an XOR of all the rows of the matrix to obtain a
single vector in secret shared form. This vector is publicly opened
and servers abort if any of the entries is a zero.

Table 2: Costs for shuffling a table of n rows with m bits each in
three-party setting with malicious security.

Shuffle Communication Online
Protocol Preprocessing  Online Rounds
(27 _ >24on  >9+

+6nm 3logo
This-IIl =~ 3n% +3nm + 4n - |k('/DPF|b 3nm 1
This-IV ~ 6nm +4n - [k pel 6nm 2

%for statistical security parameter o byerifiable DPFs key

Table 2 summarises our results for the malicious setting. In this
case, we significantly improve upon the online round complexity
of the malicious shuffling protocol by Araki et al. [2]. This is pri-
marily due to the requirement in [2] for a round expensive shuffle
verification after each shuffle-pair operation. On the other hand,
the underlying three-party protocol ensures the malicious security
of our approach if indeed the permutation matrices are correctly
generated. The communication analysis is similar to that of the
semi-honest case. However, for large values of n, our approach has
worse overall communication than [2]. We are currently investigat-
ing the details of DPF constructions to reduce the cost of generating
the permutation matrix. Simultaneously, we are investigating the
feasibility of using homomorphic encryption techniques to reduce
the cost of permutation matrix generation.

Application to Graph Analysis. In this section, we look at
how our method improves on the shuffle-based graph analysis
approach by Araki et al. [2]. Secure shuffle is used as a building
block in their work to perform the topology-hiding computation of
message-passing graph algorithms!. At a high level, their algorithm

'In [2], m > log, n for message passing graph algorithms.
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runs for k iterations, with each iteration passing messages from
nodes to neighbours. Each iteration uses two secure shuffles, one in
the forward direction and one in the backward direction (cf. Fig. 2
of [2]). However, the same shuffles are used in all k iterations. While
[2] requires communication corresponding to a shuffle in each
iteration, our approach requires the corresponding permutation
matrix to be generated only once and used in all the iterations. This
will result in much greater improvements over [2] than we observed
in the previous sections. The results are summarized in Table 3.
This demonstrates that our approach is an excellent candidate for
graph algorithms such as BFS traversal up to high or unlimited
depth, and the Bellman-Ford algorithm with k = n iterations.

Table 3: Costs for shuffling a table of n rows with m bits each over k
iterations in the three-party semi-honest setting. The same shuffle
is applied k times.

Shuffle Communication Online
Protocol Preprocessing Online Rounds
[2] —  4knm 2k
This-Il  2n- [k}l +knm  2knm k

Another thing to keep in mind is that the graph algorithm in [2]
requires a reverse shuffle, i.e., permute according to 7. While
this is straightforward for our malicious protocols, the semi-honest
variants require special consideration. This results in an additional
2knm communication in preprocessing and thus has slightly worse
overaall communication than [2]. We do, however, retain the ad-
vantage of improved communication and rounds during the online
phase. We leave the problem of improving the overall communica-
tion to future work.
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