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Abstract. Actively secure multi-party computation in the honest-ma-
jority setting often relies on multiple parties computing the same message 
to be sent. This additional redundancy allows to detect when a party 
deviates from the protocol. Many works utilize this for efficient protocol 
design, with some protocols delaying and batching consistency checks 
to further boost efficiency. In this paper, we show multiple cases where 
such batched consistency checks render the protocols insecure. Our con-
crete attacks derive additional knowledge from the batched consistency 
checks, reconstructing values on intermediate wires. Specifically, we show 
concrete attacks on Trident (NDSS’20), Fantastic Four (USENIX Secu-
rity’21) including its implementation in the popular MP-SPDZ frame-
work (CCS’20), and Quad (P oPETS’25). Furthermore, we find how an 
imprecise specification of SWIFT (USENIX Security’21) can enable a 
similar attack and reveal a gap in their security proof. Finally, we pro-
pose a fix for all protocols with a small pe rformance overhead. Our prov-
ably secure fix uses a generic, joint consistency check that replaces the
former, insecure consistency checks.

1 Introduction 

Secure multi-party computation (MPC) enables multiple parties to compute a 
function on their joint private inputs without any need to disclose their inputs 
to each other. Especially MPC with a low number of parties and an honest 
majority where the adversary can only corrupt less than half of the parties is 
receiving lots of attention due to the availability of highly efficient protocols,
e.g., [1,3,10,21,30]. Motivating applications are secure computations of large 
functionalities such as privacy-preserving machine learning [10,30] or analysis of 
large graphs [2,26]. In the active/malicious security model, where the adversary 
can arbitrarily change the behavior of corrupted parties, an honest majority was 
shown e specially useful, exploiting redundancy of intermediate data to detect 
deviations from the protocol [6,7,12,14,17,21,28]. 

In this work, we investigate the family of protocols from [12,14,21,28], 
designed to be secure against a single malicious p arty. They detect protocol
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deviations by having for each message sent by some party .PA a second part y . PB

who can compute and provide the same message, hence introducing redundancy. 
The party that receives the message from .PA should get the same informa-
tion from .PB, and in case of any inconsistency between the received messages, 
securely aborts the protocol execution. To avoid ov erhead from sending redun-
dant information, the redundant material sent by .PB is delayed during an opti-
mistic protocol execution, where only in the end, before revealing any outputs, 
redundancy information is transmitted in a batched, compressed way, resulting 
in zero amortized overhead. Intuitively, this will still detect any inconsistency 
introduced by a cheating p arty. In this work, we observe that without an imme-
diate consistency check, a cheater c an provide incorrect data to an honest party
.PA without immediately being detected, “poisoning” the internal state of .PA. 
Now, an operation using this poisoned state where .PA sends a message to the 
cheater eventually requires another honest party .PB to provide the same, redun-
dant information to the cheater to ensure consistency. This may result in an 
additional inconsistency, given that .PA computes its message on poisoned data 
so that it can deviate from what .PB sends. The cheater then tries to extract 
additional information, using the difference be tween the messages receive d from
.PA, PB . Such an attack is enabled only by the delayed consistency check. Other-
wise, a corrupted party would always receive consistent data from the immediate 
consistency check, given that the other parties are honest. On the other side, 
should a party receive inconsistent data during a check, one of the providers 
would be malicious and, thus, the receiv er learns more information, but must be 
honest, preserving the protocol’s security. Yet, the protocols’ outstanding per-
formance relies o n not having to check for inconsistency immediately after each
step.

1.1 Our Cont ributions 

Our contributions are summarized in the following, and an overview of o ur 
attacks on the protocols in [12,14,21,28] is given in Table 1. 

Vulnerability of Delayed Consistency Checks: We identify and point out 
the aforementioned generic attack pattern on delayed consistency checks, where a 
cheater poisons the state of an honest party without immediate detection, using 
this and later consistency checks to extract private information. Doing that, 
we observe a dangerous trend where the delayed, batched consistency check is 
textually described in the respective papers while not being properly included 
in the formal protocol specification. The original proofs implicitly assume the 
unoptimized, formal protocol s pecification, proving secure only an intermediate, 
simplified, and less efficient version of the protocol. It appears that this discrep-
ancy and the resulting vulnerability have then been carried along in research for
more improved protocols without being noticed, given that [14,21] even cite [28] 
as the basis for their consistency checks. The reuse of the vulnerable construction 
appears to be ongoing, given the newness of [21] and the same idea appearing 
in more works such as [7,29] while not always opening an attack surface.
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Table 1. Number of parties and corrupted parties, exact security model (within active 
security), amortized cost per multiplication (offline + online), vulnerability to our 
attack, and global communication cost of our proposed fix w.r.t. the evaluated circuit.

Protocol #Parties #Corr. Security cost/mult. Insecure? Fix ove rhead 
Trident [12] (§3) .3 + 1 .1 Fair .3 + 3 Yes . O(1)

Fantastic Four [14](§4) .4 .1 Robust .0 + 6 Yes .O(1)/.O(d) . 
a

SWIFT [28] (§5) .3 .1 Robust .3 + 3 Depends .b –. c

Quad [21] (§6) .3 + 1 .1 Fair .2 + 3 Yes . O(1)

.
a

. d: circuit depth; .O(1) for fair protocol variant; .O(d) for robust va riant 
. 
b Protocol underspecified, possible protocol within t he specification is insecure
. 
c Protocol appears fixable by appropriate, unam biguous sp ecification

Concrete Attacks: Using our generic attack, we discover explicit attacks on 
the protocols of Trident [12], Fantastic Four [14], SWIFT [28], and Quad [21]. 
For Trident, Fantastic Four, and Quad, flaws in the consistency check enable 
testing for or even extracting values on input wires to multiplication/AND-gates 
in arithmetic/binary circuits, especially for gates on the last layer of a circuit. 
In SWIFT, another orthogonal optimization appears to almost inadvertently 
thwart our attack, still leaving a gap in the security proof, as the optimization 
is not consciously used for security reasons. Still, we find that SWIFT’s under-
specified input phase can still enable the extraction of values on some wires.

Efficient Fixes: We provide a generic construction that mitigates our attack by 
outsourcing the complete consistency check to a small MPC protocol execution. 
Prior consistency checks consist of multiple partial checks for each pair of sender 
and receiver, and the partial check where a cheater initially provides incorrect 
data will always fail. By batching all individual checks in a single protocol that 
outputs only a single bit, indicating if any inconsistency has been detected (but 
not which one), a cheating attempt will always lead to output . 0, leaking nothing. 
We prove that our fix is secure, i.e., that it maintains soundness of the verifi-
cation and does not leak any unintended data. It comes at zero amortized and 
a low concrete overhead with low, constant rounds. We instantiate and u se it
to fix Trident [12], Fantastic Four [14] with fairness, and Quad [21]. Regarding 
the robust variant of Fantastic Four, we propose a fix that comes at an over-
head linear in the circuit depth, and we fix SWIFT [28] by a less am biguous 
sp ecification.

Impact on MPC Implementations: Several MPC implementations were vul-
nerable to our attacks. Fantastic Four [14] is available in MP-SPDZ [24], the most 
popular code framework for MPC, and directly inherits the flaw of the insecure 
protocol specification. Furthermore, the recent framework HPMPC [20] pub-
lished together with Quad [21] provides not only an implementation of Quad, 
but also implements Fantastic Four, inheriting the security flaws of two protocols. 
Finally, the oblivious analytics system Orq [4] uses a vulnerable implementation 
of Fantastic Four as one of its protocol back ends.
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Responsible Disclosure: We have notified the maintainers of t he affected 
implementations MP-SPDZ [24], HPMPC [20], and Orq [4]. Together, we have 
coordinated that the issues were addressed before our attack was publicly dis-
closed. Simultaneously, we have contacted all authors of the papers proposing 
vulnerable protocols considered in this work [12,14,21,28]. For more i nformation, 
see §7. 

1.2 Related Wo rk 
Our attack essentially introduces an error in one path of the computation and 
uses another correctly executed path, intended to normally provide redundancy, 
to generate an inconsistency and extract secrets from that. The concept of intro-
ducing errors in some computation paths is related to fault attac ks, and a promi-
nent example is [5]. There, random or purposefully induced faults are used to 
extract secret keys in signature and identification schemes, given that no check 
for faults is done b efore faulty data is distributed.

In the space of MPC, our attack is conceptually similar to the “double-
dipping attack” of [15,19]. This attack uses redundancy in DN-style [16] proto-
cols for corruption thresholds where the double-degree polynomials are not full-
threshold and, hence, not all shares are required for reconstruction. A malicious 
party exploits that by providing incorrect data to one party during a multipli-
cation. In a subsequent multiplication, this party then provides incorrect data, 
inconsistent with the shares provided by the other parties. Like our attack, this 
is enabled as verification is delayed, allowing incorrect data to be used by honest 
parties before detection, while there also is redundancy. The pattern of attack-
ing two consecutive multiplications is furthermore equal to what w e will use for 
our attack. Our work differs in that the redundancy that is crucial for extracting 
secrets is introduced by the verification of the protocols we attack, whereas in the 
double-dipping attack, it is more centrally a part of the main protocol execution
without verification. This difference also necessitates a fix to the verification in
our case, whereas [15,19] deploy their fix in the protocol’s main execution part. 
For a more detailed comparison to our work, we refer to the full version [8, 
App. E]. 

While our attack uses redundancy provided by a verification step of the tar-
geted protocols, we emphasize that it is not a selective failure attack [25], where 
a malicious party can make the protocol conditionally abort, depending on other 
parties’ private information. In our case, a party cheating is always detected. This 
detection consists of several partial detection steps, where individual o nes may 
still fail depending on private inputs. Still, we are able to extract significan tly
more information than this single bit (per detection step).

Our fix ( §3.5) generalizes the idea of [22] who compare two hashes with an 
MPC protocol in the two-part y setting to multiple hashes and parties.

Outline. After the preliminaries ( §2), we provide a detailed explanation of our 
attack on Triden t [12]  in  §3, including a generic construction to fix the underly-
ing issues inexpensively. After this introduction of the attack’s concept and fix,
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we translate these to Fantastic Four [14]  (  §4) while also discussing additional 
challenges to reach robustness. In §5, we discover that SWIFT’s [28] structure 
almost thwarts our generic attack, but document a gap in its security proof and 
show possible alternative attacks. Finally, in §6 we briefly remark on how our 
attack and fix translate to Quad [21] with details in the full version [8, App. D]. 

2 Preliminaries 

Notation. In this work, we mainly consider parties .P1, . . . , Pn. In some cases, we 
may change the numbering to be consistent with the respective original protocol 
later. In some protocols, there is one party .Ph acting as a helper that is absent 
from most or all of the protocol’s online phase. In this case, we may explicitly
define that .Ph not to be among .P1, . . . , Pn for ease of notation. When referring to 
parties, we may write, e.g., .Pi+1 for .1 ≤ i ≤ n to refer to the next party after . Pi

in a circular way where .Pn+1 refers to .P1 again. Likewise, we may write . Pi−1

with .P1−1 referring to .Pn. .Ph is not considered in this notation. 
Computation is over a commutative and finite ring .R which usually is 

either .Z2 for . -bit integers with . ∈ N, or a finite field .Fpk for prime . p and .k ∈ N.1 
Note that this also covers the case of binary computation on .Z2 = F2. For sam-
pling a uniformly random value . r from . R, we write .r ←$R. 

We consider protocols based on linear secret sharing. By .[[x]], we denote a 
private value .x ∈ R which is secret shared between the parties according to 
the specific secret sharing scheme used in the respective protocol. Linearity of 
the scheme enables to compute .[[ax+ y + b]] given arbitrary shares .[[x]] , [[y]] and 
public values .a, b ∈ R without interaction. Some of the considered protocols use 
different linear secret sharing schemes, in which case we use notation . with the 
above properties as an intermediate sharing semantic. As for parties, we refer to 
individual shares in a circular way, e.g., for a sharing .[[x]] consisting o f .x1, . . . xn, 
.xi+1 corresponds to the next share after .xi and .x1 if .i = n. 

Finally, we denote the statistical security parameter b y . σ and the computa-
tional security parameter b y . κ. Usual parameter choices are .σ = 40 and . κ = 128
which are consistent with [12,14,21,28] where applicable and stated. 

Pseudorandom Functions (PRFs) for Joint, Non-in teractive Random-
ness Generation. The protocols considered in this paper use PRFs to enable 
one or more parties, holding a random PRF key of length . κ, to query a determin-
istic function (parametrized by the key) with the results being computationally 
indistinguishable from the results when querying a uniform random function. 
For details and a formal definition regarding PRFs, see [23]. To enable any sub-
set of parties to sample common random values .r ←$R non-interactively, we 
assume that each such subset has established its own independently random 
and pre-shared PRF key as in [12,14,21,28].

1 Some of the considered protocols are designed for .Z2 , but also work for finite fields.
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Collision-Resistant Hash Functions. The considered works [12,14,21,28] 
all utilize collision resistant hash functions. This is a family of functions . Hk :
{0, 1}∗ → {0, 1} (κ) (. (κ) is the output size) where for a key . k generated by 
a probabilistic generator in time polynomial in . κ, any efficient adversary with 
access t o . k is able to find a collision, i.e., .x = x s.t. .Hk(x) = Hk(x ) only 
with probability negligible in . κ. For details and a formal definition, we refer 
to [23]. Throughout this work, we use .H as a hash function without a key as 
used throughout the protocols in [12,14,21,28]. This can be interpreted as the 
parties jointly and securely computing a key . k to use throughout a protocol 
execution. Furthermore, we denote the output length . (κ) by .|H|. 

Security Model. The protocols from [12,14,21,28] considered in this work aim 
to be secure against an active, nonadaptive adversary A corrupting one party, 
corresponding to an honest majority setting as the protocols are for three or 
four parties. They are in the secure channels setting where each pair of parties 
has a secure communication channel between them. Furthermore, they consider 
security in the simulation-based real-world/ideal-world paradigm [9] to formalize 
that an interactiv e .n-party protocol .Π securely implements a functionalit y . F . 
For completeness, we provide details on this security definition in [8, App. A]. 

We consider variants of the security model where the adversary can prevent 
other parties from receiving output (security with abort), where either all or no 
parties receive outputs (fairness), or where all parties receive outputs irrespective 
of the adversary’s behavior (robustness) [13,18]. For modularization, we also use 
the hybrid model [9]. Details again are provided in [8, App. A]. 

3 Our Attack and Fix: Trident [12] as an Example 

We begin by providing a detailed explanation of our attack against the four-party 
protocol Trident [12] as its simple and elegant protocol description provides 
a good starting point to elaborate on our attack which we will later show to 
generalize to other protocols. We denote the parties by .P1, P2, P3, consistent 
with [12], but rename their part y .P0 to .Ph here, as it acts as a helper and is 
of no relevance for our attack. The security model in [12] is either security with 
abort or even fairness, and our attac k works the same for both settings.

Trident uses different secret sharing semantics with the o nes provided in 
Table 2 being the relevant ones for our work. As an intermediate sharing seman-
tic, the replicated sharing . is used. The main sharing semantic in Trident 
then is .[[·]] where a sharing .[[v]] can also be viewed as each party holding .mv and 
a . -sharing of a random mask .λv s.t. .mv = v + λv. Note that the sharings a re 
linear, i.e., given .[[·]] respectively . -sharings o f .x, y ∈ R and public .a, b ∈ R, . [[·]]
respectively . -sharings o f .ax+y can be computed by applying these operations 
on each separate component of the sharings. Furthermore, a sharing of .x+ b can 
be computed by adding . b to .mx in .[[·]]-sharings or adding . b to .x1 in . -sharings. 
Trident uses function-dependent preprocessing where all . -sharings of masks .λv
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Table 2. Secret sharing semantics for sharing a value .v ∈ R in Trident [12]. Part y . Ph

holds .λ1
v,λ

2
v,λ

3
v for a sharing .[[v]] which we abstract away here as it is of no relevance 

for our attac k.

Sharing Type .P1 .P2 .P3 Correlation 
. v .(v2, v3) .(v3, v1) .(v1, v2) . v = v1 + v2 + v3

.[[v]] .(mv,λ
2
v,λ

3
v) .(mv,λ

3
v,λ

1
v) .(mv,λ

1
v,λ

2
v) . mv = v + λ1

v + λ2
v + λ3

v

across the circuit are computed before inputs are provided by the protocol—the 
online phase only computes the .mv values. 

The core of Trident is its multiplication sub-protocol, which also provides 
the target for our attack. Linear o perations are non-interactive, following the 
linearity of the .[[·]]-sharings. Finally, for input and output phases, we simply refer 
to [12] as they play no role for our attack. To multiply two sharings .[[x]] , [[y]], 
observe the following using the linearity of . -sharings: 

. x · y = (mx − λx) · (my − λy) = mx ·my − mx λy my λx + λx · λy

In the preprocessing, we obtain . γxy with .γxy = λxλy. While this is part 
of the multiplication protocol in [12], we abstract it away int o a f unctionality
.FMultPre (as also used in, e.g., [28]), because its exact instantiation plays no role 
in our attack. Trident uses helper party .Ph for instantiating .FMultPre which we 
hence can ignore here. Then, . x · y = mx · my − mx λy my λx + γxy
can be computed non-interactively by the linearity of . -sharings. The goal now 
is to obtain a sharing .[[z]] for .z = x · y. The parties non-interactively sample 
random shares for a mask . λz (using pre-shared keys). They then aim to obtain
.mz := mz − mxmy from where they can non-interactively add .mxmy to finally 
obtain .mz and, hence, the output sharing .[[z]]. 

. mz = x · y + λz − mxmy = −mx λy my λx + γxy + λz

Now, the resulting sharing . mz is opened interactively to obtain .mz in the 
clear, allowing a corrupted party to cheat by sending an incorrect or no message. 
Trident aims to detect such a cheating attempt by exploiting that each share
of . mz is known by two parties. It lets one of these parties send the value and 
lets the other one send a hash o f the value for verification, using a c ollision-
resistant hash function . H. The receiver can then hash the plain value and check 
for equality. In case of a mismatch, it aborts. Hence, one party provides . Pi

with .m i
z while the other provides .H(m i

z ). In case of an incorrect .m i
z sent, its 

hash value will differ from the received hash except for negligible probability , 
leading to any cheating attempt being detected.

The full multiplication sub-protocol is provided in Fig. 1. Note that we decou-
ple the verification here, but for now, assume that it is done in parallel with the 
remaining online phase for each individual multiplication.
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Fig. 1. Multiplication protocol of Trident [12] (simplified prepro cessing). 

3.1 Security of Unoptimized T rident 

The security proof of Trident is deferred to the full version [11] of the conference 
version [12]. Important here is how the simulation of the online and verification 
phases of multiplications works. According to [11], the simulator emulates the 
honest parties throughout the protocol by setting their inputs to zero at the start 
of the protocol and then following the protocol specification. Then, the value . m i

z

received by a corrupt .Pi in the online phase of a multiplication is simulated by 
handing .m i

z (from the emulation of .Pi+1) to the adversary on behalf of .Pi+1. 
Regarding verification, the simulator hands .H(m i

z ) to the adversary on behalf 
of .Pi−1. For messages sent by the corrupt part y . Pi, the simulator receives them 
from the adversary and follows the proto col for the emulated, honest parties.

First, note that the adversary is forced to provide correct messages for each 
multiplication to avoid the protocol aborting immediately. Should it cheat, the 
first multiplication where cheating occurs will lead to inconsistent hashes in the 
mu ltiplication verification except for negligible probability.

Now, note that the message .m i
z received by the adversary cannot be distin-

guished from a real-world execution of the same step. This is because the value 
is masked by .λi

z freshly sampled using a PRF key unknown to the adversary— 
the existence of an efficient distinguisher would contradict the security of the 
PRF. The second message .H(m i

z ) hence too cannot be distinguished from a real-
world execution, as in both the real-world and the simulation, it simply is the 
hash of the other message. Y et, we observe that this only holds because both 
honest parties have consistent values .m i

z . This holds true if the verification is
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done immediately as part of each multiplication, as any inconsistency between 
the honest parties must be caused by the adversary cheating due to the correct-
ness of the protocol. Yet, in the case of cheating and immediate verification, any 
inconsistency in resulting shares would lead to an abort before the inconsistent 
shares can be used as input to other operations. We note that the a rgument
regarding immediate verification is not provided or used in [11,12], an oversight 
that enables the issues discussed in the following. Yet, the entire proof in [11] 
appears to implicitly consider an immediate verification, not matching the opti-
mized protocol description in [11,12], which is the topic of the next s ection.

3.2 Vulnerable Optimization: Delaying and Batc hing V erifications

To achieve a negligible amortized communication overhead, the verification in 
Trident batches many individual verification steps from multiple multiplications 
with the communication of only a single verification. As an example, assume that 
three independent multiplications yield outputs .[[u]] , [[v]] , [[w]]. Then, .Pi receives 
.m i

u ,m
i
v ,m

i
w from .Pi+1 which can be verified b y .Pi−1 sending a single hash 

(instead of three separate ones) .hi = H(m i
u m i

v m i
w) to .Pi that then checks for 

consistency. This still maintains security due to the independence of the multi-
plications, preventing any inconsistency caused by cheating from influencing the 
input to other operations (cf. §3.1) besides v erification. 

Trident goes one step further by optimistically executing the protocol with-
out any intermediate verification to then do a single batched verification immedi-
ately before any outputs are revealed to parties at the end of the protocol. This 
makes the verification communication overhead independent of the computed 
circuit and, hence, yields zero amortized overhead per multiplication. Yet, this 
optimization is considered only in the protocol specification, not in the security
proof, and we will show in §3.3 how this renders the entire protocol insecure. As 
an example for such delayed verification, we compute .c = a · b and use the r esult 
to compute .e = c · d using the circuit in Fig. 2. Ignoring the input and output 
phases, the online phase of the protocol hence contains two subsequent online 
phases of .Πmult (Fig. 1) and the batched verification, jointly depicted in Fig. 3. 

Fig. 2. Simple arithmetic circuit featuring two subsequent multiplications, providing 
a minimal example to enable our attack in §3.3. 

It is easy to see that the batched verification still is sound—any initial incor-
rect message sent will be mirrored by the different, correct value as part o f the
input to . H, causing at least one of the final comparisons to fail except for negligi-
ble probability. The issue arises on the side of privacy: Recall that if verification 
is not delayed, a party .Pi will receive a value which can be simulated as shown
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Fig. 3. Online phase of the two multiplications and batched verification required to 
evaluate the circuit from Fig. 2 in Trident [12], following the notation from Fig. 1. 

before. Furthermore, it receives a hash which we simulate by taking the hash 
of the prior simulated value. If .Pi is corrupt, both other parties are honest and 
hence provide consistent value and hash, yielding indistinguishability of our sim-
ulation. If .Pi is not corrupt, one of the other parties may be, and inconsistent 
values may be received, but this does not matter as .Pi is honest and hence, no 
sim ulation is needed.

Now, by delaying the verification, an incorrect message is not immediately 
detected. This unfortunately causes the honest parties to reconstruct inconsistent
.mz, causing them to have inconsistent states. We proceed to show how a corrupt 
party can exploit that to cause the honest parties to provide inconsistent values



When Trying to Catch Cheaters Breaks the MPC 467

and hashes for a later multiplication in a way that allows the e xtraction of 
additional knowledge and, hence, breaking security.

3.3 Our Attack on T rident 

Due to the symmetry of Trident, we assume .P1 to be corrupt without loss of 
generality. We revisit the prior example of computing .c = a·b and .e = c·d (Fig. 2, 
Fig. 3). For the first multiplication, .P1 is expected to send .m 3

c to . P3. Our attack is 
to instead incorrectly send .m 3

c +1. This will cause .P3 to eventually recov er . mc+1
instead of the correct value .mc. This error propagates to further values in the 
second multiplication. In particular, .P3 has to compute . m 1

e = −mcλ1
d −mdλ1

c +
γcd[1]+λ1

e, but the “.+1”-offset o n .mc causes it to instead compute .m 1
e −λ1

d.  The  
error has not propagated t o .P2 yet which computes the correct .m 1

e and sends it 
to . P1. In the verification, .P3 receives .h3 = H(m 3

c . . . ) from .P2 which except for 
negligible probability is unequal t o .H(m 3

c +1 . . . ). Hence, the cheating attempt 
is caught as soundness still holds. Yet, the corrupt party .P1 receives from . P3

.h1 = H(m 1
c m 1

e − λ1
d), not necessarily matching .H(m 1

c m 1
e ) given the values 

received from . P2. 

Formal Security Breach. Assuming that the outputs the proto col provides 
to .P1 and . P1’s inputs do not allow to infer knowledge o n . d, e.g., b y .P1 receiving no 
output and . d being another party’s input, .h1 cannot be simulated. The s imulator 
from [11] has a value . λ1

d, yet it uses zero-inputs for all honest parties, relying 
on the adversary not knowing the .λ1

v values that hence hide all shared values 
from the adversary (except for those known to the adversary by the design of the 
evaluated circuit). Assume w.l.o.g. that the simulator hands . h1 = H(m 1

c m 1
e −δ)

to the adversary where . δ may depend only on what the simulator knows a nd, 
hence, not on value . d. In a real execution with .d = 0, the adversary receives . h1 =
H(m 1

c m 1
e − λ1

d) = H(m 1
c m 1

e − md + λ2
d + λ3

d) and already has .m 1
c ,m

1
e ,λ

2
d,λ

3
d. 

Fo r .d = 1, the adversary receives .H(m 1
c m 1

e −λ1
d) = H(m 1

c m 1
e +1−md+λ2

d+λ3
d). 

Hence, the distributions . h1,m 1
c ,m

1
e ,λ

2
d,λ

3
d are different for both cases . d = 0

and .d = 1 in a real execution except for the negligible probability of a hash 
collision. Yet, t he corresponding distribution induced by the simulation contains
.h1 = H(m 1

c m 1
e −δ) for . δ independent of . d. Hence, it will be distinguishable from 

at least one of the distributions from the real execution, for .d = 0 or .d = 1,  and  
thus, the simulation is distinguishable f rom a real execution for some input(s).

Concrete Attack . Concretely, a corrupt .P1 can now do an exhaustive searc h 
over all .i ∈ R to find an . i s.t. .H(m 1

c m 1
e − i) = h1. Except for the unlikely case 

of a hash collision, it then holds that .i = λ1
d and .P1 that already has . md,λ2

d,λ
3
d

can extract the plaintext .d = md − λ1
d − λ2

d − λ3
d that is another part y’s i nput.

This brute-force attack only efficiently works for . 2κ, which is given 
for usual domains, for sure in the binary domain, but even for, e.g., .R = Z232 . 
Also, .R = Z264 is too small to properly mitigate such an attack, considering 
a usual choice of .κ = 128. Furthermore, even for a very large ring . R, .P1 is
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able to check i f .d = x by testing i f .H(m 1
c m 1

e + x − md + λ2
d + λ3

d) = h1, i.e., 
if .x − md + λ2

d + λ3
d = λ1

d ⇔ d = x. Note that depending on the application and 
circuit, . d might be from a much smaller subdomain of . R, perhaps even allowing 
for always efficient extraction of . d on a large ring. 

Attacks for Larger Circuits. While the circuit from Fig. 2 provides a minimal 
example for running our attack, attacks on significantly more complex circuits 
are also feasible. We observe that injecting an offset of . 1 for any single targeted 
multiplication gate may lead to inconsistencies for all further multiplications that 
(transitively) depend on the output of the targeted gate, i.e., where there exists 
a path in the circuit from the targeted to the other multiplication gate. In all 
cases where only one multiplication depends on the targeted o ne, one of its input 
wires is the output of the targeted gate, and the other input wire is independent, 
we can attack the value of the other input wire. To see that, interpret Fig. 2 as 
part of a larger circuit where .a, b, d may be not only inputs, but also outputs 
from other gates. We only require that intermediate wire . c does not (transitively) 
connect to any other multiplication gate than that which outputs . e, also implying 
that . e can only be (transitively) used by linear gates. Then, the injected offset 
will not cause any inconsistency in the evaluation of multiplication gates beyond 
what we have used for our attack earlier. Hence, all other multiplications will 
contribute additional messages to the verification phase, but these will all be
consistent. Thus, .P1 receives .h1 = H(. . . m 1

c . . . m 1
e − λ1

d . . . ) to compare t o 
.H(. . . m 1

c . . . m 1
e . . . ) with the omitted parts being consistent. The attack 

works  as  for .h1 = H(m 1
c m 1

e − λ1
d) to compare t o .H(m 1

c m 1
e ) before, simply 

with the consistent values injected in-betw een.
If the targeted multiplication has paths to multiple other multiplications, the 

attack becomes more complex, but persists. While the prior example already 
is sufficient to demonstrate Trident to be insecure, we also provide a further 
example for a more complex circuit topology in the full version [8, App. B]. 

3.4 First Attempts on Fixing T rident 
One simple fix of Trident is to use the unoptimized multiplication where the 
verification is used for e ach individual multiplication. Moreover, as remark ed
in §3.2, the verification over multiple multiplications can even be batched as 
long as these multiplications are independent. For that, recall from §3.1 that 
security is maintained as long as the inputs to a multiplication are consistent 
between all parties. If we do one batched verification per layer of multiplications 
in a circuit, this still ensures that no inconsistent data can flow into another 
multiplication before being detected by a verification step. While fixing the issue
that enabled our attack in §3.3, this requires at least . d many verifications where 
each party sends a hash value for a circuit of multiplicative depth . d. Hence, this 
solution results in an overhead that depends on the circuit, hence not amortizing 
to zero. This is efficient for circuits of very low depth. Yet, with increasing depth 
it becomes less efficient, adding more verification overhead. We revisit this issue
in §3.5, demonstrating a fix that is efficient for circuits of any depth.
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We also note that the part of the preprocessing that we a bstracted away 
(.FMultPre to multiply . λx and . λy to obtain . γxy with .γxy = λx ·λy) internally 
also uses the batched verification [12]. As all instances of .FMultPre are used 
in parallel by [12], we note that running the batched verification for it at the 
end of preprocessing is sufficient and has zero amortized overhead, given the 
aforementioned considerations for the online phase. Hence, we continue to safely 
ignore the exact instantiation of .FMultPre in our w ork. 

Searching for a generally less expensive fix, recall that soundness of the 
batched and delayed verification in Trident still holds—the first incorrect mes-
sage will always lead to a failed consistency check on the side of the, in this case, 
honest receiver. Hence, one may aim to do the consistency checks sequentially to 
cause this cheating attempt being caught and the protocol aborting before the 
corrupt part y receives a hash. Yet, any of the parties may be corrupted, and by 
the symmetry of the protocol, any fixed, sequential order of consistency checks
allows the adversary to corrupt the party receiving a hash first.

Hence, we might aim to completely hide the hash .hi from the party .Pi that 
should receive it in Trident. Each consistency check could then still be imple-
mented using a secure sub-protocol to decide if .hi matches the value e xpected 
by . Pi, similar to [22]. Yet, this still does not suffice: Considering t he prior attack 
for corrupt .P1 on the simple circuit in Fig. 2, the outcome of the consistency 
check for .h1 alone already reveals wether .λd[1] = 0 which would imply that 
.d = md + λ2

d + λ3
d, which is computable by corrupt . P1. 

3.5 Fixing Triden t 

While Trident could be fixed with an overhead linear in the multiplicative depth 
of the circuit as discussed in §3.4, we now propose a solution with zero amortized 
overhead. Our core idea is simple: As proposed in §3.4, we do the consistency 
checks in any secure MPC protocol as sub-protocol of Trident. While we have 
seen that the output of an individual check still can leak information, we have 
also noted that overall soundness holds, i.e., at least one of the checks will always 
reject if a party cheats. In this case, we now aim to hide the outputs of the 
other consistency checks to avoid leakage. To this end, instead of running three 
individual consistency checks, we r un a single one inside a secure sub-protocol 
that executes all three individual checks, but only reveals the AND over all 
outputs, i.e., if any of the checks failed, but not w hich specific one. Hence,
the output will always be Reject if cheating occurred and always be Accept
otherwise.

We introduce a functionality .FA,(sa)a∈A,(ta)a∈A

CheckEqs (formally specified in Fig. 4), 
which we keep generic to later also allow its utilization in further contexts to fix 
other protocols in the remainder of the paper. The functionality is parametrized 
by a set of equality checks .A where for each check .a ∈ A, parties .Psa , Pta have 
a value each with the goal of checking for equality between both. In the current 
context of Trident (cf. Fig. 1), each part y .Pi originally computes a hash .h1

i over 
its received values while—in the original protocol—receiving hash .h2

i (originally 
labeled . hi) to compare to from part y .Pi−1. We let both parties input .h1

i , h
2
i to the
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functionality, requiring for Trident to choose .A = {1, 2, 3} as labels for its three 
individual checks and .si = i, ti = i− 1 for all .i ∈ {1, 2, 3}, indicating that . h1

i , h
2
i

are provided b y .Pi respectively .Pi−1. For simplicity, we call the functionality 
with these specific parameters .FTrident

CheckEqs. 

Fig. 4. Functionality for joined equality checking. 

Using this, we fix Trident’s multiplication from Fig. 1 by replacing its orig-
inal verification with that in Fig. 5, calling the resulting m ultiplication proto-
col .Πfixed

mult .  The  “.  .  .  ”  here  stands  for  the  respectiv  e .m i
z ,m

i+1
z from all other 

multiplications as the batched check is done once over all multiplications in the 
end, b efore any output is revealed b y the protocol.

Fig. 5. Fixed, batched verification of the multiplication of Trident [12]  in  Fig.  1. 

We first show that the resulting fixed version of T rident is secure using
.FTrident

CheckEqs as a hybrid and then provide an instantiation for .FTrident
CheckEqs. 

Theorem 1. Trident [12] using the fixed multiplication protocol .Πfixed
mult (cf. 

Fig. 5)  is  secure  in  th  e .FTrident
CheckEqs-hybrid model. 

Proof. We provide a proof sketch only as the security proof in [11] already cov-
ers most of the protocol, including all unchanged components. Proving security 
requires providing a simu lator S, given an adversary A and a fixed corrupt
party . Pi. We do this in the following as a single proof over the whole protocol, 
as the delayed, batched verification allows inconsistent sharings (different .mv-
values per party) to propagate through the circuit, being detected only later after 
execution of the gate that they were introduced by. Throughout the proof, S 
locally emulates the honest parties, keeping their internal state (except for their 
unknown inputs) and following the protocol specification.

First, the preprocessing is simulated following [11]. Also, it is easy to see that 
the protocol implements the desired functionality. Inputs are provided through
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the protocols in [12], where S lets honest parties share . 0 instead of their actual 
inputs and can extract the corrupt party’s inputs as described in [11]. 

The simulator then follows the circuit’s topology, using the shares held by 
the individual parties and noting that different parties might also have d ifferent,
inconsistent .mv-values introduced by cheating. Additions and multiplications by 
constants are handled locally on all shares. The remaining multiplications are 
simulated as follows: S hands .m i

z to A on behalf of .Pi+1. Note that this message 
is masked b y .λz[i], sampled using a random PRF key known to both honest 
parties, but not corrupt .Pi and hence, not A. Thus, distinguishing between 
the simulation and protocol execution from this message would also yield a 
distinguisher for the used PRF, violating the security assumption regarding the 
PRF. S receives from A a value .m i−1

z (not necessarily consistent with . m i−1
z

computed internally on behalf of .Pi+1) or nothing in which case it sends . abort
to F , simulates the other parties aborting and outputs what A outputs. S uses
this .m i−1

z intended for .Pi−1, emulating .Pi−1’s behavior using the received v alue 
to compute its .mz. 

In the batched verification, S receives from .A values . h1
i , h

2
i+1 ∈ {0, 1} ∈

{0, 1}|H| that .Pi is supposed to send to .FTrident
CheckEqs. If it does not receive these 

values, it simulates an .abort as above. Then, .h1
i−1, h

1
i+1, h

2
i−1, h

2
i are computed 

by S on the shares of their respective honest parties. If .h1
j = h2

j for an y . j ∈
{1, 2, 3}, then S hands Reject to A on behalf of .FTrident

CheckEqs, sends .abort to F , 
simulates the other parties aborting and outputs what A outputs. Otherwise, it 
sends Accept to A on behalf of .FTrident

CheckEqs and pro ceeds. 
To see why this properly simulates the protocol, note that if .Pi cheats in any 

multiplication, it does so the first time for some multiplication with output . [[z]]
by sending some .m i−1

z + δ, δ ∈ R, δ = 0 instead o f .m i−1
z . As all prior execu-

tion was done without cheating by definition, the inputs to the mu ltiplication 
have consistent shares between all parties. Hence, .Pi+1 computes correct .m i−1

z . 
Now, .Pi+1 includes .m i−1

z in .h2
i−1 while .Pi−1 includes the received .m i−1

z + δ in 
.h1

i−1. Then, except for negligible probability of a hash collision, .h1
i−1 = h2

i−1 so 
that in the ideal and in the real world, the output of .FTrident

CheckEqs will be Reject . 
Otherwise, there is no cheating during the multiplications, and all parties 

have consistent shares. Thus, if A provides .h1
i , h

2
i+1 honestly (it has all required 

values to compute these values), the output of .FTrident
CheckEqs will be Accept as the 

honest parties compute these hashes on the same input values, giv en the con-
sistency of all shares. Otherwise, the output of .FTrident

CheckEqs will be Reject except 
for negligible probability, independent of which incorrect .h1

i or .h2
i+1 is chosen 

exactly . 
The output phase is simulated as in [11]  and  . S outputs what .A outputs. . 

Instantiating .FA,(sa )a ∈A ,(ta )a ∈A

CheckEqs . It remains to provide a secure i nstantiation 
for generic .FA,(sa)a∈A,(ta)a∈A

CheckEqs , yielding one for .FTrident
CheckEqs too. For that, we require 

secure evaluation of arithmetic circuits on the domain .R = F2|H| , which can be 
achieved by any secure MPC protocol in this setting. For no w, we abstract this 
away to functionality .F sub

MPC, evaluating an arithmetic circuit . C on inputs provided



472 A. Brüggemann and T. Schneider

by . n parties and, in addition, . k uniform and secret random values: 

. F sub
MPC(C, x1,1, . . . , x1,j1 , . . . , xn,1, . . . , xn,jn) =

C(x1,1, . . . , x1,j1 , . . . , xn,1, . . . , xn,jn , r1 ←$F2|H| , . . . , rk ←$F2|H|),

with arithmetic circuit . C, inputs .xi,1, . . . , xi,ji ∈ F2|H| being provided b y . Pi

for .1 ≤ i ≤ n (. ji is the number of inputs b y . Pi), and arbitrary, but fixed .k ∈ N0. 
We will later instantiate .F sub

MPC for the specific case of .FTrident
CheckEqs, utilizing that 

Trident is designed for e valuating arithmetic circuits too.
Recall that our goal is to check i f .h1

a = h2
a for all .a ∈ A at once. We aim 

to do that efficiently using a small circuit and .F sub
MPC. A simple random linear 

combination check fits this requirement, having a multiplicative depth of only . 1. 
The resulting instantiation is provided in Fig. 6 and the exact idea of the random 
linear combination check will become clear in the subsequent proof. Note that 
it requires computing o n a field, which is why we interpret all input hashes as
elements of .F2|H| . Note that this field must be and indeed is large, s.t. soundness 
is violated with probability negligible in the statistical security parameter . σ.  We  
then compute a random linear combination using .F sub

MPC as defined before, output 
the result . x to all parties, and then Accept if .x = 0. 

Fig. 6. Protocol instantiating .FA,(sa)a∈A,(ta)a∈A
CheckEqs . 

Theorem 2. Protoc ol .ΠA,(sa)a∈A,(ta)a∈A

CheckEqs , given in Fig. 6, securely instantiates 
.FA,(sa)a∈A,(ta)a∈A

CheckEqs (Fig. 4) in the .F sub
MPC-hybrid model, assuming that .|H| > σ. 

Proof. For value . x computed b y .F sub
MPC, it holds that .x = a∈A ra · (h1

a − h2
a). 

If .h1
a = h2

a for all .a ∈ A, it trivially follows that .x = 0 and the protocol 
outputs Accept. Otherwise, let .â ∈ A be such that .h1

â = h2
â which implies 

that .h1
â − h2

â = 0. If still .x = 0, t hen 

. râ(h1
â − h2

â) = −
a∈A\{â}

ra · (h1
a − h2

a) =⇒ râ = −a∈A\{â}
ra · (h1

a − h2
a)

h1
â − h2

â

.

Note that .râ is sampled uniformly at random from .F2|H| , independently of all 
other .ra and . h values. Then, the probability of it satisfying the prior equation
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and hence accepting i s .|F2|H| |−1 = 2−|H| ≤ 2−σ and, hence, negligible. Thus, the 
protocol correctly instan tiates the desired functionalit y.

Regarding simulation, S receives from A all of its inputs to .F sub
MPC or, if 

no or insufficient input is provided, sends .abort to .FA,(sa)a∈A,(ta)a∈A

CheckEqs , simulates 
the other parties aborting, and outputs what A outputs. It sends A ’s inputs
to .FA,(sa)a∈A,(ta)a∈A

CheckEqs , receiving back either Accept or Reject.  If  S receive s 
Accept, then it provides . 0 to A on behalf of .F sub

MPC. Otherwise, it samples uni-
formly random .x ∈ F2|H| and provides that to A on behalf of .F sub

MPC. Finally, it 
outputs w hat A outputs.

Note that the only difference between ideal and real world is that in t he case 
of a Reject,  the real . x might differ from .x sampled by S. Yet there m ust exist 
an . â such that .h1

â = h2
â as .FA,(sa)a∈A,(ta)a∈A

CheckEqs outputs Reject,  a  nd  

. x =
a∈A

ra · (h1
a − h2

a) = râ(h1
â − h2

â) +
a∈A\{â}

ra · (h1
a − h2

a).

For any fixed .ra for .a ∈ A \ {â}, the mapping . râ râ(h1
â − h2

â) + a∈A\{â} ra ·
(h1

a − h2
a) is bijective a s .h1

â − h2
â = 0 is invertible in .F2|H| .  A  s  .râ is uniformly 

random, so is . x, proving that . x and .x cannot be distinguished. . 

Instantiating ΠFIXED 
mult . Now, it easily follows that Trident, using 

.Πfixed
mult (Fig. 5), is secure in the plain-model if we instantiate .FTrident

CheckEqs with 
.ΠTrident

CheckEqs (Fig. 6) and use a secure instantiation of .F sub
MPC in Trident’s setting. 

.F sub
MPC can be instantiated in this setting using any secure MPC protocol 

for the same setting that supports arithmetic circuits over .F2|H| and generating 
shares of random values to use inside a circuit. As remarked in §3.4,  Trident  is  
still secure if its original verification is not delayed, while this results in higher 
amortized communication cost. Furthermore, it is easy to generate a random
sharing .[[r]] for .r ←$R by for each .i ∈ {1, 2, 3}, .Pi−1, Pi+1 locally sampling 
.λr[i] ←$R using pre-shared keys in the setup and setting .mr = 0. Finally, while 
Trident is designed for domain .R = Z2 for performance reasons, it is easy to 
see that it works on any commutative ring .R and, hence, also .R = F2|H| .  Thus,  
we fix Trident with a new verification that is instantiated with the original, but 
unoptimized and t hus secure Trident (i.e., with immediate v erification) on a field.

Given that the verification step is independent of the computed circuit, we 
achieve the same zero amortized overhead for this step as (optimized) Trident 
did, but eliminate the security flaw of Trident. The generic .ΠA,(sa)a∈A,(ta)a∈A

CheckEqs has 
a constant multiplicative depth of only one, yielding minimal round o verhead. 
More concretely, the immediate verification within .ΠTrident

CheckEqs is only required 
for three independent multiplications, hence it can be batched (§3.4). The ver-
ification only uses three multiplications, three subtractions, two additions, and 
generates three random shares. Thus, the concrete overhead is negligible and the
use of .R = F2|H| during verification comes at a negligible performance penalty.
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4 Attacking and Fixing Fantastic Four [14] 

We proceed to extend our attack on Trident [12]  from  §3 to the robust four-
party protocol from Fantastic Four [14].2 The attack is enabled by the protocol 
using the same idea for delayed, batched consistency checks as Trident [12]. Fan-
tastic Four utilizes replicated secret sharing among parties .P1, P2, P3, P4 where 
a secret .v ∈ R is split into four random values .v1, v2, v3, v4 ∈ R subject to 
.v1+ v2+ v3+ v4 = v. Each party .Pi knows all shares .vj where .j = i. We denote 
the sharing of . v by .[[v]] and note that it is linear. 

The intuition to multiply .[[x]] , [[y]] is that 

. x · y =
4

i=1

xi ·
4

i=1

yi =
4

i=1

xiyi +
{i,j}⊆{1,2,3,4},i=j

(xiyj + xjyi).

Each .xiyi can be computed by three parties while for terms .xiyj + xjyi, two 
parties can compute them and then communicate with the remaining parties. 
This communication can be verified, again using the fact that two parties know 
the value to be sent and at least one of them must be honest. The multiplication 
protocol of Fantastic Four is shown in Fig. 7. 

Fantastic Four batches the verification at the end of optimistically executed 
segments which are not explicitly defined in [14]. Yet, in the implementation of 
the protocol in MP-SPDZ [24]  (v0.4.2), the verification is also batched over 
multiple multiplications where the output of one influences others. Hence, there 
is an opportunity to deploy a similar attack to that on Trident discussed in §3. 

We note that Fig. 7 does not specify for each subset .{g, h} ⊆ {1, 2, 3, 4} who 
of the two parties i s .Pg and who is .Ph. Similarly, it is not specified who i s . Pi

and who is . Pj , i.e., who sends .zhgh to .Pg and who later sends the hash in the 
verification phase. While [14] specifies that .g < h, it still leaves open the roles 
of .Pi and . Pj . Hence, we use the role assignment specified in the implementation 
in MP-SPDZ [24]. We observe that the implementation does not strictly adhere 
to the .g < h requirement of [14] (which does not affect the correctness and 
security of the protocol). For consistency, we will follow t he role assignment of 
MP-SPDZ which we provide in Table 3. 

We again use our minimal example for computing .c = a·b and .e = c·d (Fig. 2) 
to show how our attack from §3 translates to Fantastic Four. We a ssume here 
a corrupt . P3. The attack described in the following is also depicted in Fig. 8, 
highlighting how an injected error propagates through the protocol execution 
and who sends which messages. In the first multiplication .c = a · b,  we  l  et  . P3

send .c112 + 1 instead o f .c112 = a2b1 + a1b2 − c212, where .c212 ←$R. This l eads 
to .P2 having output share .c1 + 1 instead o f . c1, given that the incorrect received 
message is one summand of the share. For multiplication .e = c ·d, .P2 is expected 
to compute .e113, e414, e434, only the last being independent of incorrect .c1 + 1.  For

2 For simplicity, we call the protocol “Fantastic Four” here while noting that [14]  also  
contains a three-party protocol that is not relevant to this w ork.
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Fig. 7. Four-party multiplication protocol of Fantastic Four [14] (some operations 
inlined and s eparated ve rification).

Table 3. Assignment of the parties’ roles in the MP-SPDZ [24]  (v0.4.2) implementa-
tion of Fantastic Four [14]. 

.{g, h} .Pg (receives share) .Ph (samples share) .Pi (sends share) .Pj (sends hash) 
.{1, 2} .P2 .P1 .P3 . P4

.{1, 3} .P3 .P1 .P2 . P4

.{1, 4} .P1 .P4 .P2 . P3

.{2, 3} .P3 .P2 .P4 . P1

.{2, 4} .P4 .P2 .P1 . P3

.{3, 4} .P4 .P3 .P1 . P2

the other values, the offset o n .c1 causes it to compute 

. c3d1 + (c1 + 1)d3 − e313 = e113 + d3 instead of e113, and

(c1 + 1)d4 + c4d1 − e114 = e414 + d4 instead of e414.

These are then sent to .P1 respectively .P3 and cause further errors in the shares 
for .[[e]] held b y .P1, P2, P3. 

It is easy to see that the consistency check will fail as .P2 receives . h12 =
H(c112 e112) from . P4, which except for negligible probability do es not matc h
.H(c112 +1 e112) for the values received from . P3. Yet, we observe that the corrupt
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Fig. 8. Two multiplications and batched verification required to ev aluate the circuit 
from Fig. 2 in Fantastic Four [14]. Parts in red are errors introduced by cheating .P3, 
and we omit all locally held shares that do not contain any error. We also omit the 
comparison of hash values and cheater iden tification inside the batched verification, as 
they play no role in our attack.

party .P3 receives .c113 and .e113 + d3 from .P2 while it receiv es . h13 = H(c113 e113)
from . P4. Hence, similar to the attack in §3.3, .P3 may for example check f or dif-
feren t .x ∈ R if .H(c113 e113+d3−x) = h13. If it succeeds, then except for negligible 
probability it holds that .x = d3 and .P3 can extract .d = d1 + d2 + d3 + d4 as it 
already holds all other shares by the definition of the secret sharing scheme.

We also verified the aforementioned attack to check for a specific .x ∈ R by 
implementing a minimal proof-of-concept attack on the protocol implementation 
in MP-SPDZ [24]. Our code is available at https://encrypto.de/code/F4attack. 

4.1 Fixing Fantastic F our 

Fantastic Four can be fixed using the exact same approach as o ur fix for Tri-
dent in §3.5. The security flaw again stems from the fact that errors are allowed 
to propagate through the protocol execution, as outputs of multiplications can 
be used by further multiplications before being verified. Hence, we are able to

https://encrypto.de/code/F4attack
https://encrypto.de/code/F4attack
https://encrypto.de/code/F4attack
https://encrypto.de/code/F4attack
https://encrypto.de/code/F4attack
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instead run an individual verification immediately after each layer of multiplica-
tions, decreasing the efficiency of the protocol.

To instead have the verification with zero amortized overhead, we first con-
sider a simplified protocol providing fairness. This is easy to derive from Fan-
tastic Four by simply replacing the cheater identification in the verification step 
with an immediate abort of the proto col, noting that this abort would always 
lead to no party receiving any o utput. Now, we instantiate the verification using
.FA,(sa)a∈A,(ta)a∈A

CheckEqs (Fig. 4). Recall that for eac h .{g, h} ⊆ {1, 2, 3, 4}, g = h,  in  the  
original verification (Fig. 7) one hash is sent and then compared. T o capture all 
hash comparisons, we set .A = {12, 13, 14, 23, 24, 34} and for eac h .a ∈ A,  l  et .sa be 
the index of the party sending .ha and .ta be the index of the party that receives 
it in Fig. 7. We call the functionality with these specific parameters . FFantasticFour

CheckEqs
for simplicity. The fixed verification step is provided in Fig. 9. It again renders 
the protocol secure, as except for negligible probability, .FFantasticFour

CheckEqs exactly 
outputs Accept if no cheating occurred and Reject otherwise, following the 
same arguments as in §3.5. The proof is very similar to the one in §3.5,  so  we  
omit the details here.

Fig. 9. Fixed, batched verification of the multiplication of Fantastic Four [14]  in  Fig.  7. 

To instantiate .F sub
MPC required for the instantiation of .FFantasticFour

CheckEqs (cf. §3.5), 
we can use Fantastic Four, but with immediate verification after each (layer of) 
multiplications, resulting in zero amortized overhead as it is used on a small 
circuit, independent of the circuit to be evaluated by t he overall outer protocol.

4.2 Fixing the Robust Version of Fa ntastic F our

To provide robustness, Fantastic Four [14] is designed to identify honest parties in 
the case of a verification detecting a ny inconsistency. For classic robustness, they 
observe that .Pg complaining about receiving a hash from .Pj that is inconsistent 
with the value(s) received from .Pi (cf. Fig. 7) indicates that one of these parties 
is cheating, immediately proving the uninvolved, fourth party to be honest. The 
protocol then lets all parties hand their shares to the honest party which locally 
finishes the computation. They also propose a “private robustness” variant which 
seeks to avoid disclosing clear text values to any party, even if proven honest.
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There, a failed verification identifies a set of at most two parties containing the 
cheater. The protocol then removes parties in this set from the execution until it, 
in the worst case, ends up with the two parties running a semi-honest protocol, 
given that the malicious party m ust be among the previously identified parties.

While both approaches work when verification is not delayed, delay ing the 
verification as in [14] not only breaks security, but also prevents reliable iden-
tification of one or multiple honest parties. As we have seen, inconsistencies 
introduced by a cheater that are not immediately detected cause honest parties 
to deviate from what an honest protocol execution would appear like. This can 
lead to honest parties sending incorrect values, which is detected during verifi-
cation. As an example, note that in Fig. 8, honest .P2 sends incorrect .e113 + d3 to 
.P3 while honest .P4 provides an inconsistent hash .h13 that contains t he correct 
.e113 without any offset. In the full version of this paper [8, App. C], we provide 
more detailed examples where, e.g., both senders (of inconsistent value and hash) 
and the receiver are honest and demonstrate how both notions of robustness in 
Fantastic Four are broken by delaying verification.

Unfortunately, there appears to be no immediate fix with zero amortized o ver-
head like for fairness (cf. §4.1). More precisely, note that while using . FFantasticFour

CheckEqs
detects a mismatch resulting from the first incorrect message sent, further mis-
matches can be produced by continuing to compute o n inconsistent shares, and 
honest parties may send incorrect values. In .FFantasticFour

CheckEqs , it would then be nec-
essary to additionally identify the original, first inconsistency, whic h must be 
caused by the cheater. As .FFantasticFour

CheckEqs only receives hashes over data from all 
multiplications as input, it appears to be unfeasible to identify the exact multi-
plication causing an inconsistency. Hence, it seems not to b e possible to reliably 
narrow down the cheater’s iden tity using the amortized approach.

A possible solution is to optimistically use the fixed, fair protocol and, should 
any cheating be detected at the end, run the layer-wise original verification round 
by round until the first inconsistency is detected. This ensures that the detected 
inconsistency is directly caused by the cheater, enabling the original robust-
ness mechanisms. Note that this approach yields zero amortized overhead if no 
cheating occurs and a cheater is not able to abort the protocol execution. Yet, 
cheating would increase protocol execution cost, given that the round complexity 
is doubled by sequentially running all verification steps in the end. Given that
robustness goes beyond our original attack and fix in §3, we leave it up to future 
work to formalize how robustness can be achieved securely and investigate if 
more efficien t approaches exist.

5 SWIFT [28]: Almost-Evasion of Our Attack 

The three-party protocol of SWIFT [28]3 is another protocol using delayed verifi-
cation checks and targeting robustness. The core idea (regarding multiplication)

3 For simplicity, we call the protocol “SWIFT” here, noting that [28] also contains a 
four-party protocol that we do not examine in this paper.
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of SWIFT is very close to that of Triden t [12]  (  §3), except for evading the require-
ment for a fourth party to instantiate preprocessing multiplication .FMultPre,  and  
achieving robustness using a similar approach to cheater identification as that in
§4.2 for Fantastic Four [14]. Yet, we note that the close similarity to Trident is 
present only in more recent rephrased and simplified versions of SWIFT, espe-
cially that in [7]. We decide here to target the original protocol in [28], noting 
that more recent versions are not consistent with each other and do not claim 
to resolve any security issue. For consistency with [28], note that we label the 
three parties .P0, P1, P2 here, instead of starting with .P1 as be fore. 

The two secret sharing semantics important here are as defined in Table 4. 
The main sharing semantic is .[[·]] and an intermediate additive sharing . 

between .P1, P2 is used. Both sharings are linear. The protocol uses function-
spsdependent preprocessing where only the .βv-values are c omputed online. 

Table 4. Secret sharing semantics for sharing a value .v ∈ R in SWIFT [28]. 

Sharing Type .P0 .P1 .P2 Correlation 
. v — .v1 .v2 . v = v1 + v2

.[[v]] .(α1
v,α

2
v,βv + γv) .(α1

v,βv, γv) .(α2
v,βv, γv) . βv = v + α1

v + α2
v

The multiplication protocol of SWIFT is depicted in Fig. 10. It already 
includes optimizations that [28] only describes in text. Importantly, [28] notes 
that all verification is delayed and batched and that .P1, P2 can optimistically 
evaluate the circuit (up to the output phase) alone. Only in the verification, . P0

receives all .βz + γz computed throughout the circuit and immediately verifies 
their consistency. It then locally computes .β∗

z
1,β∗

z
2 used b y .P1, P2 before to send 

hashes, allowing .P1, P2 to verify consistency of the messages they have previously 
exchanged in the online phase. Note that .P0 must receive the .βz+γz values first, 
as it has no knowledge of these if coming out of a multiplication otherwise, while 
requiring them for computing the hashes for later multiplications, depending on 
the outcome of the prior one. Finally, the hashes are again computed over the 
messages ove r all multiplications to leverage amortization.

We proceed by first discussing in §5.1 how SWIFT almost evades our attack 
from §3.3, still leaving a gap in its security proof, by making communication 
more asymmetric, using that .P0 is inactive in the online phase before verification. 
Then, we show in §5.2 how a modified attack can still be applied, depending on 
how an underspecified part of the protocol is interpreted.

5.1 Unsuccessful Attack and Gap in the Security Pro of

As an example, the flow of messages for computing .c = a · b and .e = c ·d (Fig. 2) 
is given in Fig. 11.  In  case  of  corrupt  . P0, our attack from §3.3 cannot be adapted 
to SWIFT because this party only sends hashes, which will exactly cause a mis-
match for one of the other parties if one of these hashes is incorrect by the direct
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Fig. 10. Multiplication protocol of SWIFT [28] (some operations inlined and restruc-
tured according to the optimizations that [28] only describes in text). 

action of . P0. Yet, it appears that the more sophisticated s tructure of SWIFT, 
allowing .P0 to remain absent during most of the protocol execution, also thwarts 
our attack for another corrupted party, as we will describe i n the following.

Assume a corrupt . P1. Furthermore, for a multiplication .x · y = z, assume 
that .P1, P2 hold consistent values .β̂x, β̂y on their input wires which do not hav e 
to necessarily match the .βx,βy that they would hold in an honest protocol 
execution. Now, in a multiplication, .P1 uses β̂∗ 

z 
1 + δ = −( ̂βx + γx)α1 

y − ( ̂βy + 
γy)α1 

x + α1 
z + χ1 + δ for .δ ∈ R that .P1 can use to introduce an error to the 

message. .P2 honestly sends β̂∗ 
z 
2 
= −( ̂βx + γx)α2 

y − ( ̂βy + γy)α2 
x + α2 

z + χ2. This 
will cause both parties to eventually compute β̂z =  (  ̂β∗ 

z 
1 
+ δ)  +  ̂β∗ 

z 
2 
+ β̂x β̂ y + ψ,

offsetting the result by . δ. Still, it yields a perhaps incorrect, but consistent . β̂z

to both parties. For the example circuit from Fig. 2, .P1 could use an error . δ = 0
in the first multiplication. The parties .P1, P2 would then obtain .β̂c = βc+ δ.4 In
4 Of course, from this, .P1 can also derive .βc given  that  it  selects  the  error . δ. 
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Fig. 11. Online phase of the two multiplications and batched verification required to 
evaluate the circuit from Fig. 2 in SWIFT [28]. 

the next multiplication, corrupt .P1 would receiv e 

. β̂∗ 
e 
2 
= −( ̂βc + γc)α2 

d − ( ̂βd + γd)α2 
c + α2 

e + χ2 

= −(βc + δ + γc)α2 
d − (βd + γd)α2 

c + α2 
e + χ2 = β∗ 

e 
2 − δα2

d

from . P2. Note that this message is still masked b y . α2
e. 

The difficulty is that the verification towards .P0 is done first. Recall that . P1

can cause .P2 to reconstruct incorrect .β̂z along the computation, but it will also 
learn the same incorrect values. As .P2 sends the hash over all .β̂z + γz to . P0, . P1

can either send consistent, incorrect .β̂z + γz, or send other values which except 
for negligible probability will lead to .P0 detecting an inconsistency and starting 
cheater identification instead of proceeding with the verification step. This do es
not allow .P1 to learn anything, as it knows the values that .P2 computes the hash 
over and, hence, cannot use . P0’s reaction as an oracle to derive new information.

In §3.3, our attack relied o n .P1 receiving from one party a message, β̂∗ 
e 
2 
= 

β∗ 
e 
2−δα2 

d in this case, and from the other part y a hash, using an inconsistent mes-
sage as input, in this case .β∗

e
2. Yet, .P1 is forced for each multiplication . x · y = z

to send the same incorrect .β̂z+γz that .P2 has t o .P0 so that .P0 does not detect an 
inconsistency. Hence, .P0 uses the same inconsistency used b y . P2. Specifically , . P0

will have inputs .β̂x+γx, β̂y+γy, including errors from prior multiplications influ-
encing the input wires but matching the shares of . P2. Then, .P0 will compute 

. β̂∗ 
z 
2 
= −( ̂βx + γx)α2 

y − ( ̂βy + γy)α2 
x + α2 

z + χ2
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and include this in hash .h1 to send to . P1, but this will be consistent with .β̂∗
z that 

.P1 receives from . P2, not disclosing any additional information. For corrupt . P2, 
the aforementioned arguments are symmetrical. 

We note that the prior arguments are neither used in [28] nor in the full 
version [27] that it refers to for the security proof. Instead, like for Trident [12]  as  
discussed in §3.1, it appears that [27] proves security only for the unoptimized, 
incomplete protocol without any delayed and batched verification. Hence, the 
security proof is incomplete. We stress that o ur prior observations give reason 
to believe that the multiplication protocol of SWIFT [28] still is secure, but our 
prior arguments represent only a possible starting point for trying to provide a 
complete and correct security proof. They do not immediately yield a proof, and 
while our prior attack did not work, this does not prove SWIFT to be secure. 
We leave a fix to the security proof to future work. Should it not be possible to 
fix SWIFT in this way, another option would be the use of .FA,(sa)a∈A,(ta)a∈A

CheckEqs as 
in §3.5, yielding at least a fair protocol, noting prior difficulties in §4.2 to also 
reach robustness with this approac h.

5.2 Potential Attack on SWIFT, Involving the Input Phase

As seen in §5.1, corrupt .P1 and .P2 appear to be unable to exploit causing both 
honest parties to reach inconsistent states because the honest .P0 will detect any 
inconsistency before being able to send an inconsistent hash back to the c orrupt 
party. Hence, we now try again to target . P0. For multiplications it only i nteracts 
with .P1, P2 during the verification, sending hashes to both parties and being 
unable to successfully attack t he protocol.

Instead, we investigate the input phase of SWIFT. As described in [28], . P0

can share an input .v ∈ R as follo ws: 

1. Non-interactively generate . av by .P0, Pi sampling .aiv ←$R for . i ∈ {1, 2}
during prepro cessing. 

2. All parties non-interactively sample .γv ←$R during prepro cessing. 
3. .P0 computes .βv = v + a1v + a2v (and uses .βv + γv as part of its share). 
4. .P0 sends .βv to . P1. 
5. .P0, P1 “jmp-send .βv to . P2”  [28, p. 2656]. 

The “jmp-send” operation denotes that one of the parties .P0, P1 sends .βv and 
the other sends .H(βv) to .P2 that then can check for consistency in [28]. While the 
distribution of roles is ambiguous in the paper, the notation [28, Notation 3.1 and 
Fig. 1] suggests that the first mentioned party, i.e., .P0 sends the actual value . βv.  It  
is the same primitive that [28] also uses for multiplications—in Fig. 10, we simply 
inlined it in the overall protocol description. Regarding delaying the consistency 
check, it is stated that “[t]he communication of hash is done once and for all from
.Pj to .Pk”  [28, §3.1] and “while the verify for a fixed ordered pair of senders will 
be executed once and for all in the end” [28, §3.1] in the context of “jmp-send”. It 
is unclear if “in the end” refers to the entire protocol (before the output phase), 
like for delayed verifications of t he multiplications, or only the final “jmp-send”-
instance with specific two senders in fixed roles. Unfortunately, [28] provides
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no public implementation to cross-check. For our attack, we assume that the 
verification is delayed until immediately before the output phase, just like for 
multiplications, which app ears to be at least within the under-specified protocol 
description. Furthermore, we assume that the verification towards .P0 remains 
to be executed first. This would render the input phase part of the optimistic 
proto col execution.

We now consider a minimal circuit that computes .c = a · b where corrupt . P0

provides input . a, .P1 provides . b,  and  .P2 receives . c. Clearly , .P0 should not gain 
any information about . b. Then, we let .P0 send .βa to .P1 but .βa+1 to . P2, yielding 
the situation depicted in Fig. 12. We label the hash to chec k the consistency of
input . a by .hi and note that using that, the inconsistency wo uld be detected. 
Ye t, .P0 receives .βc − α2

b + γc and .h0 = H(βc + βb − α2
b + γc).  As  in  §3.3, this 

enables .P0 to test for certain or even fully extract .βb while it already has . α1
b ,α

2
b

by definition of the secret sharing scheme. Then, it can derive .b = βb − α1
b − α2

b , 
the private input of . P1. 

Fig. 12. One input (other correct and omitted), one multiplication and batc hed verifi-
cation required to evaluate .c = a · b in SWIFT [28]. Parts in red are errors introduced 
by cheatin g .P0 and we omit all locally held shares that do n ot contain an y error.

We note that this attack can easily be made impossible by clearly requiring 
that consistency checks for the input phase run immediately after the input 
phase, still resulting in zero amortized overhead.

Note on Related Protocols Tetrad [29] and SOCIUM [7]. The four-party 
protocol Tetrad [29] improves upon Trident [12] with the online phase of multi-
plications deviating from Tetrad mostly by using the same trick as SWIFT [28]
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to let two parties run most of the online phase and a third party only joining for 
the final verification. In contrast to SWIFT, Tetrad has a separate consistency 
check for the input phase, and this check is not delayed. Hence, we presume that 
Tetrad evades the original attack from §3.3 similar to SWIFT, still leaving a gap 
in the security proof (cf. §5.1), and also that it is not vulnerable to the attack 
from §5.2 involving the input phase. The gap in the proof may result in some 
details not appearing to be crucial for security. Hence, small optimizations in 
implementations may appear to still be secure, but create vulnerabilities, see §7. 

The three-party protocol SOCIUM from [7] is a modification of SWIFT where 
only one fixed, known party can be corrupted maliciously, while others cannot 
deviate from the protocol even when corrupted. It uses only one batched con-
sistency check for messages from the known potentially cheating party. This 
check fails if any cheating occurred, and a s there is no further consistency check, 
especially none with the potentially cheating party receiving redundant data, it 
seems that our attack does not apply to SOCIUM.

6 Attacking and Fixing Quad [21] 

The last instance of our attack is on the fair four-party protocol Quad [21]. 
We note that the underlying ideas of Quad are quite similar to those in T ri-
dent [12] (discussed in §3), also using a sharing semantic .[[v]] consisting of a 
masked value .mv = v + λv and a mask .λv shared between the parties u sing a 
secondary sharing . λv . Multiplication accordingly follows the same intuition as 
in Trident, and the protocol is optimistically executed while hash-based consis-
tency checks are executed once before rev ealing any outputs.

This opens exactly the same vulnerability described in §3, also allowing us to 
deploy a similar fix. For the concrete attack, it again remains to survey how an 
error introduced by a cheater propagates through the following computation in 
the exact protocol, enabling the cheater to receive inconsistent data from which 
it can extract information. This is essentially a technicality that reuses ideas of
our attack and fix from §3, used throughout this paper. We provide full details on 
how the attack and fix exactly translate to Quad in the full version [8, App. D]. 

7 Responsible Disclosure 

We found the vulnerable protocols to be implemented in the MPC frame-
works MP-SPDZ5 [24], HPMPC6 [20,21], and in the oblivious a nalytics system 
Or q7 [4]. The frameworks inherited the vulnerabilities from the insecure proto-
cols at the time of disclosure. After acceptance of our paper, we informed the 
authors of all affected protocols and implementations on January 30, 2026. We

5 https://github.com/data61/MP-SPDZ/, v0.4.2: Fantastic Four [14]. 
6 https://github.com/chart21/hpmpc/, a9809dc: Fantastic Four [14] and Quad [21]. 
7 https://github.com/CASP-Systems-BU/orq, v1.0.0: Fantastic Four [14]. 

https://github.com/data61/MP-SPDZ/
https://github.com/data61/MP-SPDZ/
https://github.com/data61/MP-SPDZ/
https://github.com/data61/MP-SPDZ/
https://github.com/data61/MP-SPDZ/
https://github.com/data61/MP-SPDZ/
https://github.com/chart21/hpmpc/
https://github.com/chart21/hpmpc/
https://github.com/chart21/hpmpc/
https://github.com/chart21/hpmpc/
https://github.com/chart21/hpmpc/
https://github.com/CASP-Systems-BU/orq
https://github.com/CASP-Systems-BU/orq
https://github.com/CASP-Systems-BU/orq
https://github.com/CASP-Systems-BU/orq
https://github.com/CASP-Systems-BU/orq
https://github.com/CASP-Systems-BU/orq
https://github.com/CASP-Systems-BU/orq
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coordinated with the maintainers of all involved implementations that vulnera-
bilities were patched or vulnerable protocols were labeled with appropriate warn-
ings before March 15, 2026 when our results were publicly disclosed. Further-
more, this time window provided the authors of vulnerable protocols an oppor-
tunit y to update the ePrint versions of their papers if desired, given that they 
are made public not earlier than the patches of all vulnerable implementations.

We consulted with the maintainers of vulnerable implementations about their 
fixes. MP-SPDZ is now fixed with a round-wise verification, see §3.4. This also 
includes the input phase so that an attack similar to that from §5.2 is prevented. 
The fix for HPMPC implemen ts .FA,(sa)a∈A,(ta)a∈A

CheckEqs (cf. §3.5) for zero-amortized 
overhead, but uses an alternative instantiation of that based on binary equal-
ity circuits with a higher round complexity. Interestingly , we were notified by 
the maintainer that HPMPC’s implementation of Tetrad [29] is also vulnerable, 
as minor modifications to the protocol, not contradicting the security proof of 
Tetrad due to its gap, w ere made. Finally, Orq was fixed with our p roposed
instantiation of .FA,(sa)a∈A,(ta)a∈A

CheckEqs from §3.5. 
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