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Abstract. Secure multi-party computation has been extensively stud-
ied in the past years and has reached a level that is considered practical
for several applications. The techniques developed thus far have been
steadily optimized for performance and were shown to be secure in the
classical setting, but are not known to be secure against quantum adver-
saries.

In this work, we start to pave the way for secure two-party computa-
tion in a quantum world where the adversary has access to a quantum
computer. We show that post-quantum secure two-party computation
has comparable efficiency to their classical counterparts. For this, we
develop a lattice-based OT protocol which we use to implement a post-
quantum secure variant of Yao’s famous garbled circuits (GC) proto-
col (FOCS’82). Along with the OT protocol, we show that the obliv-
ious transfer extension protocol of Ishai et al. (CRYPTO’03), which
allows running many OTs using mainly symmetric cryptography, is post-
quantum secure. To support these results, we prove that Yao’s GC pro-
tocol achieves post-quantum security if the underlying building blocks
do.

Keywords: Post-quantum security · Yao’s GC protocol · Oblivious
transfer · Secure two-party computation · Homomorphic encryption

1 Introduction

In light of recent advances in quantum computing, it seems that we are not
far from the time that Shor’s algorithm [47] can be executed on a real quan-
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tum computer. There are several experts that estimate that quantum computers
with the required performance and features will be available within the next
one or two decades [6,36]. Recently Google researchers claimed to have achieved
quantum-supremacy, i.e., being able to perform a specific type of computation
on a quantum computer, that is infeasible on conventional supercomputers [4].
This will give rise to the so-called quantum era [10], in which one of the par-
ties involved in a cryptographic protocol might be able to perform local quan-
tum computation during the protocol run whereas the communication between
the parties remains classical. It is therefore necessary to analyse the security
of cryptographic protocols against quantum adversaries. Some industrial secu-
rity review processes already mandate post-quantum security for building blocks
that are used in secure systems, which shows that the security threat posed by
quantum computers is getting attention even outside of academia. The develop-
ment of post-quantum secure cryptographic primitives such as [2,17,29,35] in the
past years shows the importance that the cryptographic community attributes
to the problem. However, more complex cryptographic protocols have not yet
been extensively studied, even though Canetti’s UC framework [13] and Unruh’s
quantum lifting [48] provide the necessary theoretical foundations for achieving
this task. One such complex cryptographic protocol is secure two-party computa-
tion. In recent years, Yao’s general solution for secure computation, the so-called
‘Yao’s Garbled Circuits’ (GC) protocol [51], emerged from a theoretical idea to
a powerful and versatile privacy-enhancing technology. Extensive research on
the adversarial model, e.g., security against malicious adversaries [32,49], and
several protocol optimizations made GCs practical for many use cases in the
last decade. Protocol optimizations such as Garbled Row Reduction [38,42], the
free-XOR technique [30], fixed-key garbling [8], the half-gates approach [53],
OT extension [5,28], and also the use of hardware instructions such as AES-NI
or parallelization improved the runtime of the protocol by orders of magnitude.

Despite its maturity and efficiency, e.g., being a constant round protocol
using mostly symmetric cryptographic primitives, the security of Yao’s GC pro-
tocol has only been studied against classical adversaries. Unruh showed that
multi-party computation is achievable from commitments in a fully-quantum
setting [48]. In their setting quantum computers are ubiquitous, in the post-
quantum setting we consider only the adversary has quantum computing power.
However, the gap between the highly optimized GC solution used as a privacy-
enhancing technology today and this theoretical construction in the fully-
quantum case, makes the transition from the classical to the post-quantum case
challenging. Therefore, securing Yao’s GC protocol against quantum adversaries
is of high practical and theoretical interest. A prominent example is the stan-
dardization process on post-quantum cryptographic primitives initiated by the
NIST [40].

Our Contributions. In this paper, we extend the line of research for secure
computation to the post-quantum setting, combining theory and practice. On
the practical side, we complement the theoretical results by showing that post-
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quantum secure two-party computation achieves performance that is close to
existing classical implementations. On the theoretical side, we pave the way for
post-quantum secure two-party computation by proving security of Yao’s GC
protocol and OT extension. Our contributions are detailed below.

1) In Sect. 3, we develop an efficient post-quantum secure OT protocol based
on the ring learning with errors (RLWE) problem. The protocol is based
on an additively homomorphic encryption scheme. The general method to
do this is well-known, but we show how to implement this very efficiently.
In particular, we use batching to compute a large number of OTs at the
cost of one, while maximizing the packing efficiency and the parallelism we
get from homomorphic single instruction multiple data (SIMD) operations.
Additionally, we show that OT extension introduced by Ishai et al. [28] is
secure against quantum adversaries.

2) We implement our OT protocol in C++ using the Microsoft SEAL homo-
morphic encryption library [46]. In Sect. 4 we show that our implementation
achieves a throughput of 89k PQ-OTs per second, thus being a promising
replacement for existing classical OT protocols. Furthermore, we implement
a post-quantum secure version of Yao’s GC protocol using our OT imple-
mentation and compare its performance with implementations secure in the
classical setting. While a performance loss is expected, our results show that
it is in fact tolerable. Our implementations are open-source software under
the permissive MIT license and are available online at https://encrypto.de/
code/pq-mpc.

3) In Sect. 5, we strengthen our practical results by proving that Yao’s GC proto-
col can be hardened to withstand quantum attackers by replacing the under-
lying components with post-quantum-secure variants. We do so by showing
that the classical proof by Lindell and Pinkas [31] also holds in the post-
quantum setting. In addition, we give a security proof for double encryption
security in the post-quantum setting adapted to the quantum random oracle
model (QROM). While these results sound very natural, we stress that they
have not been formally proven thus far.

Related Work. There are several works related to Yao’s protocol, oblivious
transfer and post-quantum security. We give a brief overview of results that are
relevant for our work. There are several implementations available, that show
practical performance for Yao’s garbled circuits protocol [16,50,52], that could
benefit from incorporating security against quantum adversaries. A full proof of
classical security for Yao’s garbled circuits protocol was given in [31]. In [14],
the free-XOR optimization [30] of Yao’s protocol was proven secure under a
weaker assumption than the random oracle model. The point-and-permute opti-
mization was introduced and implemented in [7,33]. A formally verified software
stack for Yao’s garbled circuits was presented in [3]. Known instantiations for
post-quantum secure OT protocols are either based on the code-based McEliece
crypto system [19] or on the learning with errors (LWE) problem [11]. In [34],

https://encrypto.de/code/pq-mpc
https://encrypto.de/code/pq-mpc
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the authors build OT extension from post-quantum secure primitives, but do
not prove it post-quantum secure.

2 Preliminaries

Within this section we give the mandatory background regarding notation,
encryption schemes, oblivious transfer, and Yao’s protocol for our paper. Addi-
tional background on the quantum random oracle model and the additively
homomorphic encryption scheme is given in the full version of this paper [12].

2.1 Notation

We denote the modulus reduction in the symmetric interval [−q/2, q/2) by [·]q,
and the modulus reduction of an integer a in the positive interval [0, q) by a mod
q. The set of integers {1, . . . , n} is denoted by [n]. We use bold case letters for
vectors, e.g., a, and identify the i-th entry of a vector a by (ai). In a secure
two-party computation protocol, two parties with corresponding inputs x and
y want to compute F(x, y) for a function F known by both parties. We use
statistical security parameter σ = 40bit, the symmetric security parameter κ,
and the public-key security parameter λ.

In our proofs we use the code-based game playing framework by Bellare and
Rogaway [9]. At the start of the game, the initialize procedure is executed and
its output is given as the input to the adversary. The output of the game is the
output of the finalize procedure which takes as input whatever the adversary
outputs. In between, the adversary has oracle access to all other procedures
described in the game. For a game G and an adversary A, we write AG → y
for the event that the output of A is y when interacting with G. Likewise, we
denote the event that the G outputs y when interacting with A by GA → y. For
simplicity, we assume that for any table f [ ] its entries are initialized to ⊥ at
the start of the game. We denote homomorphic addition and subtraction as !
and ", respectively. Homomorphic multiplication with a plaintext is denoted by
#. The detailed description of an additively homomorphic encryption scheme is
given in the full version of this paper [12]. We assume the reader is familiar with
the fundamental concepts of quantum computation like the Dirac notation and
measurements. For a more thorough discussion we refer to [39].

2.2 Encryption

A secret key encryption scheme ES is a pair of efficient algorithms Enc and Dec
for encryption and decryption, where Enc(k ,m) → c and Dec(k , c) → m for
message m, ciphertext c, and key k .

A basic security notion for secret key encryption schemes is indistinguisha-
bility under chosen plaintext attacks (IND-CPA) which asks an adversary to
distinguish between the encryption of two adversarial chosen messages. Below
we formally define the corresponding post-quantum security notion, that is,
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pq-IND-CPA, for secret key encryption schemes in the QROM. Note that the
security notion allows for multiple challenges which is an important requirement
in the security proof of Yao’s protocol.

Definition 1. Let ES = (Enc, Dec) be a secret key encryption scheme and let
the game pq-INDCPA be defined as in Fig. 1. We say that ES is pq-IND-CPA
-secure if the following term is negligible for any quantum adversary A:

Advpq-ind-cpa
ES

(A) = 2Pr
[
INDCPAA → true

]
− 1.

Game pq-INDCPA
procedure Initialize

b ←$ {0, 1}; k ←$ K

procedure Enc(m)

c ←$ Enc(k ,m)
return c

procedure Finalize (b′)

return (b′ = b)

procedure E(m0,m1)

c ←$ Enc(k ,mb)
return c

procedure OH(
∑

αx,y |x , y〉)

return
∑

αx ,y |x , y ⊕ H(x )〉

Fig. 1. Game to define pq-IND-CPA security for secret key encryption schemes.

2.3 Oblivious Transfer

An oblivious transfer (OT) protocol is a protocol in which a sender transfers one
of multiple messages to a receiver, but it remains oblivious as to which message
has been transferred. At the same time, the receiver can only select a single
message to be retrieved. We focus on 1-out-of-2 OTs, where the sender inputs
two $-bit stringsm0,m1 and the receiver inputs a choice bit b ∈ {0, 1}. At the end
of the protocol, the receiver obliviously receives only mb. OT guarantees that the
sender learns nothing about the choice bit b, and that the receiver learns nothing
about the other message m1−b. OT protocols require public key cryptography as
shown in [27], and were assumed to be very costly in the past. However, in 2003
Ishai et al. [28] presented the idea of OT extension, which significantly reduces
the computational costs of OTs for many interesting applications of MPC by
extending a small number of ‘real’ base OTs to a large number of OTs using
only symmetric cryptographic primitives.

2.4 Description of Yao’s Protocol

Yao’s garbled circuits protocol [51] is a fundamental secure two-party compu-
tation protocol. The protocol consists of two cryptographic primitives: a secret
key encryption scheme and an OT protocol. It is executed by two parties, the
garbler G and the evaluator E with corresponding inputs x and y. At the end
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of the protocol, both parties want to obtain F(x, y) for a deterministic function
F . At the start of the protocol, both parties agree on a Boolean circuit that
evaluates F .

For symmetric security parameter κ, the garbler G starts by choosing two
keys k0

i and k1
i of length κ bits for each wire wi in the circuit, which represent

the possible values 0 and 1. For a gate gj , let l, r, and o denote the indices of the
left input wire, right input wire, and output wire, respectively. kgj(x,y)

o denotes
the output key for gate j corresponding to the plaintext inputs x and y. Then
G generates the garbled table

c0 ← Enc(k0
l , Enc(k

0
r , k

gj(0,0)
o )) c1 ← Enc(k0

l , Enc(k
1
r , k

gj(0,1)
o ))

c2 ← Enc(k1
l , Enc(k

0
r , k

gj(1,0)
o )) c3 ← Enc(k1

l , Enc(k
1
r , k

gj(1,1)
o ))

for each gate gj in the circuit. Following this, G sends the garbled tables (per-
muted using a secret random permutation), called the garbled circuit G(C ),
along with the keys corresponding to its input x to E . That is, if its input bit on
wire wi is 1 it sends k1

i , otherwise, it sends k0
i . Next, E obliviously receives the

keys corresponding to its inputs from G by executing an OT protocol. For every
gate gj , E knows two out of the four input keys, which allows to decrypt exactly
one entry of the garbled table and yields the corresponding output key. After
evaluating the circuit, E obtains the keys assigned to the labels of the output
wires of the circuit. In the final step, G sends over a mapping from the circuit
output keys to the actual bit values and E shares the result with G.

In the description, it is required that E can decrypt exactly one entry from the
garbled table per gate, which is ensured by the properties elusive and efficiently
verifiable range, defined below, followed by the correctness of Yao’ GC protocol.

Definition 2 (Elusive and Efficiently Verifiable Range [31]). Let ES be a
secret key encryption scheme with algorithms (Enc, Dec) and define the range of
a key as Rangen(k) = {Enc(k ,m)}m∈{0,1}n .

1. We say that ES has an elusive range, if for any algorithm A it holds that
Pr[c ∈ Rangen(k) | A(1n) → c] ≤ negl(n), probability taken over the keys

2. We say that ES has an efficiently verifiable range, if there exists a probabilistic
polynomial time machine M s.t. M(k , c) → 1 if and only if c ∈ Rangen(k).

Theorem 1 (Correctness of Yao’s GC Protocol [31]). We assume w.l.o.g.
that x = x1, . . . , xn and y = y1, . . . , yn are two n-bit inputs for a Boolean cir-
cuit C . Let k1, . . . , kn be the labels of the circuit-input wires corresponding to
x, and kn+1, . . . , k2n the labels of the circuit-input wires corresponding to y.
Assume that the encryption scheme used to construct the garbled circuit G(C )
has an elusive and efficiently verifiable range. Then given G(C ), and the strings
kx1
1 , . . . , kxn

n , ky1
n+1, . . . , k

yn
2n , it is possible to compute C (x, y), except with negli-

gible probability.
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3 Post-Quantum Secure Oblivious Transfer

Yao’s protocol requires oblivious transfer (OT) for privately transferring the
input labels from the garbler to the evaluator. In the following we give a PQ-
secure construction for OT from AHE (cf. Sect. 3.1) and prove OT extension
post-quantum secure (cf. Sect. 3.2).

3.1 Post-Quantum Secure OT from AHE

We use a natural construction for a 1-out-of-2 OT protocol based on homo-
morphic encryption, that follows closely the design of the OT protocol from [1,
Section 5], and works as follows:

1. The receiver encrypts its choice bit cb = Enc(pk , b) and sends it to the sender.
2. The sender complements the bit under encryption cb̄ = 1 " cb, computes

cmb = (m0 # cb̄) ! (m1 # cb), and sends it back to the receiver.
3. The receiver then decrypts the ciphertext to get mb = Dec(sk , cmb).

We instantiate it using the PQ-secure BFV homomorphic encryption
scheme [20] in the implementation provided by Microsoft’s SEAL library [46].
To substantially improve performance, we adapt this protocol to exploit the sin-
gle instruction multiple data (SIMD) operations of the AHE scheme. Let the
message length in the OT protocol be $bits. In order to achieve maximum par-
allelism in the homomorphic operations of the AHE scheme (cf. the full version
of this paper [12, Appendix A.2]), we can choose a plaintext modulus p of more
than $ bits, such that p ≡ 1 mod x, i.e., d = ordZ∗

x
(p) = 1. This choice of p

provides the maximum number of slots (i.e., n = ϕ(x)) for a particular x. Then
the receiver can encrypt n choice bits at once, and similarly the sender can pack
n messages at once into a single plaintext, thereby performing n OTs at the cost
of one.

However, for large $ such as $ = 2κ = 256 bits for keys in PQ-Yao, having
a plaintext modulus of more than 256 bits will lead to a very inefficient instan-
tiation of the scheme. We would require a very large ciphertext modulus q to
contain the noise, and consequently a very large n to maintain security. Although
the number of slots will increase linearly with n, the complexity of the individual
operations in the scheme will increase quasi-linearly as well, making the scheme
operations very inefficient. Thus, we restrict our choice of p to less than 60 bits,
as do the most popular libraries for HE [26,46].

In order to pack large $-bit messages with a plaintext modulus p < 2!, where
α = (log2(p)), we can use one of the following two approaches:

Span Multiple Slots. The first option is to have maximal slots (n = ϕ(x)
and p ≡ 1 mod x), and have the message packed across multiple slots. Given a
message m = (m1 ‖ . . . ‖ mβ) ∈ {0, 1}!, where each component mi ∈ {0, 1}α,
we can pack the message by storing its components in β = +$/α, different slots.
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Accordingly, the choice bit for that message is replicated in the corresponding
slots. The mapping used is defined as follows:

ψ :
{

{0, 1}! −→ ({0, 1}α)β
(m1 ‖ . . . ‖ mβ) -−→ (mi)i∈[β]

.

Using this approach, we can pack γ = (n/β) messages into a single plaintext.
The interface functions PackM, UnpackM, and PackB for this packing method are
defined as follows:

(
ψ

(
m$(i−1)/β%+1

)
(i−1) mod β+1

)
i∈[n]

← PackM((mi)i∈[γ]),(
ψ−1

(
(m(i−1)·β+j)j∈[β]

))
i∈[γ]

← UnpackM((mi)i∈[n]),
(b$(i−1)/β%+1)i∈[n] ← PackB((bi)i∈[γ]).

Higher Degree Slots. Alternatively, instead of restricting ourselves to p of
order 1, we consider p of higher order β = d = ordZ∗

x
(p) ≥ 1. As a result,

we can embed a polynomial of degree β − 1 in each slot, and use its higher
order coefficients as well to pack a message. Hence, an $ = α · β bit message
m = (m1 ‖ . . . ‖ mβ), where mi ∈ {0, 1}α, can be packed in a single slot with
the following mapping:

ω :
{

{0, 1}! −→ Fpβ

(m1 ‖ . . . ‖ mβ) -−→ m1 + . . .+mβXβ−1 .

Consequently, we can pack up to γ = n = ϕ(x)/d messages of $ bits into a plain-
text. The interface functions PackM, UnpackM, and PackB are defined as follows:

(ω(mi))i∈[n] ← PackM((mi)i∈[γ]),
(ω−1(mi))i∈[γ] ← UnpackM((mi)i∈[n]),

(bi)i∈[n] ← PackB((bi)i∈[γ]).

The Final Protocol. The final OT protocol ΠOT
AHE is described in Fig. 2. The

protocol is divided into two phases, namely the setup phase and the OT phase.
The setup phase is cheap (≈20ms in a LAN network, cf. Sect. 4.2) and needs to
be performed only once between a set of parties. The OT phase runs on a batch
of a maximum of γ inputs at a time. In practice, the OT phase can be iterated
over (in parallel) with different batches of inputs to perform arbitrary number
of OTs.

The protocol can be instantiated with either of the packing techniques. Note
that both the techniques provide equal parallelism, which is γ = (ϕ(x)/β) mes-
sages of $ bits per plaintext. An advantage of using the ‘Span Multiple Slots’
technique is that it is more flexible. It allows to double the message length $
without changing the scheme parameters by simply halving the batch size γ,
and it is trivial to find the parameters for most efficient packing for larger values
of $. In the ‘High Degree Slots’ technique, x has to be chosen such that β = +$/α,
is a divisor of ϕ(x) for the most efficient packing, which makes the parameter
selection very restrictive and non-trivial.
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Sender S Receiver R

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .Public Input: P, ", γ . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

Input: m0 = (m0,i)i∈[γ] ∈ (Z2!)γ Input: b = (bi)i∈[γ] ∈ ({0, 1})γ

m1 = (m1,i)i∈[γ] ∈ (Z2!)γ

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Setup Phase . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

(pk , sk) ← KGen(P)pk
1 ← PackB((1)i∈[γ])

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . OT Phase . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

m ′
0 ← PackM(m0) b′ ← PackB(b)

m ′
1 ← PackM(m1) cb ← Enc(pk , b′)cb

cb̄ ← 1 ! cb

c0 ← m ′
0 cb̄, c1 ← m ′

1 cb

cmb ← c0 " c1 cmb

m ′
b ← Dec(sk , cmb)

mb ← UnpackM(m ′
b)

Output: mb = (mbi,i)i∈[γ]

Fig. 2. Ring-LWE based OT protocol ΠOT
AHE.

For smaller values, i.e., $ < log2 x, it is not possible to get maximal slots.
In such situations, using higher degree slots might be the better option. Thus,
packing the message across multiple slots is more suitable for larger values of $ as
in the case of Yao, and is the technique we have implemented in our benchmarks.

Theorem 2. The ΠOT
AHE protocol (cf. Fig. 2) securely performs γ OTs of length $

in the presence of semi-honest adversaries, providing computational security
against a corrupted sender and statistical security against a corrupted receiver.

The proof follows straightforwardly from the pq-IND-CPA security and the
circuit privacy of the AHE scheme. Details are given in [12].

3.2 Post-Quantum Secure Oblivious Transfer Extension

In this section we show that OT extension works also in the post-quantum
setting. This concept has been introduced by Ishai et al. [28] and allows to
obtain many OTs using only a few actual OTs as base OTs and fast symmetric
cryptographic operations for each OT. As Yao’s GC protocol requires an OT
for every bit of the evaluator’s input, OT extension can be used to improve
performance of Yao’s GC protocol with many evaluator inputs. OT extension
makes use of random oracles. As described in Sect. 2, this entails that the post-
quantum security proof has to be conducted in the QROM instead of the ROM.

Our result is of interest even beyond Yao’s protocol for other applications
that use many OTs and could be proven to be post-quantum secure in future
work, e.g., the GMW protocol [23] or Private Set Intersection [41,43,44].

In the following theorem, we show that OT extension [28] is post-quantum
secure. The proof is given in [12].
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Input of S: τ pairs (xi,0, xi,1) of l-bit strings, 1 ≤ i ≤ τ

Input of R: τ selection bits r = (r1, . . . , rτ )
Common Input: a security parameter κ

Oracle: a random oracle H : [τ ] × {0, 1}κ → {0, 1}l

Cryptographic Primitive: An ideal OT primitive

1. S initializes a random vector s ←${0, 1}κ and R a random matrix T ←${0, 1}τ×κ

2. The parties invoke the OT primitive, where S acts as the receiver with input s
and R acts as the sender with input (ti, r ⊕ ti), 1 ≤ i ≤ κ

3. Let Q denote the matrix of values received by S. Note that qj = (rjs) ⊕ tj .
For 1 ≤ j ≤ τ , S sends (yj,0, yj,1) where yj,0 ← xj,0 ⊕ H(j, qj) and
yj,1 ← xj,1 ⊕ H(j, qj ⊕ s).

4. For 1 ≤ j ≤ τ , R outputs zj ← yj,rj ⊕ H(j, tj).

Fig. 3. OT extension protocol from [28].

Theorem 3. The OT extension protocol from [28] shown in Fig. 3 is post-
quantum secure against malicious sender and semi-honest receiver in the quan-
tum random oracle model.

To instantiate post-quantum secure OT extension, it is sufficient to double
the security parameter by doubling the output length of the hash function, using
SHA-512 instead of SHA-256. This corresponds to the speed-up achieved by
Grover’s algorithm [24]. Hence, for PQ-security of OT extension the security
parameter κ is set to 256 instead of 128 in the classical setting. This is in line
with the recommendations provided at https://keylength.com.

4 Implementation and Performance Evaluation

In this section we describe our concrete instantiation and implementation of
the PQ-secure protocols that we described in the previous sections. We bench-
marked all implementations on two identical machines using an Intel Core i9-
7960X CPU with 2.80GHz and 128GiB RAM. We compare the performance in
a (simulated) WAN network (100Mbit/s, 100ms round trip time) and a LAN
network (10Gbit/s, 0.2ms round trip time). All benchmarks run with a single
thread. We instantiate all primitives to achieve the equivalent of 128-bit classical
security.

4.1 Post-Quantum Yao Implementation and Performance

We used the code of the EMP toolkit [49,50] as foundation for our implementa-
tion and comparison. We compare 3 variants of Yao’s protocol in order to assess
the impact of post-quantum security on the concrete efficiency (cf. Table 1 for
an overview):

1. PQ: a post-quantum version of Yao’s protocol with 2κ = 256 bit wire labels.
For obliviously transferring the evaluator’s input labels, we use our PQ-OT

https://keylength.com
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protocol from Sect. 3. Garbling is done using the wire labels as keys for AES-
256 as follows:

table[e] = Enc(kl, Enc(kr, ko))
= ko ⊕ (EncAES-256(kl, T ‖ 0 ‖ 0) ‖ EncAES-256(kl, T ‖ 0 ‖ 1))

⊕ (EncAES-256(kr, T ‖ 1 ‖ 0) ‖ EncAES-256(kr, T ‖ 1 ‖ 1)),

where ko is the output label of gate with ID j, kl is its left input label, kr its
right input label, and T = j ‖ e is the tweak. We use the point-and-permute
optimization [7,33], which reduces the number of decryptions per gate to a
single one by appending a random signal bit to every label. This approach
merely prevents decryption of the wrong entries in the garbled table. Since the
signal bits are chosen at random, it has clearly no effect on the security of the
scheme itself, which makes it a suitable optimization also in the post-quantum
setting.

2. C: an implementation of the classical Yao’s protocol with the same instan-
tiations as PQ, but using κ = 128-bit wire labels and AES-128. Specifically,
garbling is done as follows in this implementation:

table[e] = Enc(kl, Enc(kr, ko))

= ko ⊕ EncAES-128(kl, T ‖ 0) ⊕ EncAES-128(kr, T ‖ 1).

3. EMP: the original EMP implementation [50] of the classical Yao’s protocol
with state-of-the-art optimizations: free-XOR [30], fixed-key AES-128 gar-
bling [8], and half-gates [53] on κ = 128-bit wire labels.

Table 1. Overview of our implementations and the used parameters and optimizations.

PQ C EMP [50]

PQ-Secure ! " "

OT PQ-OT (Sect. 3) OT extension [28] OT extension [28]

Point& Permute [7,33] ! ! !

Free-XOR [30] " " !

Half-Gates [53] " " !

Garbling Variable-Key AES-256 Variable-Key AES-128 Fixed-Key AES-128 [8]

The circuits we benchmarked are described in Table 2.

Table 2. Boolean circuits used to benchmark Yao’s protocol in Sect. 4.

Circuit Description Garbler Inputs Evaluator Inputs ANDs XORs NOTs

aes AES-128 128 128 6800 25124 1692
add 32-bit Adder 32 32 127 61 187
mult 32x32-bit Multiplier 32 32 5926 1069 5379
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Table 3. Performance comparison of our PQ-Yao protocol, with a classical unoptimized
Yao protocol (C), and the classical optimized EMP version [50] in a LAN network.

Input Sharing Garbling & Evaluation
Runtime [s] Comm. [MiB] Runtime [s] Comm. [MiB]

Circ. Batch PQ C EMP PQ C EMP PQ C EMP PQ C EMP

aes 1 0.05 0.03 0.02 0.6 0.3 0.3 0.05 0.03 0.01 3.9 1.9 0.2
aes 10 0.06 0.02 0.02 1.4 0.3 0.3 0.15 0.13 0.04 39.0 19.5 2.1
aes 100 0.22 0.04 0.03 10.0 0.9 0.5 1.01 0.65 0.09 389.7 194.8 20.8
aes 1,000 1.67 0.13 0.10 97.9 7.9 4.0 9.75 6.36 0.82 3,897.0 1,948.5 207.5

add 1 0.05 0.03 0.02 0.6 0.3 0.3 0.00 0.00 0.00 0.0 0.0 0.0
add 10 0.05 0.02 0.02 0.6 0.3 0.3 0.01 0.01 0.00 0.2 0.1 0.0
add 100 0.10 0.03 0.03 3.0 0.4 0.3 0.04 0.03 0.01 2.3 1.1 0.4
add 1,000 0.62 0.07 0.05 24.9 2.0 1.0 0.11 0.07 0.05 22.9 11.5 3.9

mult 1 0.05 0.02 0.02 0.6 0.3 0.3 0.03 0.02 0.01 0.9 0.4 0.2
mult 10 0.05 0.03 0.02 0.6 0.3 0.3 0.07 0.05 0.04 8.5 4.3 1.8
mult 100 0.10 0.02 0.03 3.0 0.4 0.3 0.26 0.17 0.08 85.4 42.7 18.1
mult 1,000 0.44 0.06 0.04 24.9 2.0 1.0 2.19 1.48 0.38 853.9 426.9 180.8
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Fig. 4. Comparison of implementations of our PQ-Yao, with the classical, unoptimized
Yao protocol (C), and the classical, optimized EMP version in a LAN and WAN net-
work. Evaluation time for parallel executions of an AES circuit.

The benchmark results are given in Table 3 for a LAN connection and in
Table 4 for a WAN connection. As the implementation of the EMP toolkit uses
pipelining and interleaves circuit garbling and evaluation, we only report the
time until the circuit evaluation finishes, which includes the circuit garbling. We
note that this time is marginally larger than the sole garbling time, i.e., the
garbling time makes up almost all of the reported total evaluation time.

The runtime of PQ-Yao is on average 1.5× and 2× greater than the runtime
of classical unoptimized Yao in the LAN and the WAN setting, respectively. The
performance difference gets more prominent in the WAN setting, because PQ-
Yao requires twice as much communication as the classical unoptimized version
due to the doubled length of the wire labels. Nevertheless, even the 2× slow-
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down is reasonable for achieving PQ security. The difference in the runtime and
communication for the input sharing phase stems from the cost of the PQ-OT.
For a batch of 1,000 parallel 32-bit multiplications, our PQ-Yao implementation
performs 2.7M (88k) gates/s, while a classical unoptimized Yao version achieves
4.8M (179k) gates/s; the fully optimized classical implementation can perform
16.8M (404k) gates/s in the LAN (WAN) setting. This accounts only for AND
and XOR gates, since NOT gates can be evaluated for free in all three versions.

In Fig. 4, we plot the evaluation time (including garbling time) of parallel
AES circuits evaluated with the three versions of Yao’s protocol for different
batch sizes and show that it scales linearly.

We could not evaluate the concrete performance of the implementation
of [25], since their code is not publicly available. Based on experimental results
in [25], we expect the performance to be similar to that of the optimized, classical
implementation using all state-of-the-art optimizations (EMP).

Table 4. Performance comparison of our PQ-Yao protocol, with a classical unoptimized
Yao protocol (C), and the classical optimized EMP version [50] in a WAN network.

Input Sharing Garbling & Evaluation
Runtime [s] Comm. [MiB] Runtime [s] Comm. [MiB]

Circ. Batch PQ C EMP PQ C EMP PQ C EMP PQ C EMP

aes 1 1.40 0.81 0.81 0.6 0.3 0.3 1.51 1.02 0.48 3.9 1.9 0.2
aes 10 1.73 0.92 0.90 1.4 0.3 0.3 4.14 2.15 0.99 39.0 19.5 2.1
aes 100 2.83 1.22 1.12 10.0 0.9 0.5 34.85 17.33 2.28 389.7 194.8 20.8
aes 1,000 13.05 2.57 2.04 97.9 7.9 4.0 342.91 171.25 18.32 3,897.0 1,948.5 207.5

add 1 1.03 0.71 0.61 0.6 0.3 0.3 0.20 0.11 0.10 0.0 0.0 0.0
add 10 1.22 0.72 0.61 0.6 0.3 0.3 0.90 0.50 0.21 0.2 0.1 0.0
add 100 2.44 1.10 0.80 3.0 0.4 0.3 1.87 0.90 0.31 2.3 1.1 0.4
add 1,000 4.07 1.51 1.20 24.9 2.0 1.0 2.79 1.50 0.63 22.9 11.5 3.9

mult 1 1.02 0.71 0.61 0.6 0.3 0.3 0.68 0.52 0.41 0.9 0.4 0.2
mult 10 1.02 0.71 0.61 0.6 0.3 0.3 1.67 1.10 0.80 8.5 4.3 1.8
mult 100 2.27 1.10 0.80 3.0 0.4 0.3 8.13 4.12 2.12 85.4 42.7 18.1
mult 1,000 4.03 1.51 1.20 24.9 2.0 1.0 75.68 37.60 16.14 853.9 426.9 180.8

4.2 Post-Quantum OT Implementation and Performance

We implement our PQ-OT protocol from Sect. 3 using the Microsoft SEAL
library [46]. We use the implementation from the EMP toolkit [50] for the clas-
sical OTs. In our experiments, we compare the following three 1-out-of-2 OT
protocols:

– PQ: our implementation of PQ-OT on 256-bit inputs (cf. Sect. 3).
– NP: classical Naor-Pinkas (NP)-OT [37] on 128-bit inputs, from EMP.
– OTe: classical semi-honest OT extension of [28] on 128-bit inputs, from the
implementation in EMP. It uses NP-OT [37] to perform the base OTs.

We provide performance results for running batches of N OTs in Table 5.
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It is evident from the benchmarks that computation is the bottleneck for NP-
OT, while communication is the bottleneck for both PQ-OT and OT extension.
The network setting affects PQ-OT significantly, but not as much as it affects
OT extension, since OT extension is computationally very efficient.

Table 5. 1-out-of-2 OT measured in a LAN and WAN network, comparing our PQ-OT
on 256-bit inputs (cf. Sect. 3) with the classical Naor-Pinkas (NP)-OT [37] and classical
OT extension (OTe) implementation on 128-bit inputs from the EMP toolkit.

Setup Phase Online Phase
Runtime [s] Comm. [KiB] Runtime [s] Comm. [KiB]

LAN WAN LAN WAN
#OTs PQ OTe PQ OTe PQ OTe PQ NP OTe PQ NP OTe PQ NP OTe

20 0.03 0.04 0.5 0.15 256 21.3 0.04 0.03 0.01 0.7 0.2 0.4 384 0 256
22 0.02 0.03 0.5 0.15 256 21.3 0.04 0.03 0.01 0.7 0.2 0.4 384 1 256
24 0.02 0.03 0.5 0.14 256 21.3 0.04 0.03 0.01 0.7 0.2 0.4 384 3 257
26 0.02 0.04 0.5 0.15 256 21.3 0.04 0.03 0.01 0.7 0.2 0.4 384 11 258
28 0.02 0.03 0.5 0.14 256 21.3 0.04 0.05 0.01 0.7 0.4 0.4 384 43 264
210 0.02 0.03 0.5 0.15 256 21.3 0.05 0.12 0.01 1.2 0.7 0.5 768 170 288
212 0.03 0.04 0.5 0.15 256 21.3 0.10 0.29 0.02 2.0 2.0 0.7 3,073 680 384
214 0.02 0.03 0.5 0.15 256 21.3 0.26 1.23 0.03 2.4 3.3 0.9 12,293 2,720 768
216 0.02 0.03 0.5 0.15 256 21.3 0.87 5.55 0.07 5.0 6.4 1.3 49,173 10,880 3,072
218 0.02 0.03 0.5 0.15 256 21.3 3.07 22.85 0.12 17.7 22.6 2.8 196,690 43,520 12,288
220 0.02 0.03 0.5 0.14 256 21.3 11.77 91.38 0.18 68.6 91.3 5.3 786,760 174,080 49,152

Comparison with PK-Based OT. PQ-OT provides better performance than
NP-OT for most practical cases (N ≥ 28) in the LAN setting. It reaches a max-
imum throughput of ≈ 89kOT/s for N = 220, while NP-OT only reaches a
maximum of ≈ 14kOT/s for N = 212. In the WAN setting, PQ-OT outperforms
NP-OT for N ≥ 212 OTs. We also compared PQ-OT with an instantiation of
the OT construction by Gertner et al. [22] with Kyber-1024 (AVX2 optimized
90s variant) [45] and found it to be less efficient than our scheme, achieving a
maximum throughput of 50kOT/s, even though Kyber is already among the
fastest PKE schemes in the NIST standardization process. Therefore, we do not
expect this situation to change significantly with other instantiations. Even for
smaller number of OTs, the performance between the two is comparable in the
WAN setting, even though with PQ-OT we achieve PQ security and are dealing
with inputs that are twice as long. For N = 28 in the WAN setting, the through-
put of NP-OT is 640 OT/s, while the throughput of PQ-OT is 365OT/s. While
NP-OT does not have a setup phase, PQ-OT requires to share a public key in
the setup phase. It is negligible in the LAN setting and dominated by the com-
munication in the WAN setting. It is relatively expensive for a small number of
OTs, but only needs to be run once with a particular party, independently of the
inputs. Thus, PQ-OT is a suitable candidate to replace NP-OT as the protocol
for base OT in the post-quantum setting at ≈ 4.5× the communication cost of
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NP-OT for large batch sizes. On the one hand, we show that our implementation
of PQ-OT achieves similar performance compared to NP-OT for a small number
of OTs, which is common for Yao’s protocol with a moderate number of client
input bits. On the other hand, our implementation clearly outperforms classical
NP-OT for larger batches, especially in fast networks.

Comparison with OT Extension. OT extension outperforms the two public-
key based OT protocols, in both computation and communication, for practical
number of OTs, reaching a maximum throughput of ≈ 5.7M (199k)OT/s in the
LAN (WAN) setting. The runtime and communication not growing linearly for
N ≤ 214 OTs is an artefact of the EMP implementation of OT extension. While
there is approximately one order of magnitude difference between classical OT
extension and our PQ-OT, there is room for significant improvement by imple-
menting post-quantum secure OT extension, as described in Sect. 3.2, which we
leave as future work.

5 Post-Quantum Security of Yao’s Garbled Circuits

In this section, we prove that Yao’s garbled circuits protocol (cf. Sect. 2.4)
achieves post-quantum security if each of the underlying building blocks is
replaced with a post-quantum secure variant. As this seems intuitive, we stress
that a simple switch to post-quantum secure building blocks is not always suf-
ficient [21]. An example for this is the Fiat-Shamir transformation. Simply con-
structing a signature scheme based on a quantum hard problem is not suffi-
cient, due to the switch from the ROM to the QROM. For the signature scheme
qTESLA [2], for instance, the post-quantum security has been proven directly.

The classical security of Yao’s protocol is due to Lindell and Pinkas [31].
They showed that a secure OT protocol and a secret key encryption scheme
which is secure under double encryption (a security notion they introduced)
are sufficient to prove Yao’s protocol secure against semi-honest adversaries.
Concerning the security under double encryption, they show that, classically,
IND-CPA security implies security under double encryption. We show that both
proofs can be lifted against quantum adversaries. Regarding the proof for the
protocol, this is relatively straightforward, by arguing about the different steps
from the classical proof. As for the security under double encryption, we directly
prove the post-quantum security since the classical proof is merely sketched.
Furthermore, we conduct the proof in the QROM whereas the classical proof
sketch does not consider random oracles. This is relevant when one wants to
use encryption scheme where the proof is naturally in the QROM, like sponge-
based constructions. Examples for this are the encryption schemes deployed in
Isap [18] and Slae [15].1

1 Note, however, that both schemes have yet to be proven post-quantum secure.
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Protocol Security. In this section, we prove that Yao’s protocol is post-
quantum secure against semi-honest quantum adversaries. In this setting, the
adversary can perform local quantum computations and tries to obtain addi-
tional information while genuinely running the protocol.

The restriction to local quantum computations is due to the post-quantum
setting, in which only the adversary has quantum power while all other parties,
in this case the protocol partner, remain classical. By restricting the adversary
to be semi-honest, we ensure that it does not deviate from the protocol spec-
ification. This models a typical scenario of an adversary which tries to obtain
additional information without being noticed by the other party. One can think
of a computer virus affecting one of the protocol participants, which tries to be
unnoticed.

The theorem below states the post-quantum security of Yao’s GC protocol
given that both the OT and the encryption scheme are post-quantum secure.
The proof is given in the full version of this paper [12].

Theorem 4 (Post-Quantum Security of Yao’s GC Protocol). Let F
be a deterministic function. Suppose that the oblivious transfer protocol is
post-quantum secure against semi-honest adversaries, the encryption scheme is
pq-2Enc-secure2, and the encryption scheme has an elusive and efficiently veri-
fiable range. Then the protocol described in Sect. 2.4 securely computes F in the
presence of semi-honest quantum adversaries.

Double Encryption Security. To securely instantiate Yao’s protocol, an
encryption scheme which is secure under double encryption is required. In the
classical setting, Lindell and Pinkas [31] provide a short sketch that the stan-
dard security notion for encryption schemes (IND-CPA) implies security under
double encryption. In this section, we show that the same argument holds in the
post-quantum setting, i.e., pq-IND-CPA security implies post-quantum security
under double encryption (pq-2Enc). Furthermore, we extend the result to the
QROM. This allows to cover a wider class of encryption schemes compared to
the proof sketch from [31] which does not consider random oracles.

We start by introducing the post-quantum variant of the double encryp-
tion security game in the QROM (cf. Fig. 5). Similar to the pq-INDCPA game
(cf. Fig. 1), the adversary has to distinguish between the encryption of messages
of its choice. The main difference is that there are four secret keys involved in
the game, from which two are given to the adversary. As challenge messages,
the adversary provides three pairs of messages. For each pair, one message is
encrypted twice using two different keys from which at least one is unknown to
the adversary. The adversary wins the game if it can distinguish which messages
have been encrypted. The adversary is granted access to two learning oracles
which encrypt messages under a combination of a key given by the adversary
and one of the unknown keys. There are two differences between our notion and

2 We formally define post-quantum security under double encryption (pq-2Enc secu-
rity) in Definition 3.
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the (classical) one given in [31]. First, we allow for multiple challenge queries
from the adversary while [31] allow merely one. Second, the two known keys are
honestly generated by the challenger and then handed over to the adversary.
In [31], the adversary chooses these keys by itself. Since these keys correspond
to the keys that the garbler generates honestly and obliviously sends to the eval-
uator, this change in the security notion models the actual scenario very well.
In fact, the proof of Yao’s protocol only requires the adversary to know two of
the keys but not being able to generate them at will.

Definition 3 (Post-Quantum Security under Double Encryption). Let
ES = (Enc, Dec) be a secret key encryption scheme and let the game pq2enc be
defined as in Fig. 5. Then for any quantum adversary A its advantage against
the double encryption security is defined as:

Advpq2enc
ES

(A) = 2Pr
[
pq2encA → true

]
− 1.

We say that ES is pq-2Enc-secure if Advpq2enc
ES

(A) is negligible.

Game pq2enc
procedure Initialize

b ←$ {0, 1}
k0, k1, k

′
0, k

′
1 ←$ K

return k0, k1

procedure Enc0(k ,m)

c ← Enc(k ′
0, Enc(k ,m))

return c

procedure Enc1(k ,m)

c ← Enc(k , Enc(k ′
1,m))

return c

procedure Finalize (b′)

return (b′ = b)

procedure OH(
∑

αx,y |x , y〉)

return
∑

αx ,y |x , y ⊕ H(x )〉

procedure E(m0,m1)

parse m0 as x0 ‖ y0 ‖ z0

parse m1 as x1 ‖ y1 ‖ z1

c1 ← Enc(k0, Enc(k ′
1, xb))

c2 ← Enc(k ′
0, Enc(k1, yb))

c3 ← Enc(k ′
0, Enc(k

′
1, zb))

c ← (c1, c2, c3)
return c

Fig. 5. Game pq2enc to define post-quantum security under double encryption.

The theorem below states that pq-IND-CPA security implies pq-2Enc secu-
rity. The proof is given in the full version of this paper [12].

Theorem 5. Let ES = (Enc, Dec) be a secret key encryption scheme. Then
for any quantum adversary A against the post-quantum security under dou-
ble encryption security of ES, there exists a quantum adversary A against the
pq-IND-CPA security of ES such that:

Advpq2enc
ES

(A) ≤ 3Advpq-ind-cpa
ES

(A).
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480 N. Büscher et al.

37. Naor, M., Pinkas, B.: Efficient oblivious transfer protocols. In: 12th SODA, pp.
448–457. ACM-SIAM (2001)

38. Naor, M., Pinkas, B., Sumner, R.: Privacy preserving auctions and mechanism
design. In: ACM Conference on Electronic Commerce, pp. 129–139 (1999)

39. Nielsen, M.A., Chuang, I.L.: Quantum Computation and Quantum Information:
10th Anniversary Edition. Cambridge University Press (2011)

40. NIST: PQ Cryptography Standardization Process (2017)
41. Pinkas, B., Schneider, T., Segev, G., Zohner, M.: Phasing: private set intersec-

tion using permutation-based hashing. In: USENIX Security 2015, pp. 515–530.
USENIX Association (2015)

42. Pinkas, B., Schneider, T., Smart, N.P., Williams, S.C.: Secure two-party com-
putation is practical. In: Matsui, M. (ed.) ASIACRYPT 2009. LNCS, vol. 5912,
pp. 250–267. Springer, Heidelberg (2009). https://doi.org/10.1007/978-3-642-
10366-7 15

43. Pinkas, B., Schneider, T., Zohner, M.: Faster private set intersection based on OT
extension. In: USENIX Security 2014, pp. 797–812. USENIX Association (2014)

44. Pinkas, B., Schneider, T., Zohner, M.: Scalable private set intersection based on
OT extension. ACM TOPS 21(2), 7:1–7:35 (2018)

45. Schwabe, R., et al.: CRYSTALS-KYBER. Technical report, National Institute of
Standards and Technology (2019). https://csrc.nist.gov/projects/post-quantum-
cryptography/round-2-submissions

46. “Microsoft SEAL (release 3.3)”. Microsoft Research, Redmond, WA (2019).
https://github.com/Microsoft/SEAL

47. Shor, P.W.: Algorithms for quantum computation: discrete logarithms and factor-
ing. In: FOCS (1994)

48. Unruh, D.: Universally composable quantum multi-party computation. In: Gilbert,
H. (ed.) EUROCRYPT 2010. LNCS, vol. 6110, pp. 486–505. Springer, Heidelberg
(2010). https://doi.org/10.1007/978-3-642-13190-5 25

49. Wang, X.: A New Paradigm for Practical Maliciously Secure Multi-Party Compu-
tation. University of Maryland, College Park (2018)

50. Wang, X., Malozemoff, A.J., Katz, J.: EMP-toolkit: efficient multiparty computa-
tion toolkit (2016). https://github.com/emp-toolkit

51. Yao, A.C.-C.: Protocols for secure computations (extended abstract). In: 23rd
FOCS, pp. 160–164. IEEE Computer Society Press (1982)

52. Zahur, S., Evans, D.: Obliv-C: a language for extensible data-oblivious computa-
tion. Cryptology ePrint Archive, Report 2015/1153 (2015). http://eprint.iacr.org/
2015/1153

53. Zahur, S., Rosulek, M., Evans, D.: Two halves make a whole. In: Oswald, E.,
Fischlin, M. (eds.) EUROCRYPT 2015. LNCS, vol. 9057, pp. 220–250. Springer,
Heidelberg (2015). https://doi.org/10.1007/978-3-662-46803-6 8

https://doi.org/10.1007/978-3-642-10366-7_15
https://doi.org/10.1007/978-3-642-10366-7_15
https://csrc.nist.gov/projects/post-quantum-cryptography/round-2-submissions
https://csrc.nist.gov/projects/post-quantum-cryptography/round-2-submissions
https://github.com/Microsoft/SEAL
https://doi.org/10.1007/978-3-642-13190-5_25
https://github.com/emp-toolkit
http://eprint.iacr.org/2015/1153
http://eprint.iacr.org/2015/1153
https://doi.org/10.1007/978-3-662-46803-6_8

	Preface
	Organization
	Contents – Part I
	Contents – Part II
	I Cryptographic Protocols
	Communication-Efficient Proactive Secret Sharing for Dynamic Groups with Dishonest Majorities
	1 Introduction
	2 Preliminaries
	2.1 Mixed Adversaries
	2.2 Security Properties
	2.3 Definitions for Verifiable, Proactive, and Dynamic PSS
	2.4 Homomorphic Commitments and VSS
	2.5 Bivariate Polynomials

	3 Batched PSS for a Static Group with a Dishonest Majority
	3.1 The Issue with the Number of Shared Secrets
	3.2 Batched Gradual Secret Sharing Against Mixed Adversaries

	4 Efficient Batched PSS Using Bivariate Polynomials
	4.1 The Share Protocol
	4.2 The Recover Protocol
	4.3 The Reconstruct Protocol
	4.4 The Refresh Protocol

	References

	Random Walks and Concurrent Zero-Knowledge
	1 Introduction
	1.1 Our Contribution
	1.2 Related Work

	2 Preliminaries
	2.1 Optimistic Concurrent Zero-Knowledge
	2.2 Random Walks in One Dimension
	2.3 Azuma's Inequality
	2.4 Canonical Protocol and Slots

	3 Modeling the Network
	3.1 Optimal Termination and the 1-Slot Model

	4 Random Walks with Reflection at the Origin
	4.1 Concentration Bounds for Positive Movements

	5 Analysis of Rosen-Shelat Protocol
	5.1 Bounding Optimal Sessions
	5.2 Markov Chain Approach

	6 Our Protocol and Simulator
	6.1 Bounding Optimal Sessions for Our Protocol

	7 Experimental Simulations
	References

	Secure and Efficient Delegation of Elliptic-Curve Pairing
	1 Introduction
	2 Notations and Definitions
	2.1 Pairings
	2.2 Delegation Protocols: Definitions

	3 Delegating Pairings with One Offline Input
	3.1 Protocol Scenario: (A Public Online, B Public Offline)
	3.2 Protocol Scenario: (A Private Online, B Public Offline)
	3.3 Protocol Scenario: (A Private Online, B Private Offline)

	4 Delegating Pairings with Online Inputs
	5 Conclusions
	References

	I Cryptographic Primitives
	Tweaking Key-Alternating Feistel Block Ciphers
	1 Introduction
	2 Preliminaries
	2.1 Notation and General Definitions
	2.2 Security Definitions
	2.3 H-Coefficient Technique

	3 Approach Overview
	4 Birthday-Bound Security for Four Rounds
	5 Beyond-Birthday-Bound Security for Ten Rounds
	6 Conclusion and Open Discussions
	References

	Lesamnta-LW Revisited: Improved Security Analysis of Primitive and New PRF Mode
	1 Introduction
	2 Searching for Truncated Differentials with MILP
	3 Security Analysis of Lesamnta-LW-BC
	3.1 Improved Bounds of the Number of Active S-boxes
	3.2 Security Analysis of Shuffle Operation

	4 New PRF Mode Based on Lesamnta-LW-BC
	4.1 Description of Mode
	4.2 Security in the Standard Model
	4.3 Security in the Ideal Model

	5 Discussion and Conclusion
	5.1 Related-Key Security of Lesamnta-LW-BC
	5.2 Insecurity of Similar Constructions as Our Mode
	5.3 Concluding Remarks

	References

	Efficient AGCD-Based Homomorphic Encryption for Matrix and Vector Arithmetic
	1 Introduction
	1.1 Approximate-GCD Problem and Variants
	1.2 Our Scheme
	1.3 Optimizations, Implementation and Applications

	2 Preliminaries
	2.1 Related Work
	2.2 Approximate GCD and Related Distributions

	3 Our Scheme
	3.1 Making BBL17 Practical
	3.2 The Procedures
	3.3 Correctness of Decryption
	3.4 Homomorphic Properties
	3.5 Analysis of the Accumulated Error

	4 Security Analysis
	4.1 Hardness of Approximate GCD Implies Semantic Security
	4.2 Distribution of the Noise Term of Randomized AGCD
	4.3 Practical Security Estimate

	5 Choosing the Parameters
	6 Implementation, Performance, and Applications
	6.1 General Performance
	6.2 Nondeterministic Finite-State Automaton Evaluation
	6.3 Naïve Bayes Classification

	7 Conclusion
	References

	Trapdoor Delegation and HIBE from Middle-Product LWE in Standard Model
	1 Introduction
	2 Preliminaries
	2.1 IBE and HIBE: Syntax and Security
	2.2 Lattices and Gaussian Distributions
	2.3 Degree-Parametrized Middle-Product Learning with Errors
	2.4 Lattice Trapdoor Generation for DMPLWE

	3 Trapdoor Delegation for Polynomials
	3.1 Description
	3.2 Elementary Trapdoor Delegation
	3.3 SampleTrap

	4 DMPLWE-based HIBE in Standard Model
	4.1 Construction
	4.2 Correctness and Parameters
	4.3 Security Analysis

	5 Conclusions
	References

	I Attacks on Cryptographic Primitives
	Rotational Cryptanalysis on MAC Algorithm Chaskey
	1 Introduction
	2 Preliminaries and Related Work
	2.1 Even-Mansour Ciphers
	2.2 Markov Ciphers and Differential Cryptanalysis
	2.3 Attack Settings

	3 Rotational Cryptanalysis and Generalized Markov Ciphers
	3.1 Markov Theory and Rotational Cryptanalysis
	3.2 Rotational Attack

	4 The MAC Algorithm Chaskey
	4.1 Chaskey
	4.2 Markov Theory and Chaskey
	4.3 Previous Attacks on Chaskey

	5 Application to Chaskey
	5.1 Calculating the Rotational Probability
	5.2 Attack Scenarios

	6 Conclusions and Future Work
	References

	How Not to Create an Isogeny-Based PAKE
	1 Introduction
	2 Preliminaries
	2.1 Isogeny-Based Cryptography
	2.2 SIDH
	2.3 CSIDH

	3 Attacks on (C)SIDH-EKE
	3.1 (C)SIDH-EKE
	3.2 Offline Dictionary Attacks on SIDH-EKE
	3.3 Offline Dictionary Attacks on CSIDH-EKE
	3.4 Man-in-the-middle Attack on Modified CSIDH-EKE
	3.5 On EKE Security

	4 Other DH Variants
	4.1 DH-SPEKE and Dragonfly
	4.2 DH-PAK and DH-JPAKE

	5 Auxiliary Point Obfuscation for SIDH
	6 Conclusion
	References

	ACE in Chains: How Risky Is CBC Encryption of Binary Executable Files?
	1 Introduction
	1.1 Our Contributions
	1.2 Responsible Disclosure

	2 Background
	2.1 CBC Mode and Malleability
	2.2 Executable File Basis

	3 Our Attack
	3.1 Attack Conditions
	3.2 Linux
	3.3 Windows

	4 Proof of Concept
	4.1 Linux
	4.2 Windows

	5 Practicality
	5.1 OpenSSL
	5.2 File Encryption Software
	5.3 Storage Encryption

	6 Mitigation
	7 Discussion and Future Work
	References

	Classical Misuse Attacks on NIST Round 2 PQC
	1 Introduction
	2 Notation
	3 Plaintext-Checking Attack
	4 LAC
	4.1 LAC-CPA
	4.2 KR-PCA
	4.3 Remarks and Results

	5 CRYSTALS-Kyber
	5.1 Kyber-CPA
	5.2 KR-PCA
	5.3 Efficiency and Implementation

	6 SABER
	6.1 SABER-CPA
	6.2 KR-PCA
	6.3 Efficiency and Implementation

	7 RQC
	7.1 Rank-Based Cryptography
	7.2 RQC Scheme
	7.3 KR-PCA
	7.4 Hardness of Learning in the Rank Metric

	8 Conclusion
	References

	I Encryption and Signature
	Offline Witness Encryption with Semi-adaptive Security
	1 Introduction
	1.1 Our Contributions
	1.2 Our Approach
	1.3 Application of Semi-adaptive Offline Witness Encryption
	1.4 Open Problems
	1.5 Related Work

	2 Preliminaries
	2.1 Notations and Conventions
	2.2 Offline Witness Encryption
	2.3 Obfuscation
	2.4 Puncturable Tag-Based Encryption

	3 Offline Witness Encryption Construction
	4 Realising Our Scheme
	4.1 Kiltz' Tag Based Encryption Scheme

	5 Extractable Offline Witness Encryption
	5.1 Construction

	6 Conclusions
	References

	Efficient Anonymous Multi-group Broadcast Encryption
	1 Introduction
	1.1 Issues Regarding Previous Schemes
	1.2 Our Contributions

	2 Related Work
	3 Preliminaries
	3.1 Bilinear Map
	3.2 P-Decisional Bilinear Diffie-Hellman (P-DBDH) ch13Ducas10,ch13KHPP16
	3.3 External Diffie-Hellman (XDH) ch13PL11,ch13Water09

	4 Syntax and Security Definitions for Anonymous Multi-group Broadcast Encryption
	5 Proposed Anonymous Multi-group Broadcast Encryption
	5.1 Anonymous Multi-group Broadcast Encryption Scheme
	5.2 Proof of Security

	6 Performance Analysis and Comparison
	6.1 Performance Analysis
	6.2 Comparison

	7 Conclusion
	References

	Improving the Efficiency of Re-randomizable and Replayable CCA Secure Public Key Encryption
	1 Introduction
	2 Preliminaries
	3 Re-randomizable and Replayable CCA Secure Public Key Encryption
	4 Our Rand-RCCA PKE Scheme
	4.1 Proof of Theorem1 (RCCA Security)

	5 PP04 Encryption Scheme Is Not Rand-RCCA
	References

	New Methods and Abstractions for RSA-Based Forward Secure Signatures
	1 Introduction
	1.1 Further Related Work Discussion

	2 Definitions
	3 Number Theoretic Assumptions
	4 RSA Sequencers
	5 Our Sequencer Construction
	5.1 The SeqProgram Algorithm

	6 An Efficient Scheme in the Random Oracle Model
	6.1 Construction

	7 Streamlined Signatures in the Standard Model
	7.1 Construction

	8 Performance Evaluation
	8.1 Some Comparisons and Conclusions

	References

	I Blockchain and Cryptocurrency
	Minting Mechanism for Proof of Stake Blockchains
	1 Introduction
	1.1 Our Contributions
	1.2 Technical Overview
	1.3 Related Work

	2 Preliminaries
	2.1 Rational Security
	2.2 A Primer on Auction Theory
	2.3 Waiting-Time Auction

	3 Minting Mechanisms and Analysis
	4 Our Minting Protocol
	4.1 Minting Protocol Description and Analysis
	4.2 Discussion on Different Adversarial Behaviours

	5 Implementation
	5.1 Benchmarking

	References

	Timed Signatures and Zero-Knowledge Proofs—Timestamping in the Blockchain Era—
	1 Introduction
	2 The Model
	3 Weak Block Unpredictability (WBU)
	4 The (Weak) Beacon Functionality and Construction
	5 Timed Signatures (TSign)
	References

	I Secure Multi-party Computation
	An Efficient Secure Division Protocol Using Approximate Multi-bit Product and New Constant-Round Building Blocks
	1 Introduction
	1.1 Our Contribution

	2 Preliminaries and Settings
	2.1 Notations
	2.2 Secret Sharing
	2.3 Adversary Model
	2.4 Building Blocks

	3 Construction of Division Protocol
	3.1 Goldschmidt's Method
	3.2 Approximate Multi-bit Product – MultBit protocol
	3.3 Multi-fan-in MultBit protocol
	3.4 Goldschmidt's Method Using Multi-fan-in MultBit
	3.5 Error Analysis
	3.6 Correction of Rounding Errors – ErrorCorrect
	3.7 Summary of Division protocol
	3.8 Division for Fixed Point Numbers

	4 Constant-Round Building Blocks
	4.1 List of Subprotocols
	4.2 Pow
	4.3 Equal_one
	4.4 assump_Overflow
	4.5 Overflow
	4.6 Comparison with Related Works

	5 Evaluations of Efficiency
	5.1 Round Complexity
	5.2 Data Transfer and Execution Time
	5.3 Comparison with Related Works

	6 Future Work
	References

	Improved Building Blocks for Secure Multi-party Computation Based on Secret Sharing with Honest Majority
	1 Introduction
	2 Related Work
	3 Preliminaries
	4 Array Access at a Private Location
	4.1 General Construction
	4.2 Custom Three-Party Construction

	5 Multiplication
	5.1 Linear-Communication Multiplication
	5.2 Alternative Multiplication

	6 Performance Evaluation
	7 Conclusions
	References

	A Practical Approach to the Secure Computation of the Moore–Penrose Pseudoinverse over the Rationals
	1 Introduction
	1.1 Related Work

	2 Preliminaries
	3 Block-Recursive Elimination
	3.1 Correctness Analysis
	3.2 Complexity Analysis

	4 Computing the Moore–Penrose Pseudoinverse
	4.1 Computing the Common Denominator
	4.2 Bound on the Modulus
	4.3 Symmetric Preconditioning
	4.4 Construction
	4.5 Complexity Analysis

	References

	I Post-Quantum Cryptography
	Saber on ESP32
	1 Introduction
	2 Background
	2.1 Notation
	2.2 Saber
	2.3 Polynomial Multiplication
	2.4 Platform

	3 Kronecker Substitution
	3.1 KS1 and KS2
	3.2 Utilizing the Big Integer Coprocessor

	4 Implementation
	4.1 Polynomial Multiplication Using Kronecker Substitution
	4.2 Random Generation
	4.3 Using CPU Idle Time
	4.4 Dual Core Acceleration
	4.5 Generation of the Matrix A

	5 Results
	5.1 Implementation Performance
	5.2 Comparison with Related Work

	6 Conclusion
	References

	The Lattice-Based Digital Signature Scheme qTESLA
	1 Introduction
	2 Preliminaries
	2.1 Notation

	3 The Signature Scheme qTESLA
	3.1 Parameter Description

	4 Security and Instantiations of qTESLA
	4.1 Provable Security in the QROM
	4.2 qTESLA's Security and the R-LWE Hardness
	4.3 Hardness Estimation of Our Instances
	4.4 Parameter Sets

	5 Implementation and Performance Evaluation
	5.1 Portable C Implementation
	5.2 AVX2 Optimizations
	5.3 Performance on x64
	5.4 Comparison

	References

	Secure Two-Party Computation in a Quantum World
	1 Introduction
	2 Preliminaries
	2.1 Notation
	2.2 Encryption
	2.3 Oblivious Transfer
	2.4 Description of Yao's Protocol

	3 Post-Quantum Secure Oblivious Transfer
	3.1 Post-Quantum Secure OT from AHE
	3.2 Post-Quantum Secure Oblivious Transfer Extension

	4 Implementation and Performance Evaluation
	4.1 Post-Quantum Yao Implementation and Performance
	4.2 Post-Quantum OT Implementation and Performance

	5 Post-Quantum Security of Yao's Garbled Circuits
	References

	Further Optimizations of CSIDH: A Systematic Approach to Efficient Strategies, Permutations, and Bound Vectors
	1 Introduction
	2 Preliminaries
	2.1 General Framework for Optimization
	2.2 Mitigating Leakage Under Arbitrary Strategies
	2.3 Two-Point Method and Parallelization
	2.4 Splitting Isogenies into Multiple Batches (SIMBA)
	2.5 General Algorithm

	3 Optimization Methods
	3.1 Optimizing the Strategies
	3.2 Optimizing the Permutations
	3.3 Optimizing the Bound Vector
	3.4 The Complete Optimization Methodology

	4 Implementation
	5 Conclusions
	References

	Author Index

