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ABSTRACT
Privacy-preserving protocols for matchings on general graphs can

be used for applications such as online dating, bartering, or kid-

ney donor exchange. In addition, they can act as a building block

for more complex protocols. While privacy-preserving protocols

for matchings on bipartite graphs are a well-researched topic, the

case of general graphs has experienced significantly less atten-

tion so far. We address this gap by providing the first privacy-

preserving protocol for maximum weight matching on general

graphs. To maximize the scalability of our approach, we compute

an 1/2−approximation instead of an exact solution. For 𝑁 nodes,

our protocol requires O(𝑁 log𝑁 ) rounds, O(𝑁 3) communication,

and runs in only 12.5 minutes for 𝑁 = 400.

CCS CONCEPTS
• Security and privacy → Privacy-preserving protocols; •
Mathematics of computing→Matchings and factors; Approxi-
mation algorithms.

KEYWORDS
Matching, General Graphs, Secure Multi-Party Computation, Ap-

proximation
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1 INTRODUCTION
Secure Multi-Party Computation (MPC) allows multiple parties to

evaluate some function on their private inputs using a distributed

protocol that keeps everything that a party cannot derive from its

input and output private [29]. It has been used to devise privacy-

preserving protocols for a variety of matching problems on graphs,

e.g., fingerprint identification [5], kidney donor exchange [6], and

matching medical students to medical residency programs or stu-

dents to schools or universities [10, 16, 23]. Additionally, matching

protocols are used as subroutines for tackling entirely different

problems as in [28]. While almost all of these approaches are specif-

ically designed for bipartite graphs only, use cases such as online

dating, bartering, or kidney exchange can profit from or even re-

quire to use general graphs. To the best of our knowledge, the only

general graph approach is presented by Breuer et al. [6] and offers

a solution to the maximum matching problem that is exact but

has O(𝑁 5) communication (i.e., traffic) for 𝑁 nodes resulting in a

run time of more than a day for 𝑁 = 40 already.

Our Contributions. We present the first secure and privacy-

preserving approximation protocol for maximum weight matching

(MWM) on weighted general graphs. Here, the objective is to find

a matching that maximizes the sum of weights of its edges. Our

protocol thus approximatively solves a more general problem than

the maximum matching problem (i.e., the MWM problem where all

weights are 1) for which Breuer et al. [6] present an exact solution.

We achieve a high scalability while computing an approximation

of the exact solution only. Yet, the computed matching is guaran-

teed to have at least half of the maximally possible weight, which

dependent on the use case may be well-acceptable. The protocol

offers a theoretical complexity of O(𝑁 log𝑁 ) rounds and O(𝑁 3)
communication. Assuming a semi-honest adversary and an honest

majority, this yields 12.5 minutes run time and 16.4 GB communi-

cation for 𝑁 = 400 in its implementation in the MPC framework

MP-SPDZ [19]. Note that detailed information about protocol and

results is provided in the full version of this paper [7].

Applications. Besides privacy-preserving matching protocols

being of interest as building blocks for more complex protocols

(i.e., [28]), our approach is also well suited for use cases such as

multi-party bartering and online dating. In privacy-preserving
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multi-party bartering [26–28], parties want to barter their com-

modities while keeping their offers and demands private. If we

only consider the case where in each trade two parties exchange

their goods to reduce logistic effort, our MWM protocol can not

only be applied but also allows to model the involved parties’ sat-

isfaction with chosen trades using weights. While dating is used

as a prominent illustration of bipartite matching problems (e.g.,

in Hall’s marriage theorem [17]), general graphs are required to

abolish the restriction to heterosexuality. Thus, our protocol can be

used for online dating regarding monogamous relationships free

of further assumptions regarding sexuality while keeping private

the users’ data like sexuality and sexual preferences that may be

subject to social stigma. We argue that for both use cases, the gain

of attaining high scalability and hence being able to handle large

pools of participants outweighs the losses from not receiving an

exact solution.

2 BACKGROUND
2.1 Graph Theory
We consider a weighted, undirected, and finite graph 𝐺 = (𝑉 , 𝐸,𝜔)
with vertices 𝑉 = {0, ..., 𝑁 − 1} where 𝑁 is the number of nodes.

Furthermore, we restrict the weight function 𝜔 to map edges in 𝐸

to positive integer weights only. A matching 𝔐 on 𝐺 is a subset of

its edges such that each node is covered by at most one edge of 𝔐.

A maximum weight matching (MWM) is a matching where the sum

of its edges’ weights is maximal. Furthermore, a 𝑐−approximation

algorithm for MWM is an algorithm that computes a matching with

at least a fraction 𝑐 of the maximally possible weight.

2.1.1 Approximation Algorithms for Maximum Weight Matching.
While for MWM on general graphs there exist Edmond’s blossom

algorithm [14] and multiple improvements, a lack of scalability has

led to the development of several approximation algorithms [11–

13, 18, 21, 22]. We observe that higher approximation guarantees

generally come at the price of higher run time complexity or more

sophisticated algorithms. Such sophisticated algorithms contain

nested loops, recursive calls and many conditional blocks that de-

pend on the input which must not be leaked by the control flow.

Thus, a translation to an MPC protocol is prone to increase the

complexity.

2.2 Secure Multi-Party Computation
2.2.1 Arithmetic Black-Box. To make our high-level protocol inde-

pendent of low-level primitives, we base it on a generic arithmetic
black-box (ABB) [9] that allows to secret-share and reconstruct

values in the arithmetic or in the binary domain, and that allows to

compute linear combinations and products of such secret-shared

values. By [𝑥], we denote an arithmetic secret-sharing of value 𝑥

where the domain is some field or ring.

2.2.2 Building Blocks. We proceed by giving a brief overview over

some fundamental building blocks used by our protocol. As we

require multiple non-linear functions, e.g., for comparisons we

use edaBits [15] and daBits [24] to switch between arithmetic and

binary domains which significantly improves practical performance.

We use comparison gates from [8, 15]. Furthermore, we require

a gate DEMUX
𝑛
that given input [𝑥], where 𝑛 is the maximum

value of 𝑥 , i.e., 0 ≤ 𝑥 ≤ 𝑛, returns [𝑦𝑖 ]0≤𝑖<𝑛 s.t. for all 0 ≤ 𝑖 < 𝑛,

[𝑦𝑖 ] = [1] if 𝑖 = 𝑥 and [𝑦𝑖 ] = [0] otherwise. This can be constructed
from a bit decomposition and the DEMUX protocol in [20].

3 RELATEDWORK
To the best of our knowledge, to date there is no privacy-preserving

protocol for MWM on general graphs. The protocol of Breuer et

al. [6] computes an unweighted maximum matching on a general

graph based on an algorithm that is specifically designed for the

unweighted case. Furthermore, its results’ exactness comes at the

cost of low run time performance. There also exist multiple works

regarding different matching problems on bipartite graphs [1, 5,

10, 16, 23, 28] which are not applicable in our case as they heavily

rely on the graph’s bipartiteness. Finally, Araki et al. [3] propose a

highly scalable protocol for graph analysis. While they show how

to apply it to a selection of graph problems, they depend on existing

message-passing algorithms for these problems. As it is unclear

how to turn any of the existing matching algorithms into a message-

passing algorithm, their protocol appears not to be applicable.

4 PRIVACY-PRESERVING MAXIMUM WEIGHT
MATCHING APPROXIMATION

To achieve high scalability, we base our protocol on a greedy

1/2−approximation for MWM (cf. Alg. 1) mentioned by Avis [4]

and Preis [22] due to its low concrete run time and a particularly

easy structure that is promising for an efficient MPC protocol.

Algorithm 1: Greedy MWM Approximation [22]

Input :Weighted graph 𝐺 = (𝑉 , 𝐸,𝜔)
Output :Matching 𝔐 on 𝐺

𝔐 ← ∅;
while 𝐸 ≠ ∅ do

Let 𝑒 ∈ 𝐸 be an edge of maximal weight;

𝔐 ←𝔐 ∪ {𝑒} ; // add edge 𝑒 to 𝔐

𝐸 ← 𝐸 \ {𝑓 ∈ 𝐸 | 𝑒 ∩ 𝑓 ≠ ∅} ; // del. blocked edges

end

Note that the algorithm specifies that in each iteration an edge

of maximal weight is chosen but does not specify which edge to

choose if there are multiple options. Deriving an unambiguous

and deterministic version is easy by defining an arbitrary but fixed

ordering ≺𝑑 on all potential edges, i.e., pairs of nodes of the graph.

Then, if multiple candidate edges of maximal weight exist in an

iteration, we select the candidate that is minimal w.r.t. ≺𝑑 .
We proceed by explaining how to implement the deterministic

greedy algorithm in §4.1, and then discuss problems resulting from

using ≺𝑑 and how to overcome them using randomization in §4.2.

4.1 Deterministic Matching
The input of our protocol for a fixed number of nodes 𝑁 is a secret-

shared adjacency matrix [weight𝑢,𝑣]0≤𝑢<𝑣<𝑁 . As no information

about the edges besides the output may be leaked, our protocol

works on all unordered pairs of nodes 𝑢 ≠ 𝑣 . By the definition

of the adjacency matrix, potential edges {𝑢, 𝑣} that are no real
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edges can be identified by [weight𝑢,𝑣] being [0]. We proceed by

discussing how to privately implement each iteration of the greedy

algorithm (Alg. 1 using ≺𝑑 ) which
(1) selects the minimal edge w.r.t. ≺𝑑 among all edges of maxi-

mal weight (§4.1.1),

(2) adds the selected edge to the matching (§4.1.2),

(3) and deletes all edges that are incident to the selected one

(§4.1.3).

In our approach, we execute a fixed number of iterations. Other-

wise, the number of iterations would leak the size of the resulting

matching. Thus, our protocol runs for ⌊𝑁 /2⌋ iterations which is

the maximal possible size of a matching between 𝑁 nodes. If no

real edges remain, further iterations do not extend the matching.

4.1.1 Selecting the Edge of Maximal Weight. The naïve approach
to select an edge of maximal weight is to run a linear search over

all O(𝑁 2) potential edges which requires O(𝑁 2) comparisons run

in sequential order. Optimized techniques that are employed instead

in non MPC settings [4] do not allow to be translated to a protocol

without an increase of complexity. Instead, we still search over all

edges in each iteration, but do so using a parallel reduction tree

as in [8]. Over multiple iterations, pairs of edges are internally

compared in parallel and only the edges of higher weight are kept

for the next iteration until only one edge remains. The number

of required iterations, and hence, the resulting round complexity

is O(log𝑁 ). The communication complexity remains at O(𝑁 2).
Recall that we need to incorporate ordering ≺𝑑 to decide which

edge to select if multiple edges share the samemaximal weight. This

is easily realized by sorting all potential edges by public ≺𝑑 without

interaction and then using the reduction operator ≥ regarding the

edge weights. If no edge remains, the search returns ( [𝑁 ], [𝑁 ]).

4.1.2 Adding an Edge to theMatching. We represent each edge {𝑢, 𝑣}
in thematchingwith a vector [partner𝑖 ]0≤𝑖<𝑁 by setting [partner𝑢 ]
to [𝑣] and [partner𝑣] to [𝑢]. By [partner𝑢 ] = [𝑁 ] we encode that
node 𝑢 is matched to no other node. Thus, all secret-shared val-

ues [partner𝑢 ] are initialized to [𝑁 ].
If a real edge {𝑎, 𝑏} is chosen in some iteration, it is not possible

to directly access [partner𝑎] and [partner𝑏 ] as this would leak the

chosen edge. Instead, we use gate DEMUX
𝑁

to generate two in-

dicator vectors [indicator_a𝑖 ]0≤𝑖<𝑁 and [indicator_b𝑖 ]0≤𝑖<𝑁 that

contain value [1] at index 𝑎 respectively 𝑏 and value [0] at other
indices. Then, we add ( [𝑏] − 𝑁 ) · [indicator_a𝑖 ]0≤𝑖<𝑁 and ( [𝑎] −
𝑁 ) · [indicator_a𝑖 ]0≤𝑖<𝑁 to [partner𝑖 ]0≤𝑖<𝑁 . If no edge was found,

then [𝑎] = [𝑏] = [𝑁 ] so that no entry of the output vector is

changed. The total complexity is O(𝑁 ) communication as each vec-

tor entry is accessed to hide which one is changed, andO(log log𝑁 )
rounds due to the required call to DEMUX

𝑁
.

4.1.3 Deleting Incident Edges. Deleting all edges incident to a real

edge {𝑎, 𝑏} again requires to access all edges in order to not leak

any information about {𝑎, 𝑏}. Recall that to delete an edge, it is

sufficient to set the corresponding secret-shared weight to zero.

Now, we simply add the indicator vectors from the previous step

without interaction to obtain a binary vector [indicator𝑖 ]0≤𝑖<𝑁
that contains [1] exactly at indices 𝑎 and 𝑏. Thus, it now suffices

to multiply each weight [weight𝑢,𝑣] by (1 − [indicator𝑢 ]) · (1 −

[indicator𝑣]). This step has a complexity of O(𝑁 2) communication

in O(1) rounds.

4.1.4 Complexity. Recall that we run ⌊𝑁 /2⌋ iterations. Thus, the
total communication complexity is O(𝑁 3) in O(𝑁 log𝑁 ) rounds.

4.2 Randomization
Recall that we introduced the ordering ≺𝑑 to fix which edge to

select if multiple candidates share the same weight. Depending on

the use case, this can introduce significant problems as the ordering

induces advantages for some edges in being selected which are

not justified by the edge weights. Now, for instance in multi-party

bartering or online dating, nodes represent people who compete in

getting matched. Ideally, no person should gain an unfair advantage

solely resulting from how people are mapped to nodes together

with the arbitrary usage of ordering ≺𝑑 .

4.2.1 Idea. One way of circumventing such bias is to randomize

the mapping between people and nodes. With our input being an

already generated adjacency matrix of a graph 𝐺 , we realize an

equivalent functionality by shuffling all nodes, i.e.,

(1) select a permutation 𝜋 on 𝑁 nodes uniformly at random,

(2) apply 𝜋 to 𝐺 as a graph isomorphism to obtain 𝐺 ′,
(3) run the greedy algorithm using ≺𝑑 on 𝐺 ′, and
(4) apply 𝜋−1 to the resulting matching.

The resulting probabilistic functionality F is invariant under node
permutation, i.e., for each graph 𝐺 with 𝑁 nodes and each graph

isomorphism 𝜏 on 𝑁 nodes, distributions F (𝐺) and 𝜏−1 (F (𝜏 (𝐺)))
are equal. In other words, the value that represents a node does

not influence the outcome and hence, the mapping from persons to

nodes does not influence the probability that a particular person is

matched to another person.

4.2.2 Implementation. To implement said functionality F , we first
select the graph isomorphism 𝜋 , i.e., a random permutation over 𝑁

elements. We refer to the full version of our paper [7] for a dis-

cussion on why this permutation must be kept private. It is easy

to see that applying 𝜋 to 𝐺 represented by an adjacency matrix is

possible by first permuting its rows and then permuting its columns

by 𝜋 . Then, we run the deterministic greedy protocol from §4.1 and

finally apply 𝜋−1 to the resulting matching. Regarding the last step,

recall that we encode the matching by setting [partner𝑢 ] to [𝑣]
and vice versa when 𝑢 and 𝑣 are matched. As we run the greedy

algorithm on 𝜋 (𝐺), we now have that [partner𝜋 (𝑢 ) ] = [𝜋 (𝑣)]
instead. First, we permute [partner𝑢 ]0≤𝑢<𝑁 by 𝜋−1 so that we

have [partner𝑢 ] = [𝜋 (𝑣)]. Then, we compute the dot product

of DEMUX
𝑁 ( [𝜋 (𝑣)]) and [𝜋−1 (𝑖)]0≤𝑖<𝑁 where the second vec-

tor is obtained by applying 𝜋 to [𝑖]0≤𝑖<𝑁 . It is easy to verify that

the dot product evaluates to [𝜋−1 (𝜋 (𝑣))] = [𝑣]. This can easily be

extended to also correctly work for unmatched nodes [7].

It remains to show how to obliviously permute matrices and

vectors by a private random permutation 𝜋 and its inverse. MP-

SPDZ [19] already provides such functionality by utilizing an obliv-

ious Waksman network [25] as demonstrated by Zahur et al. [30].

The most expensive permutation operation then is to permute the

adjacency matrix which requires O(𝑝𝑁 2
log𝑁 ) communication
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in O(𝑝 log𝑁 ) rounds where 𝑝 is the number of MPC parties.
1
We

note that, e.g., for 𝑝 = 3 parties there exist faster appropriate shuf-

fling approaches as in [3] with O(𝑁 2) communication in constant

rounds.

4.2.3 Alternative Randomization. In the full version [7] we discuss

a second approach that yields somewhat higher unbiasedness guar-

antees by enforcing that in each iteration of the greedy algorithm,

the selection is done uniformly at random among the edges of max-

imal weight. Interestingly, this is possible using a single oblivious

random permutation on all edges. As the resulting protocol’s run

time is ≈ 2.9× of the randomized protocol introduced in §4.2.1, we

do not discuss it any further in this paper.

5 EVALUATION
We evaluated run time and network traffic for our MWM approxi-

mation protocol in its randomized variant (cf. §4.2) using the MPC

framework MP-SPDZ [19] version 0.3.2
2
. As ABB implementation,

we used the three-party protocol by Araki et al. [2] with domains F𝑞
(arithmetic) and F2 (binary). The protocol provides security against

a semi-honest adversary given an honest majority. We ran the pro-

tocol on an AMD EPYC 7702P with a base clock of 2.0 GHz, one

core assigned to each party, and a simulated LAN with a bandwidth

of 1 GBit/s and a round-trip time of 1 ms. For different numbers of

nodes 𝑁 up to 𝑁 = 400, we executed the protocol 10 times each

and took the arithmetic means as final results.
3

Recall that randomization was specifically motivated by nodes

representing certain entities that want to get matched. To give a

pointer on the cost of matrix generation, we benchmarked our pro-

tocol together with an exemplary computation of the adjacency

matrix. We let each node have an associated input vector of di-

mension 50. Then, we consider more similar vectors for two nodes

as a better match. We compute their squared Euclidean distance,

connect them by an edge if the distance is below a certain threshold

and then set the weight to a fixed offset minus the squared distance.

5.1 Results
In Fig. 1 we give the average run times of our randomized protocol

(cf. §4.2) including the previously introduces matrix generation.

Further benchmark results are given in §A. The average run times

are ≈14.0 s for 𝑁 = 100 nodes, ≈5.1min for 𝑁 = 300, and ≈12.5min

for 𝑁 = 400. The total traffic generated by all three parties to-

gether amounts to ≈274.3 MB for 𝑁 = 100, ≈7.0 GB for 𝑁 = 300,

and ≈16.4 GB for 𝑁 = 400. Run time and traffic scale polynomially

bounded which matches our previous theoretical complexity analy-

sis. We deduce that our protocol scales well where, depending on

the use case, matching thousands of nodes may still be feasible.

We also measured the share that each phase of the protocol has

in the overall run time. The protocol phases that we distinguish

between are the previously described example adjacency matrix

generation, applying 𝜋 to the adjacency matrix (cf. §4.2.1), comput-

ing a matching (cf. §4.1), and applying 𝜋−1 to the result (cf. §4.2.1).

1
Note that a factor of 𝑁 regarding communication comes from each oblivious swap

being between two columns or rows containing 𝑁 values each.

2
https://github.com/data61/MP-SPDZ/releases/tag/v0.3.2

3
Loops in MP-SPDZ are entirely unrolled at compile-time if they are fully parallelized

leading to immense RAM utilization. Thus, a restriction to 200 GiB of RAM prevented

us from benchmarking our protocol for 𝑁 > 400.
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Figure 1: Run time of the randomized protocol (cf. §4.2).

Generating the adjacency matrix takes ≈38.2% of the total run time

for 𝑁 = 10, drops below 2% for 𝑁 = 160 and is ≈0.7% for 𝑁 = 400.

In absolute values, its run time increases to ≈5.0 s for 𝑁 = 400.

Shuffling the adjacency matrix costs ≈4.5% of the total run time for

𝑁 = 10 decreasing down to ≈0.6% for 𝑁 = 400 corresponding to

≈4.8 s. Finally, reversing the shuffling never takes more than 0.2 s.

The matching phase clearly dominates the total run time for

increasing 𝑁 taking ≈54.8% of it for 𝑁 = 10 but already more

than 90% for 𝑁 ≥ 60 and more than 95% for 𝑁 ≥ 100. Its share

increases up to ≈98.7% for 𝑁 = 400. This is due to it having the

highest asymptotic complexity w.r.t. 𝑁 . Note that the phase is the

deterministic base protocol from §4.1. This shows that achieving

invariance under node permutation has only negligible overhead.

6 CONCLUSION AND FUTURE DIRECTIONS
In this paper, we have presented a secure protocol for maximum

weight matching 1/2−approximation. We have demonstrated our

protocol’s scalability in theory and in practice and furthermore

identified how to overcome a bias problem using randomization.

We see three main directions for further research. First, our pro-

tocol’s performance may be evaluated using an ABB for a different

setting, e.g., for malicious security. Second, new protocols can be

developed using either other approximations that offer better qual-

ity guarantees or even exact algorithms as their basis. Here it is of

special interest how much performance one must pay in order to

get better results, i.e., investigating the trade-off between quality

of results and run time. Third, while our approximation guarantees

results to be at least half as good as exact ones, their concrete qual-

ity can be significantly higher depending on the properties of the

input graphs. Thus, an empirical study of the resulting matchings’

quality could be of interest when using our protocol for a specific

use case.
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A DETAILED RUN TIME AND TRAFFIC

Table 1: Run time and global communication of the random-
ized protocol (cf. §4.2). Run time is divided into the generation
of the adjacency matrix, shuffling of𝐺 by permutation 𝜋 , the
matching phase itself (cf. §4.1), and reversing the shuffling
using 𝜋−1 on the output.

𝑁
Run time

Comm.

Gen. 𝜋 Match 𝜋−1 Total

50 0.3 s 0.1 s 3.0 s 0.0 s 3.3 s 41.1 MB

100 0.4 s 0.2 s 13.3 s 0.0 s 14.0 s 274.3 MB

150 0.8 s 0.7 s 38.2 s 0.1 s 39.8 s 909.4 MB

200 1.2 s 0.9 s 1.5 min 0.1 s 1.5 min 2.1 GB

250 2.1 s 1.1 s 2.9 min 0.1 s 2.9 min 4.0 GB

300 2.9 s 3.4 s 5.0 min 0.1 s 5.1 min 7.0 GB

350 4.0 s 4.1 s 8.1 min 0.2 s 8.3 min 11.1 GB

400 5.0 s 4.8 s 12.3 min 0.2 s 12.5 min 16.4 GB
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